N3yuus npotokonsl TCP u UDP, MbI MOXkeM mepedTH K pacCMOTPEHUIO Ba)KHBIX MPHUKIAIHBIX
npotokosioB cteka TCP/IP. KpaTko BCIOMHHM, Kak NpUKJIaJHbIE MPOTOKOJIBI HCHOJIB3YIOT OJUH M3
TpaHCHOPTHBIX TpoTokosioB creka TCP/IP: Bce mpunoxkenust creka TCP/IP ucnonb3ytor ans mepenaun
JAHHBIX 10 CETU OAMH U3 JBYX HpPOTOKOJIOB host-to-host yposus moxenu TCP/IP, mpotokon TCP unu
nporokoa UDP.

ITpotokonom UDP nonb3yroTcsi MpUIokKeHUs, TU00 OTHPaBIAIONIME €IMHUYHbIE MMAKeThl JaHHbBIX
Ha KOTOpBIE MPEIIOJaraeTcsi IMOJy4YUTh MNPUKIAIAHbIE OTBETHI, KOTOpblE M OYIYyT BBICTYNATh B POJIH
MOJATBEPXKIAIOIIMX KBUTAHIMH, TMO0 NPUII0KEHUS, OTIIPABISAIONINE JaHHbBIE IIHPOKOBEIATENBHO, TaK KaK
pu JIt0OBIX OoTpeOHOCTAX npuinoxeHnit TCP He moaaepKUBaeT MHUPOKOBEIATENBHOM OTIIPABKU JaHHbBIX.
IIpu 5TOM BOMpPOC O rapaHTUSAX NOCTABKU JAHHBIX OJDKHO PELIaTh CaMO MPUIOKEHHE, HUCIOJIb3YyIOLIce
UDP.

AnpecaMu mpuiIokeHUM Ha y3nax sBistorcsa noptel TCP n UDP, BCOMHMM, 4TO MCIIONB30BaHUE
UDP BMecTO HenocpeACTBEHHON MHKAINCYJISLUHN MPUKIaJHbIX JaHHbIX B [P makersl 00yciOBIEHO MallbIM
pasmepom noiist Protocol B IP 3aronoske (1 Gaiit), B TO BpeMs Kak MOJIS «IIOPTHD UMEIOT pazMep 2 Oaiita u
MTO3BOJISIIOT aJPECOBAaTh JOCTATOYHOE KOJIMYECTBO IPUKIAAHBIX IPOTOKOIOB. HampoTtus, npuioxenwus,
nepeamnme no cetu OonbpnMe o0bEMbl JaHHBIX (B OCOOCHHOCTHM 3TO KacaeTcs TeX ClydyaeB, Korjaa B
OCHOBHOM JIaHHbIE IEPEAAIOTCSI B OJHOM HAIlpaBJICHWHU) IOJIb3YIOTCS HaAEKHBIM Iporokosom TCP,
KOTOPBIM yCTaHABIIMBAET COCIMHEHUS NEpe] Nepefadyei JaHHBIX U KBUTUPYET JOCTaBJIIeMblE NaHHbIE. B
JambHEeHIeM MbI OyJIeM U3y4aTh pa3UdHbIe IPUKIIAJIHBIC IPOTOKOJIBI, M OH OyayT moib3oBathbes kak UDP
tak 1 TCP, B 3aBUCMMOCTH OT poJia pelIaeMbIX NPUKIAJHBIM MPOTOKOJIOM 3ajad M MOTpeOHOCTEH
MIPUIIOKEHUN.

[Ipexne yeM paccMaTpuBaTh MEPBBIA MPUKIATHONW MPOTOKOJ, MPOBEAEM HEOOJBIIYIO YCIOBHYIO
kinaccuukanuio ucrnons3yemMbix B creke TCP/IP mpuxmagHeix mpoTokonoB. Pazmenum mpukiagHbie
npotokoisibl creka TCP/IP Ha nBe kareropuu: ciry>keOHbIE NMPOTOKOJBI, HEOOXOAUMBIE ISl YIPOIIEHUS
YIIPaBJICHUS CETHIO, YIPOILIECHUs HWCIOJIB30BAHUSA CETH WU T.A. M NPUKIAAHBIE IPOTOKOJIBI, IPU3BAHHBIE
HENOCPEACTBEHHO PEIllaTh 3aJauy, CTOALME Nepel Mojib3oBaTesiMu. K mepBoli KaTeropun Mbl OTHECEM
CJIEYIOIIHE IPOTOKOJIBL:

e DHCP. IlpoTokoi, npeaHa3Ha4eHHBIA 1Jis aBToMaTu3anuu kKoHpurypupoBanus cteka TCP/IP na
y3nax. C ero momoupl0 MOXKHO HazHa4uuTh y3naMm IP axpec, macky mozaceru, aapec HUI03a IO
YMOJUaHHUIO, CKOH(QUTYpUpOBaTh MHOTHE Apyrue HacTpauBaemble mnapamerpsl creka TCP/IP,
CZIeJIaB COOTBETCTBYIOINE HACTPOMKHM Ha CEPBEPE, & HE HA KAKIOM y3JI€.

e DNS. D10 npotokos, npeaHa3HAYEHHBIN ISl YCTAHOBJIEHUSI COOTBETCTBUI MEXy CUMBOJBHBIMU
CTPYKTYpHUPOBAHHBIMH UMeHaMHU y3J10B U uX [P agpecamu (pasymeercs, ceiluac He BpeMsi TOBOPUTH
000 BceX BO3MOXHOCTSIX MPOTOKOJIA, HEOOXOAUMO J1aTh JIMIIb IIEpBOE 00IIee MPEeACTaBICHUE), YTO
ITO3BOJISIET ITOJIB30BATENSAM He 3anoMHHATh [P anpeca y3noB, a 3a10MUHATh NOHATHBIE UMEHA, a C
nomoInkko nporokosia DNS nmpo3pauno npeoOpa3oBbiBath ux B IP agpeca.

e Telnet. lanHblii MPOTOKOJI MpPEAHA3HAYECH [T YAAJICHHOTO YIIPABICHHS Y3JIaMH MJIH amrapaTHbIMU
YCTpOUCTBaMH (MapuIpyTH3aTOPaMH, KOMMYTAaTOPaMH).

Ko BTOpO# Kareropuu MpoOTOKOJIBL, MPEAHA3HAUYECHHBIE IS PEIICHUS TEX 3a[a4, KOTOPHIE PELIAET B
CCTH KOHEYHBIN I10JIb30BATEIb:

e SMTP, POP3 — noutoBbie TpoTOKOJIbl. C TOMOIIBIO 3THUX MPOTOKOJOB MOJIB30BATEIN CETH MOTYT
O0OMEHMBATHCS JEKTPOHHBIMU cooOmIeHussMu. [TouToBas cimyx6a — oiHa U3 BaKHEUIIMX CETEBBIX
CITY k0.

e FTP, TFTP — nporokonsl nepefauu (haiaoB, Tak e OJHA U3 BAXKHEHIIINX CETEBBIX CITYKO.

e HTTP — oTHOCHTENBHO HOBBIM NIPOTOKOJ, HCHOIB3YETCS AJIA IMEpPEAadd IMPOU3BOJIBHOIO poAa
MH(POPMALIUU: THIIEPTEKCTOBBIX JTOKYMEHTOB, HU300paKEeHHI, BUJCOAAHHBIX, ayAHOJAHHBIX U T.1.,
KpaitHe MOMyJIsipEH CEroIHs.

e [PR — mpoTokoJI, ¢ MOMOIIBI0 KOTOPOTO IOJI30BATEIN MOTYT OTIPABIIATH 33JaHMs Ha Ne4aTb U
YIIPaBJIATh CETEBBIMU IPUHTEPAMH.

ITonuepkHeM, YTO ATO AAEKO HE MOJHBIN MEpEYeHb NMPOTOKOJIOB NPUKIIAJHBIX MPOTOKOJIOB CTEKA
TCP/IP, omnako mepen HaMH HA0Op KITFOUEBBIX COBPEMEHHBIX MPHUKIATHBIX MPOTOKOJIOB, KOTOPHIE MBI
OyzaeM u3yuaTb B JaHHOM Kypce.

[lepBbiii mpUKIATHOW NPOTOKOJ, KOTOphIM Mbl ¢ Bamu Oyaem usywars — mporokxon DHCP.
PaccmoTpuM 3amauy: mycTh uMeeTcs Oofibllas ceTb, HeoOXoauMo ckoH¢urypupoBaTh crek TCP/IP Ha
Ka)XKJI0OM KIIMEHTCKOM KOMITBIOTEpE, T.€. IO MEHBILIEN Mepe, yKa3aTh y3iy [P anpec, Macky moaceTu u agpec
IIJTI032 IO YMOJIYaHUIO (2 BOZMOXKHO U APYTHE NMapaMeTpbl CTeKa, HallpUMep, CKOH(PUTYpHpOBATh TaliMepbl



TCP). CxondurypupoBath OJ1H y3€ll, pa3yMeeTcsl, HE COCTABIIAET MPOOJIEM, a €CIIU y3JI0B OY€Hb MHOI0?
B TtakoMm cnyuae koHuUrypupoBaHHE 3aiiMeT OYeHb MHOrOo BpeMeHH. K Tomy e npu pydyHOM
KOH(QHUTYPUPOBAHUH KaXKJIOTO y3Jia HEM30EKHO TOSBJICHHE OMMOOK, CBSI3aHHBIX C HEBHHUMATEIIHHOCTHIO.
bonee toro, mpu no6aBieHUM HOBOTO y3lia B C€Th, IPU MEPEHOCE y37a U3 OJHON MOJICETH B IPYTYIO
aJIMMHUCTPATOPY MPUIETCS KaXAbli pa3 JeiaTh JOMOJIHUTEIbHbIE HACTPOMKM Ha y3J1aX — OYEBHJIHO, 3TO
HE CIUIIKOM yA00HO. bpio Ob1 3¢ (ekTUBHO OpraHn30BaTh aBTOMATH3AIMI0 KOH(DUTYpUPOBAaHUS Y3IIOB,
WCTIOJIB30BaTh B CETH HEKOTOPYIO CIYKOy, KOTOpas KOH(PHUTYpUPYeTCs OMHAXKIBl (BO3MOXKHO, Nake HE
MPOCTO), 3aTO BIOCIEICTBUU O00BEM PYy4HOI PaOOTHI, BHIOIHSAEMONM aJMUHUCTPATOPOM OyNET CBEIEH K
HYJId WIM K MHHMUMyMYy. BaXHO NOJYEpKHYTb, UYTO €CIM CETh HEBEJIUKA, TO BO3MOXXHO MPOIIE
CKOHQUTYpPHpPOBaTh Y3Ibl BpPYYHYIO U  BIIOCIEACTBHM KOH(PHUTYpUPOBATH HOBBIC y3Jbl WM
PEeKOH(UTYPHUPOBATH TIEpEMENIaeMbIe Y376l BpyuHYy 0. OHAKO €CIIU CeTh, HAPOTHB, BEJINKA, UMEET CMBICIT
OJTHAXIbI TOTPATUTh BpeMs M CWJIbl HAa KOH(PUTYpHUpPOBAaHHE CITy>KObI, aBTOMAaTHU3UPYIOIIEH HACTPOUKY
y3JI0B, MOCJIC YET0 HCIOJIb30BATh ATY CIY)O0y BMECTO TOTO, YTOOBI BHITIOIHATH OOJIBIION 00bEM PabOTEHI.
Baxxno, noHsATe, yTo mogo0Hyo cinyx0y HE HyXHO BHeIpsTh Bceraa u Be3lie TOJBKO MOTOMY, YTO BhI
ymeere ee BHeApsTh, kKaxnoe PEIIEHUE nomxno ObiTh coobpasno I[TPOBJIEME u ne crout
UCIOJIb30BaTh TEXHOJIOTHUIO TaM, TJI€ B 3TOM HET MOTPEOHOCTH.
Crnenyet paccMOTpeTh €I11€ OAHO MPEUMYIIECTBO OT MCIIOIb30BaHMSI aBTOMAaTUYECKOT0 Ha3HAUYEHUS
IP appecoB knuentam. [Ipenmnonoxum, 94To B HaIIeM PacHOPSIKEHHH MMEETCs HecKoybko (Hampumep 30)
«uecTHbIX» [P anpecoB, mpuobperennsix y LIR unu mposaiiaepa. Ilpeamnonoxkum, 4To ceTh KIMEHTa
pacTeT u ceroaHs B Hel yxe 40 y3510B, HO 0COOEHHOCTH pabOThl KOMIAHUH TaKOBBI, YTO OJHOBPEMEHHO B
cetu paboraet He Oosiee 20 y3i0B. B Takom ciydae mpu CTaTUYECKOM Ha3HAYCHUH aJpPECOB BO3HUKHET
cepbe3Has mpobiema aJapecallid B CETH, B TO BpeMs Kak HCIIOJIb30BaHHE IUHAMHUYECKOW aapecalriu
MO3BOJIUT 0€3 TpyJa PemuTh JaHHYIO MpoOieMy: cepBep OyAeT MpenocTaBisATh ajpeca TeM KIMEHTaM,
KOTOpBIE B HACTOsIIIee BpeMs padOTalOT B CETH, T€ K€ Y3Jbl, KOTOpPbIE OTKIIOYCHBI, HE 3aHHUMAIOT
«ueHHbie» [P agpeca.
WTak, mOIBITOXXUM MPEUMYIIECTBA OT HCIOIB30BAHUS CIIY>KObI, aBTOMATH3UPYIOLIEH HACTPOUKY
creka TCP/IP Ha y3nax:
e VmpouieHue >XHU3HH aJAMHHHCTpPATOpa, KOTOPOMY HE MpHAETCS KOH(PUrypupoBaTh OO0JbIIOE
KOJIMYECTBO Y3JIOB BPYUHYIO
e (CBeneHME K MUHUMYMY OUIHOOK aIMHUHHUCTPATOpa MPH KOHPUTYPUPOBAHUH y3JI0B
e Co3gaHue JOUHAMHUYECKOTO OKPYXKEHHS, B KOTOpOM HeT OylIeT HeoOXOIUMOCTH B
KOH(UTYPUPOBAHUU Y3JIOB IPU UX J00aBICHUH WU MIEPEMEIICHUU.
e Bo3MOXHOCTH OpraHu3aIi 3KOHOMHOTO pacxoaoBanus [P afpecoB B ciayyae HEOOXOAUMOCTH.

Kakue pemenus mo aBromatuszanuu KoHpurypupoBanmsi creka TCP/IP Ha y3max Ham yxe
3HakoMbI? Bemomuum npotokosn RARP: ¢ moMoripio 3TOro mpoTokoia MOKHO ObLIIO HA3HAYUThH CTAHIIUH,
nocnaBimeir RARP 3ampoc IP agpec ¢ momompio cnemuansHoro RARP cepsepa. Becnmomaum dopmar
nakera RARP: ¢ momompto porokona RARP B npuHIUie HEBO3MOXXHO Ha3HAYUTh WHTEp(delicy HUYero,
kpome I[P agpeca. ABToMarhueckoe Ha3HA4Y€HWE TOJbKO Jullb [P anmpeca — He AOCTaTOYHO AJiA TOTO,
4TOOBI TOBOPUTH 00 aBTOMAaTH4YecKoM KoH(UrypupoBanuu uHtepdeiica. Ilo kpaitHelr Mepe HE0OXOIMMO
Ha3HA4YMTh €I1e MAcKy IMOJACETH W aJpec IUI3a M0 yMoydaHuoo. HanomMHuMm, 4TO0 HE CMOTpSA Ha TO, YTO
nporokol RARP He mo3Bosisier Ha3HAYUTh CTAaHIMM HU MACKH, HM LUII0O3a BCIEACTBUE HEIOCTaTKa
HEOOXOAMMBIX TIOJIEH B 3arojioBKe, JJaHHAs 3aJadya MOXeT ObiTh pemeHa ¢ nomompio [ICMP.
JleiicTBUTENbHO, CTapTylomas craHuus, noaydaromas I[P agpec ¢ mnomompro RARP  noceuaer
mupokoBemarenbHblii RARP 3anmpoc um momydaer or RARP cepBepa RARP otBer ¢ ykazanuwem
HazHaueHHoro eil IP anpeca. ITocne artoro crannus, nonyyaromas Hactpoiiky or RARP cepsepa 3naer [P
anpec RARP cepsepa (13 RARP otBera) u moxer nocinate RARP cepepy ICMP coobmenue tumna 17
(Get Address Mask). Tak kak RARP cepBep mo omnpeneneHH0 HAXOAUTCS B OIHOW CETH CO CTaHIIHEH
kimeHToMm RARP, 1o m macka moacetm y RARP cepBepa u craHimuu, nojiydarolieil OT HEro
KoHpurypaimio, coBnanaer. CoorBeTcTBeHHO, monyuyuB orBeT oT RARP cepsepa B ICMP cooOmmenuu
tuma 18 (Address Mask Reply) kmmenT MokeT y3HaTh CBOWO Macky mnonacetu. Ocraercs ermie
HEO0OXOIUMOCTD BBISICHUTH apec U032, KOTOPBIM MOYKHO IOJI30BAThCS ISl OTIIPABKH ITAKETOB B UYXKHE
cetu. Iyt pemieHus 3Toi 3a/1aun Tak k€ MOKHO mpuBiiedsb nmpoTokos ICMP, a Tounee cooOmieHus tuma 9
u 10 (IRDP). Ilocnas ICMP coobmenne tuna 9 (Router Solicitation), cTaHIMS KIWEHT MOXYYUT OT
Mapmipytuzaropa B oTBeT ICMP coobmenne tuna 10 (Router Advertisement), y3HaB TakuMm 00pazom
aJpec 1UI03a, KOTOPHIM MOXHO IMOJIb30BaThC JUIsl OTOpaBKU AeiiTarpamMm B Apyrue cetu. llonBenem



KpaTKuil HUTOT: COBOKYMHOCTh TexHonoruii RARP, ICMP tumoB 9, 10, 17, 18 mo3BomsitoT
aBTOMATHU3HPOBATh KOHPHUTYPUPOBAHHUE KIIMEHTCKUX CHCTEM, IIPHU STOM y3JIaM MOKHO Ha3HauuTh [P anpec,
MacKy IMOJICeTH M aJipec IIIJI03a Mo yMoiadaHuto. OJHAKO Takash TEXHOJIOTHS, COBEPLIEHHO OYEBHUIHO, HE
CIIMIIIKOM XOpOoIlia, B He MOXHO HaWTH LENbIH P HEIOCTATKOB, MOMPOOYeM KPAaTKO MEPEUYUCTUTH ITH
HEJO0CTaTKU:

e HeB0o3MOXHOCTh CKOHGUTYPUPOBATh JAPYTHE HACTPOMKUA Y370y W/WIM uWHTepdency, HEeXKeIn
MPHUBEICHHBIC BBINIE, T.€. caMble 0a3oBbie. JKenaTenbHO UMETh BO3MOXXHOCTh Ha3HA4YHUTh aJpeca
CepBEpPOB HMMEH, BO3MOXKHO aJIpeca KaKHX-TO CETEBBIX CIIy)KO (Hampumep, CiIy>KObl TOYHOTO
BpeMeHH). JlaHHBI HEZOCTAaTOK SIBISETCS KIIOYEBBIM M YK€ TOBOPUT O Hed(hdekTUBHOCTU
paccMaTpuBaeMoro noaxoja.

e HeBo3MOXHOCTH pacmupeHus (GyHKIMOHATLHOCTH poToKoma RARP

e HeoOxonumocTs noasiepkku Ha MapipyTtuzarope textonoruu ICMP 17/18, uto He Ge3omacHO

e Heobxonumocth mopnmep:kuBath B kaxmaoil moaceth RARP cepBep, Tak xkak RARP makertst B
MIPUHIUIIE HE MOTYT MapIIpyTU3UPOBATHCS, TaK KaK HE UCMONb3YI0T [P 3aronoBka.

W3 BBIIETIEpEYNCIICHHBIX HEJOCTATKOB ClIeAyeT, 4To MpoTokoid RARP He moctatouno 3¢ dhekTuBHO
CIIpaBIIIETCS C MOCTABJICHHOM 3aaueil 00 aBTroMaTtuueckoM KoHurypupoBanuu creka TCP/IP Ha y3nax.
Jlnst 6omee 3(pdeKTUBHOTO BBITIOJIHEHHS ATOM 3a/1auu ObuT pa3paboTaH crienuaibHbIi npoTokoa BOOTP
(Bootstrap Process), nuieHHbIIi MHOTUX HeTOCTaTKOB B3kl RARP/ICMP. DTOT mpOoTOKOI NOIACPKUBAT
Ha3HaueHue y3iny I[P azapeca, Mackum moaceTtw, 1UIr03a MO yMOJYAHUIO M JAPYIMX [AapaMeTpoOB CTEKa,
MOJAJEP)KUBAT  pacCHIMpEHHE BO3MOXKHOCTEH C TMOMOIIBI0 OMNIUH, MojaepkuBal paboTy yepes
MapIIpyTHU3aTOpbl TOCJIE CleUuaibHOW JopaboTKHM MapLIpyTHU3aTOPOB, BO3MOXKHOCTH O0O0ECIEUUTDH
HAYaNbHYI0 3arpy3Ky O3IMCKOBBIX CTaHIMH WJIM CTaHIMH, Ha KOTOPBIX HE WHCTAJUTMPOBAHA
onepanuoHHas cucrema. Oxanako npotokosl BOOTP uMen HEKOTOphIE HEIOCTATKH, CBS3aHHBIE C
HEJOCTATOYHOW PACHIMPSEMOCThI0 B KOHEUHOM CYeTe ObLT MOAU(PUIIMPOBAH TAaKUM OOpa30M, YTO HOBAS
Bepcus npotokosa BOOTP nonyunna nazsanue e BOOTPv2, a HoBoe HazBanue — DHCP (Dynamic Host
Configuration Protocol, mpoTokon auHamuueckoro KoHpurypuposanus y3inoB). @axkrunyecku DHCP — 310
npocto niepepadotanusii BOOTP, hopmat 3arooBka npakTHYeCKH HE U3MEHWIICS, OJHAKO, TEM HE MEHEE,
HOBBIA MPOTOKOJI TOJNYyYMJ HOBOE Ha3BaHWE, MMEET PACHIMPEHHYIO (PYHKIIMOHAIBHOCTh M SBISETCS
ceroanst ctannaptoM de-facto mist aBromaruszanuu KoHGurypupoBaHus [P y31moB B JIOKaJdbHBIX CETSX.
Hama 3anaua: uzyunts nporokoia DHCP, npunnumns! ero pabotel, popMaT 3aroyioBka, KOH(GUTYypHpoOBaHUE
DHCP cepgepa.

Jns navana 3agaguMmcs BompocoM o ToM, KTO Moxer HazHayaTh y3nam [P aapeca m mpouue
napameTpel? OYeBHIHO, JUIA BBINOJHEHUS STOM 3aJaud B CETH HEOOXOIMM HEKOTOPHIA cepaep,
MpPEeIBAPUTENILHO CKOH(DUTYpUPOBAHHBIM aIMUHUCTPATOPOM, Ha KOTOPOM 3apaHEe HACTPOEHbI BCe
napaMeTpsbl, KOTOpble HE00X0AUMO MEpeaTh y3iaMm.

Bropoit Bompoc: ¢ MOMOIIBIO Yero KIMEHT CMOXET MOJIY4YUTh OT cepBepa Bce HeoOXOauMbIe
napameTpsl? O4eBHIHO, C IOMOIIBIO KAaKOro-TO MPUKIAAHOIO IPOTOKOJA, IMPEIHA3HAYEHHOTO IS
BBIITOJIHEHMS 3TOM 3a/1a4u.

Tpetunii Bonpoc: kak y3en, He umeronmii [P agpeca moxer obmatscst ¢ cepsepom? OT kakoro [P
azpeca y3ein, noka He umeromuii IP agpeca cmoxer otnpaBisaTh naketsl? Hanmomuum, uto B npotokode [P
ONucaH TakK Ha3biBaeMblii HeompeneneHHbld agpec 0.0.0.0, KOTOpBIE MOXET (UTYpHUPOBAaTH B CETEBBIX
MakeTax TOJIbKO B KayecTBE aJipeca OTHpPaBUTENs, U KaK pa3 MpeaHa3HayeH ISl TOTO, YTOObI OT 3TOTrO
ajipeca MoChlIaTh MAKEThl B TOM CIIy4yae, €CJIM CTaHIUs IT0Ka He UMEET CBOETo COOCTBEHHOTO ajpeca. UTak,
KJIMEHT cMoxeT nocbuiath [P makers! oT agpeca 0.0.0.0

YeTBepThlii BOIPOC: OTKyJa KIMEHT Oyner 3Hath IP ampec cepBepa mepen Tem, Kak HauMHATh
B3aumojieiicTBue? BronHe ecrectBeHHO, uTo KiMeHT HE poimkeH 3HaTh M3HAyalabHO ajpeca cepBepa,
MHaye 3TOT aJpec NPUILUIOCh HACTpaWBaTh HAa KIMEHTCKOM MAalllMHE, YTO B 3HAYUTEIBHON CTENEeHU
IUCKPEIUTUPYET caMy HACI0 00 aBTOMAaTH3alMU HACTPOEK. Tak YTO y KJIHMEHTa OCTaeTCsl TOJbKO OAMH
BBIXOJl — HAYMHATh OOLIEHHE C CEPBEPOM C IOCBUIKH IIMPOKOBEIIATEILHOTO MaKeTa, MPUYEM aJapec
MoJTydatessi JOJKeH ObITh IIMPOKOBEUIATeNbHBIM B 3arojlOBKE KAaHAJIBHOTO YPOBHSA, M OTPaHUYEHHO
LIMPOKOBEIIATEIBHBIM B 3aI'0JIOBKE CETEBOI'O YPOBHSI.

[IsaTeIii Bompoc: Kak KJIMEHT CMOXET MOJYyYUTh OT CEpBEpa OTBET, €CIM OH eule He umeer [P
aapeca? Ha xaHambHOM YpOBHE KJIMEHT MOJKET MOJYUYHTh KaK IIMPOKOBEIIATENIbHBIN Kaap, Tak U Kajip,
HanpaBJICHHBIN Ha ajanTep KiueHTta, Tak kKak MAC azapec KiIMeHTa cepBep y3HaeT u3 ero 3ampoca. Ha
CETEBOM YypOBHE KIHMEHT, HE HMes II0Ka ajapeca, MOXET, TeM He MeHee, mosydats [P makersl,



aJpeCOBaHHbIE HA OrPAHMYECHHO IIHUPOKOBEHIATENBbHBIM  amapec  255.255.255.255  (BcmomHuTe
CaMOCTOSITENIHO IOYEMY 3TO TaK).

[llectoii Bompoc: otkynma DHCP cepBep 3Haer, kakue aapeca W JIONOJHUTEIbHBIC
KOH(UrypalMOHHbIE IapaMeTpbl MpeanaraTb KiueHty? /[lng 3Toro cepBep AOKEH OBITH 3apaHee
HACTpPOEH, T.€. Ha CepBEPE JI0JKHO ObITh YKa3aHO, U3 KaKOro Juara3oHa BbiaBath [P anpeca kiameHtam (B
tepMuHax npotokona DHCP takoii auana3oH Ha3bIBalOT «SCOPE») U KaKHE JOINOJIHUTEIbHBIE ITApaMETPhI
(Macky, aapec mUT03a MO YMOJTYAaHHWIO M T.J.) HEOOXOAMMO BbIJaBaTh KiueHTaM. OTmMedyaem, 4TO BCE
KJIMEHTBhl JOJDKHBI IMOJNyYUTh pa3iuyHble ajapeca (B OOIIEeM, M TaK IHOHATHO), HO JOJDKHBI IOJIyYHUTh
OJIMHAKOBYIO0 MackKy, ajapec nuio3a u T.1. [loaToMy Ha cepBepe KOH(Urypupyercsi CKON Kak Juarna3oH
aZipecoB, pa3pelICHHBIX I BbIAAYM KIMEHTAM, a BCE OCTAJIbHBIE NTapaMeTpPhl HACTPAUBAIOTCS KAaK HEKHE
CBOMCTBa JaHHOro ckoma. Pa3zymeercs, netaibHee 000 BCeM 3TOM OyIeT CKa3aHO HIXKE, HO IOKa 3TH
CBE/IEHUs] HaM HEOOXOUMBI /7S TPaBUIIBHOTO OHUMaHUs NpuHIUNoB padotst DHCP.

Urak, BBegenue m ocHoBHble uaen padborsl DHCP mbl pa3zoOpanu, mepexoauM K JIeTaabHOMY
pa3bopy KOMMyHUKaiuii ¢ nomompbio nporokosa DHCP. HaumnaeM ¢ TOro, KakuM TpaHCIIOPTHBIM
npotokojom nonb3yercss DHCP. Bam yxe nomknao ObiTh sicHo, uto DHCP He Mmoxet nonb3oBatbes TCP,
TaK KaKk Mbl YX€ BBIICHWIH, 4YTO, IO KpalHEH Mepe, 4acTb KOMMYyHHMKanuii B pamkax DHCP
B3aUMOJICHCTBUS MPOBOAUTCS C UCIOJb30BaHUEM IINPOKOBELIAHUsA, a Y OJHOM M3 ctaHuui Het IP anpeca,
Tak 4to 00 ycraHoBke TCP coegunenus peun He uaer. Orciona cneayet, yto DHCP knmuent u DHCP
cepBep JOJKHBI OOMEHMBATHCSI TaKeTaMU TaKMM 0Opa3oM, 4ToObl 00€MM CTOpPOHAM OBLIO SICHO, YTO HX
MaKeTbl JOCTaBJIEHbl MApTHEPY, T.€. MOA0OME rapaHTHH JAOCTaBKH AOJDKEH oOecrneyuBaTh caM MPOTOKOI
DHCP.

Cnyx06a DHCP, kak u OOJBIIMHCTBO CIIy>)k0 3aHMMaeT Ha CepBepe XOpOILIO M3BECTHBIM MOpPT, a
umenHo UDP 67. Ormerum, uro DHCP kineHT, B oTiauuMe OT peanu3anuil OOJbIIMHCTBA APYTUX
IIPUKJIAIHBIX IIPOTOKOJIOB TAK XK€ MOJIb3YETCSl XOPOILO U3BECTHBIM NOPTOM, @ UMeHHO UDP 68, ¢ uem ato
CBSI3aHO CTaHET SCHO 4yTh No3aHee. Tak, paccMaTpuBaeM, Kak MPOUCXOAUT COOCTBEHHO B3aUMOJEHCTBHE
KJIMeHTa u cepsepa. Kiment, craptys untepdeiic, KoTopblii 1ODKEH ObITh CKOHPUTYPUPOBAH C IOMOIIBIO
DHCP, nocsunaer B ceth cnenmanbaeii DHCP naker, HassiBaembiiit DHCPDISCOVER, cyTh 3TOT0 nakera
MOKHO OTpPa3HUTh CIEAYIOIIMM O0pa3oM: MOKET JHM KTO-To npemtoxuTb MHe IP anpec. Iloka Mbl He
paccmarpuBaeM cam npotokon DHCP (3aronoBku OyayT pacCMOTPEHBI MO3[HEE), HO CKaKe€M, YTO B
3arojIOBKE€ €CThb HEKOTOpoe noje, nokasbiBatromee tun DHCP makera, mo3BosioIiee OTIMYUTDH IAKET
DHCPDISCOVER ot DHCP nakeToB apyrux THIOB, KOTOpblE Mbl TOKe paccMoTpuM. Kak yxe sicHo,
naker DHCPDISCOVER noceuiaercst B Kaape KaHAJIBHOIO YPOBHS C INIMPOKOBELIATEIBHBIM aJpECOM
MoJTy4aTesisi, B TOM KaJpe KaHaIbHOTO YpoBHs Haxoautcs [P nmaker, [P momyuarens — 255.255.255.255, 1P
otnpasutensd — 0.0.0.0, B IP nakere — UDP naker, nopt ncrounuka — 68, noprt noiyuarens — 67, BHyTpH
DHCP naker Tuma DHCPDISCOVER. 3aganuMcs BompocoM: KTO MOJIy4aeT AaHHbIN naker? O4eBUIHO,
Ha KaHAJIbHOM M CETEBOM YPOBHE €r0 MOJYy4aroT BCE y3JIbl JIOKAJIBHOM CETH, a BOT coziepxkumoe, T.e. DHCP
MAKET MOJIy4aroT TOJIBKO TE Y3IIbl, HA KOTOPBIX OTKphIT 67 UDP nopr, 1.e. Bce DHCP cepsepa. OueBuaHo,
13 COOOpaKeHUN OTKa30ycTOMYMBOCTH Haymuue B cetu ogHoro DHCP cepBepa He >kenmaTenbHO. A pa3 B
CeTH MOXET OBITh HECKONbKO cepBepoB, TO B oTBeT Ha maker DHCPDISCOVER MoxeT mocTynurs,
BOOOIIIE TOBOPSI, MHOTO OTBETOB C MIPEIOKEHUSAMU azipeca oT Kaxaoro aktusHoro DHCP cepsepa B cetn.
Korna DHCP cepBep noceinaer naker B otBeT Ha noctynuBmmii maker DHCPDISCOVER, on moxer
nmociarh kajap ¢ 3tuM nakeroM Ha MAC aapec kinuenTa (cepsep 3Haet ero u3 nakera DHCPDISCOVER)
WIA ITUPOKOBEUIATEIbHO, OOBIYHO HCHOJB3YETCS HIMPOKOBEIIAaTeNbHasi Mocbuika. [losicHHM, ¢ Kakoi
LIEIBI0 JIETIAETCSl MTMPOKOBENIATENIbHAS TIOCHUTKA. XOTh B CETH MOXET ObITh Heckobko DHCP cepBepos,
pemaomux, no cytd, ogHy u Ty ke 3amauy, HUKAKHMX npsmeix koMmyHukanui mexay DHCP
cepeepamu B npotokosie DHCP ne mpemycmorpeno! B pamkax mpotokosna DHCP Bo3moxHBI JHIIBL
KOMMYHHUKAIMH KIHEHT — cepBep. C apyroit ctopons! Ob110 ObI osie3HO, ecnu 061 DHCP cepBepa 3Hanm,
kakue npeioxenus kinuentam aenarot JPYI'ME DHCP cepsepa cetu. Umenno s storo DHCP makertst
OT CEPBEPOB K KIMEHTaM IOCHUIAIOTCS ITUPOKOBENIATEIbHO HAa KaHAJILHOM YPOBHE (XOTSI MOTJIM ObI OBITH
MOCJIaHbl HAIMpaBIIEHO): YTOOBI WX Moriu moiydarh U apyrue DHCP cepBepa, Takum o0pazom, uMmeeT
MECTO HEKOTOPbI KOCBeHHbIM oOMeH manHbIMH Mexay DHCP cepsepamu. Ho u 3Toro mano: ecinu Obl
DHCP xiveHThl HMCHOJIB30BAIM JIMHAMUYECKUE TMOPTHI, CEpBEpaM, IKEIAIOIMIUM «IOACTYIIUBAThH)
B3aUMOJICHCTBUS JIPYTMX CEpBEPOB C KIMEHTAMHU MPUIUIOCH Obl OTKPHIBATh Ha MPOCIYLIMBAHUE BCE
JVMHAMUYECKHE MOPTHI, C KOTOPBIX padoTany KiIueHTsl. IMEHHO 171 Toro, 4ToObl HE cO37aBaTh MOJI00OHBIX
npo6aem, DHCP knuentst BCEI'JIA paboTaroT Ha XOpoI1o U3BECTHOM MOPTY !

BepneMmcs k nakeram, nocsiiaembiM cepeepoM DHCP B otBeT Ha maket DHCPDISCOVER. Takoi
nakeT HasbiBaeTcss DHCPOFFER u conep)xut cBeneHus, KOTOpbIE CEPBEP MOKET MPEAJIOKUTH KIMEHTY, a



MMEHHO, [P anpec, macky u Bce octanbHOE. IlepeBos CMBICI JaHHOTO MaKeTa Ha PYCCKUM SA3BIK, MOYKHO
Obuto OBl CKa3aTh: s, cepBep, mpemiararo Tebe aaHHbId [P agpec, Macky W mpouue mapamerpbl
koHuryparmu. Ha ypoBue [P Takoil maker mocheuiaercsi, Kak y>kKe YIIOMHHAJIOCh BBIIIE 10 OrPAaHHYCHHO
LIMPOKOBEINATEIBHOMY ajpecy, Tak Kak cBoero [P anpeca y kimenta emie Het. Eme pa3 otmerum, 4ro
nakeroB Tunna DHCPOFFER moset ObITh nocinano Heckosibko B oTBeT Ha oauH naker DHCPDISCOVER.
VY4uThIBasg, YTO B CETH TaK K€ OJHOBPEMEHHO MOXeT ObITb M Heckoibko KiaueHToB DHCP, a maker
DHCPOFFER moet ObITh nOCHaH mupokoBeniareabHo, B camoM DHCP makere nomkeH ObITh Kakoil TO
uaeHTupuKaTop, no3posstomuil DHCP kineHTaM noHATh, YTO OTBET NpeaHa3HavyaeTcss iMeHHo uM. Korna
MbI OyJieM paccMmarpuBaTh 3arosioBok DHCP MbI yBuAMM, 4TO B 3TOM 3arojioBKE €CTh CHEHAIbHOE TOJIE,
uAeHTUPUKATOP TpaH3akiuHy, KiaueHT nockliast DHCPDISCOVER 3anomnHsier B makeTe 3To MoJie, a cepBep
ero nutupyet B makere DHCPOFFER. Urtak, knuent nonydaer B oTBeT Ha cBoit maker DHCPDISCOVER
onuH uiu Heckosbko naketoB DHCPOFFER. HyxHo nu knueHTy Heckosibko agpecoB? Her, nocrarouno
OJHOTO, IIO3TOMY KIMEHT B CaMOM TPOCTOM CJIy4ae TMPOCTO BBIOMPACT NEpPBbIA NPUIICIIINI
DHCPOFFER. MoseT 11 KIMEHT NPOCTO NPUHATH JAHHBIN aJpec U IOJIb30BaThCcs UM? DTO KpailHe He
JKeJaTelbHO, BaXHO, YTOObI Bbl moHsmM, moyemy 510 Tak! JleCTBUTENBbHO, B TaKOM CIlIydae CepBep,
nocnas nmaker DHCPOFFER He OyneT yBepeH, 4To HIMEHHO €ro aJpec B3sl ce0e KIMEHT, a, YUYUThIBAsl, YTO
B ceTu MOXeT ObITh Heckosbko DHCP cepBepoB, u eciu KiIHEHT He OyJIeT MOATBEPKIaTh, KAKOE UMEHHO
TIpeUTOKEHne OT Kakoro cepsepa o npuns1, KAYXKIBIM DHCP cepBep MOXKET Ionarath, YTo IPUHATO
MMEHHO €ro MpeyIoKeHHE M JOJDKEH BblUepKHYTh npeioxeHHbld B makere DHCPOFFER anpec u3
CIIMCKa JOCTYIHBIX U1 IPENOCTaBIEHUS KiIMeHTaM. Pa3ymeercs, 3TO NpUBENET K TOMy, 4TO CepBEpa
6yIyT GBICTPO HCTOIIATH CBOM CKOIBI, TAaK Kak Ha kaxmoro DHCP kmuenta KAXJIBI DHCP cepsep
Oyzaer pacxomoBath oguH IP agpec, uto He >dexTuBHO. bpi0 6B XOpOIIO, ecan 061 DHCP xinent
YBEIOMJISUI TOT CEpBEp, 4Yb€ IMpENJIOKEHHWE OH MpuHsi, a Tak ke yBeaomisut BCE cepsepa, ube
NpEe/UIOKEHNE HE MPUHATO Juid Oojee 3((EKTUBHOIO HCHOJIB30BAHUS AJAPECHOTO MpocTpaHcTBa. Kax
C/IeNIaTh MEPBOE MOHATHO — JJOCTATOYHO IOCJIaTh CEPBEPY, Ube MPEeAJIOKEeHNE NpuHATO HekoTopslid DHCP
IIaKeT, HO Kak yBeJoMHTh Bce ocranbHble DHCP cepepa o TOM, 4TO HX NIpPEUIOKEHHE HE IPUHATO?
[Tocnate kaxxgoMmy Takomy cepBepy apyroe DHCP coobmienue? A eciu Takux CepBEpPOB MHOT0?
Hcnonp3yercs ciaenyroniee pelieHUe: KIUEHT AEUCTBUTEIBHO MOCBUIAET TOMY CEPBEPY, UbE NPEIIOKECHHUE
o mpuHsn crneuuaneHbli DHCP  maker, naseiBaembiii DHCPREQUEST, HO mockuiaeTr ero
IIMPOKOBEIATENbHO HA KaHAJIbHOM YPOBHE M OTPaHMYEHHO UIIMPOKOBEINATEIBHO HA CETEBOM, YTO
npuBoguT k Tomy, yto BCE DHCP cepsepa nomyuator coorserctBytounii maker DHCPREQUEST u
JIEJIal0T U3 JTOr0 IAKeTa BBIBOJABI: CEPBEPA, YbE NPEIJIOKEHHUE HE IPUHATO, CUUTAIOT NPEIJIOKECHHBIE
naHHoMy kiueHTy [P aznpeca cHOoBa cBOOOJHBIMHM M NMPUTOAHBIMU Ul MPEUIOKEHUS APYTUM KIIMEHTaM,
MIOBEJICHUE CEpBEpa, Ube MPEI0KEHUE MPUHATO MBI PACCMOTPUM No/ipoOHee. OTMeuaeM, 4To B IIEpeBOJIe
Ha pycckuil s3Ik cyTh naketa DHCPREQUEST mosxHO BbIpazuth cieayromeil ¢ppa3oil: U3 mocTyNUBIINX
MHE TPEAJIOKEHUH s MPUHUMAK TBOE, MOXHO JM MHE IOJb30BaThCsi JaHHBIM aapecoM M HabopoMm
KoHpurypauonHsix napamerpos? Iloscusem, nouemy DHCPREQUEST 310 Bompoc, a He yTBep:KICHHE.
Moxet nu knueHT, nociaB DHCPREQUEST u BbINOTHUB CBOM «A0Jr» 1Mo 3koHOoMuUHM [P agpecoB mpocto
HA4aTh I10JIb30BATHCS aJAPECOM, IIPEUIOKEHHBIM EMY TEM CEPBEPOM, UbE€ MPEIOKEHUE KIUEHT MOCUNUTAI
HYXHbIM npuHATH? Het, u BOT mouemy: cepsep, nocbinasg naket DHCPOFFER emnie He oTaaeT KIMEHTY
azipec, MOHMMAsi, YTO JAHHOE TNPEAJIOKEHHE COBCEM HE 00s3aTenbHO OyaeT mpuHsTOo. B mpunuune, B
ciyuae neduuuta [P agpecos y cepBepa OH MOKET (XOTS M 3TO HE PEKOMEHAYETCsI) MPEATIOKUTh TaHHBIN
azpec u apyromy y3iy! CregoBaTenbHO, U3 TOTO, YTO KJIMEHT PEUINI BEIOPATh JaHHOE MPEAIoKEeHUE, eIle
HE CJIEIyeT, YTO CEepBep ToToB 73TO mpemioxenue noarsepauts! Iloaromy DHCP cepsep, momyuus
DHCPREQUEST, T.e. KOHKPETHBIM 3ampoc Ha WCHOJb30BaHUE JIAHHOTO MPEIJIOKEHUS JOJKEH
HNOATBEPAUTh (MM HE MOATBEPAMTH) JaHHOE NpeisiokeHHe. Ecnu cepBep coriaceH ¢ TeM, YTO JaHHBIN
KJIMEHT Oy/eT MOJIb30BaThCs 3TUM IPEIOKEHUEM, TO OH JOJDKEH MociaTh B 0TBET crenuanbueiidi DHCP
naker — DHCPACK, B nnpotuBHoM cityuae — nakeT DHCPNACK. Eciu kiIueHT B OTBET Ha CBOM 3ampoc
DHCPREQUEST nonyuun B otBer DHCPACK, 0oH MOXeT HauMHATh MOJIb30BaThCs AaHHBIM [P anpecowm,
ecnu ke nosyyeH naketr DHCPNACK, To KJIMEHT noJib30BaThCs TAaHHBIM aJIPECOM HE UMEET IpaBa. UTo B
TAKOM CiIydae Jenarh KIMeHTY? MOKeT JU OH TOr/Aa BeIOpaTh JPyroe MpeioKeHUEe W3 MOCTYMHBIIMX
panee nmaketoB DHCPOFFER? Hert, Tak Kak KJIMEHT y»X€ OTKa3ajcid OT ATHUX MPEIOKEHUH, MOCiaB
DHCPREQUEST na npousiii [P agpec, noatromy xineHT aomkeH nonyuus naket DHCPNACK cHoBa
nocsate nakeT DHCPDISCOVER u Hauats Bce cHavaa.

WTor, moaBouM HMTOT TO THIIOBOMY OOMEHY MaHHBIMH B paMkax mporokoija DHCP: kmuent
mupokosemarensHo nuiet DHCPDISCOVER, nonyyaer B otBer oaud win Heckoiibko DHCPOFFER,
IpUYeM 3TH K€ MaKeThl MmoyydaloT u Bce octaimbHble DHCP cepBepa ceTH, KIMEHT BBHIOMpaeT OJHO M3



npennoxenui, mer mupokosematenbio DHCPREQUEST, te cepBepa, ube mpenioxkeHue He MPUHATO
y3HaIOT 00 3TOM, TOT CEpBep, Ub€ NpeAsoKeHHe NpUHATO mocsutaeT B oTBeT Ha Hero DHCPACK unu
DHCPNACK, B mepBoM ciyuyae KIMEHT HAa4yMHAET HMCIOJb30BaTh mMojiydeHHbId [P amgpec, Bo BTOpOM
cllydae KJIMEHT HauMHaeT Bce ¢ Havasa nocelikoi Hosoro DHCPDISCOVER.

Otmeuaem emre pas, uto, Tak kak DHCP ucnons3yer UDP, To ximeHTy u cepBepy HEOOXOIMMO
KOHTPOJIMPOBATh, JOCTABIIEHBI JIM MTAKETHI MOTy4YaTessiM. PaccmaTpruBaeM KpaTko, Kak 3To aenaercs. Korna
kiueHt nocbutaeT naker DHCPDISCOVER, 10, He moyunB OTBETa Ha 3TOT MAKET B TEUYCHUE HEKOTOPOTO
MHTEpBaJla BpeMeHU (IakeT JIMOO MoTepsiH, JU00 B ceTH OTCyTcTByeT XoTs Obl onmuH DHCP cepsep),
KJIMEHT MOBTOPSET JAaHHBIA MakeT yepe3 3a/laHHble MHTEPBaJbl BPEMEHM 3aJaHHOE YUCIO pa3, IPU YEM
KOJIMYECTBO MOBTOPOB M MHTEpBaibl onpenesnsatorcss aBTopoM npuioxxenuss DHCP cepsepa, a nHTEpBan
yale BCEro HE pacTeT Kak B cilydae TaiiMepa moBTopHOH mepenaun TCP, Tak kak cpena — HE ILIOXO
IpelcKkasyeMas COCTaBHas ceTh, a JokanbHas cerb. Cepsep, nocinas DHCPOFFER u He mnosyuns
DHCPREQUEST ne mnostropser DHCPOFFER, tak kak QopMalbHO KIMEHT MOXET TOCaTh
DHCPREQUEST npyromy cepBepy, IpU4eM HaIlpaBJICHHO, a HE HIMPOKOBEINATEIbHO. Ecim ke maker
DHCPOFFER nortepsia, To xiueHT npocto nosroputr csoit DHCPDISCOVER. Knuent, nomyuuBmiuii
DHCPOFFER u nocnasmmit DHCPREQUEST oxunaer nomyuenuss DHCPACK wnun DHCPNACK, B
Clly4ae OTCYTCTBHUS OJHOTO U3 3TuX nakeToB kineHT nouwier ceoi DHCPREQUEST Heckonbko pa3 yepes
HEKOTOpBIE MHTEPBAJIbl BpDEMEHH, KOTOPBIE CHOBA Taku omnpenensatorcs napamerpamu DHCP kinenTa. Kak
BUJUM BOIIPOCAMH BOCCTAHOBJIEHMSI IOTEPSIHHBIX NTakeToB B npotokosie DHCP 3aHnuMaercs KIMEHT, HO HE
cepsep.

PaccmarpuBaem, kak Benet ce0s kiueHT npu noixydennu nakera DHCPACK. Knuent momyqaer [P
azipec U JIpyrue KOH(pUrypanroHHbIe apaMeTphl, HO KaK Mbl 3HAeT, 1aXKe MPU CTATUYECKOM Ha3HAUCHUU
aJipecoB KJIMEHT IpH CTapTe WHTepdeiica HepeaKo MpoBepsieT OTCYTCTBHE TyOJIMKATOB TaHHOTO ajapeca B
CETH, pa3yMeeTcs, IOJY4YMB IAHHBIA aJpec IMHAMUYECKH, KJIMEHT TaK K€ JOJDKEH IPOBEPUTH €ro C
nomouisio ARP 3anpocos. B ciydae, eciiu mposepka npouuia yaadyHo (ARP oTBeTa He moCTynuiio) KIUeHT
HA4YMHAET I0Jb30BaThCS JNaHHBIM aJpecoM, B CiIydae e, €CIM IIPOBEpKa IOoKa3aia, 4To TaKOM apec yxke
WCIIOJIB3YETCSl B CETH KJIMEHT JOJKEH CHOBA MOMBITaThes moiyunth aapec oT DHCP cepsepa, mocnas
naketr DHCPDISCOVER. Ho nepen tem, kak 3T0 caenarb, KIUEHT JoikeH yBenomuts DHCP cepsep o
TOM, YTO JIaHHBIM aJgpec HEb3s BIPEIb UCIOIb30BaTh. J|eHCTBUTENBHO, €CIIM 3TOrO0 HE CHeNarh, TO B
Jy4dlleM Cllydae CepBep MNPEUIOKHUT NAaHHBIA aapec APYroMy KIHEHTY, MOPOAWB IPHU 3TOM JIMIIHUN
ceTeBOi Tpa(uK U BbI3BAB JIONOJHUTEIBHYIO 3a/IEPKKY B pabOTy CTaHUMU-KIMEHTA, B XyALLIEM Xe ciIydae
CepBep MOXKET MPEJIOKUTh 3TOMY e KIIMEHTY 3TOT K€ aJpec, YTO MPUBEIET K TOMY, YTO KJIMEHT BOOOIIE
HE CMOXET MOJIYYUTh KOPPEKTHOT'O a/ipeca HUKOT/AA.

JU1 yBeJOMIIEHHS CEpBEpa O HEBO3MOXHOCTb HUCIIOJIB30BAHUS HEKOTOPOTO aJpeca IO MPUYHHE €ro
nyonupoBanusi B cetu cyuiectByeT cnenuanbHeii DHCP naker — DHCPDECLINE. Knuent nuier ero
cepBepy, AEMOHCTPUPYS TEM CaMbIM, YTO JAaHHBIM aJpec UCIOJb3YETCs B CETH, a JIMIIb 3aTEM OTIIPABIISACT
cepsepy HoBeli DHCPDISCOVER. Korga cepsep mnosydaer maker DHCPDECLINE, on pomxen
UCKJIIIOYUTh JAHHBIM aJpec U3 CBOETO AMAINAa30HA aJpecOB, KOTOPBIE JOIMYCTUMBI MJIA NMPEAOCTaBICHUS
KJIMeHTaM. BaxkHo, 4toObl Bbl MOHsIIH, TOYEMy HENb3sl HCKIIIOYUTD 3TOT apec HaBCErJa: BO3MOXKHO, KTO-
TO TNOJIB30BAJICS CTATUYECKH Ha3HAUYEHHBIM aJPECOM I10 OIIMOKE MM HEJOCMOTPY aJIMUHHCTPATOPA, €CIIU
UCKJIIOYUTh aJIpeC HABCETJa, TO OH IIPOCTO MOTEpseTCs Ul AAIbHEHIINX NPUMEHEHUMN, I0O3TOMY CEpBEP
IIOMEYAET aJpec KAK «IUIOXOi» Ha HEKOTOPOE BPEMs, a 3aTEM BO3BpAILACT €ro B JAMAINa30H, IPUTOIHBIN
JUIS WCIIOJIB30BAHMS, IMPU 3TOM HE MCKIIOYEHO, YTO M CIEAYIOLlee NpPEUIOkKEHHE aHHOro ajapeca
3akoHunTcss DHCPDECLINE, HO ¢ 3TUM HUYETO HE MOJeIaclb.

Pa3 MBI yXe KOCHyIHMCh BOIpoca 3KOHOMHOro ucnoib3zoBaHus IP agpecoB DHCP cepsepowm,
HE00X0UMO MPOAOKUTh PACCMOTPEHHE JaHHOM TeMbl. IlpeanonoxuM, craHus 3aKaHUYMBaeT paboTy B
CeTH, HarpuMep, BbIKmouaeTcs. JlomkHa au oHa yBenomuth 00 3rom DHCP cepsep? [la, koneuHo, Beapb [P
azipec, KOTOPbIM OHa IOJb30BAJIACh TENEPh HE OyIET UCIOJIb30BaThCs, @ CTAHIMSI BO3MOYKHO, BKIFOUUTCS
HE CKOpPO M aJpec, KOTOPbIM OHa II0JIb30BAJACh OKA3bIBAETCS «IOTEPSIHHBIM». Eciau 3Ta cTaHuug
BKJIFOUUTCSI BHOBb, OHA, BO3MOXHO, IOJIyYAT HOBBIA aJpEC, a CTApbI OKaXXETCA MPOCTO «yTPAYECHHBIMY,
TaK Kak cepBep OyJeT Aymarb, UTO aJpec UCIOIb3YETCs, a OH, YBBl, HU K€M HE HcIoib3yercs. [Ipu sTom
BaXHO MOHUMATh, YTO OAMH NOTEPSHHBIA ajpec — He MpobiieMa, a Korja MHOTHUE CTaHIUM OyIyT TaKUM
00pa3oM NMPUBOJIUTH K TIOTEPE aIPECOB CEPBEPOM, TO CKOII AAPECOB UCTOLIMTCS KpaiiHe ObicTpo. s Toro,
yTOOBI M30exkaTh motepu aapecoB, B DHCP mpumensieTcss psig METONOB, PaCCMOTPUM TEPBBIA W3 HHX:
CTaHIMS, TpeKpamaonas padoTy B ceTH MockuiaeT cepBepy cnernuanbHbiii DHCP makeT, Ha3pIBaeMblii
DHCPRELEASE, xoTopblii yBeAOMIIIET cepBep O TOM, UTO JAHHBIA aapec OCBOOOKTACTCS KIUEHTOM.
BaxHO mOHMMATh, YTO CEepBEp HE JAET OTBETA Ha Takod makeT, nodromy eciu naket DHCPRELEASE



MOTEpseTCs], TO aAPEC BCE KE HE CMOTPS Ha CTapaHUs KIMEHTa He OyneT ocBOOOXKIEH. SICHO, YTO Takas
TEXHOJIOTHSI OCBOOOXKICHUS aApecoB XOTh U MoJie3Ha, Ho He nocrarouHa: nmakeT DHCPRELEASE wmoxer
MOTEPATHCS, WM CTaHLIMS MOXET BBIKIIOYMTHCS M3-3a cOosi muraHud. [locnmepnsisi cutyarusi camas
HENpUSITHAsA — €CIU B o(price OTKIIIOUMIIOCH MUTaHKUE, TO MHOXECTBO CTAHIIMNA HEOXKUAAHHO, 0€3 TOCHUIKH
DHCPRELEASE BBIKTIOUMINCH, H KOTJa OHM TI€pe3arpy3saTcs, TO MOIy4yaT, BO3MOXKHO, HOBBIE ajipeca, a
MHOECTBO a/IpECOB MEPENAYT B pa3psi NOTEPSIHHbIX.

Jlnst Toro uToObI u30exats norepu aapecoB B DHCP npumensiercst crnemyronuii moaxoa: cepBep
BBIJIaCT KJIMEHTY aJpec Ha OrpaHHYeHHOe Bpems, coodmiaemoe knueHTy B mnakerax DHCPOFFER u
DHCPACK. Dt1o0 BpeMmsi Ha3bIBaeTCs BpeMEHEM apeHibl aapeca. KilMeHT mosydyaer He TOIbKO caMO BpeMs
apeH/ibl, HO U €Il ABa BPEMEHH, YePEe3 KOTOPbIE OH JOJKEH MOATBEPIAUTD, UTO MO-IPEKHEMY HOJIb3YETCA
aapecoM. Ecnu KIIMEHT He MOATBEPKAAET UCIOIb30BaHHUE apeca 3a OTOBOPEHHOE BPEMSI, CEPBEP CUMTAET
aapec cBOOOJHBIM, TaK YTO JakKe €CIM MHOTHE CTaHIMU HeoxuaanHo, 0e3 moceiiku DHCPRELEASE
MIPEKPATAT CBOIKO paboTy, TO Yepe3 BpPEeMsl, paBHOE BPEMEHM apEH/Ibl 3TUX aJPECOB CEPBEP CMOXKET BHOBb
naHHble anpeca. Cpa3y ckakem, Kak KIMEHT MOXKET IOATBEpAUTh MUCHOJIb30BaHue aapeca. O4eBUIHO, IpH
STOM HE HYXHO HaumHaTh B3aumojehcTBue ¢ makera DHCPDISCOVER, Tak kak y cTaHmum yx e €cTh
aZpec U OHa MPOCTO XOYET MOATBEPIUTH, UYTO MOJB3YETCAd UM MO-NpEexXHEMY. B TakoM ciyuyae KIMEHTY
nocratouHo nociarhk nmaker DHCPREQUEST, B koTopoMm yka3aTh, KaKOM MMEHHO aJpec CTaHLUS XOYET
MOATBEPAUTD, IPU YEM TaKOW makeT oTnpasisieTcs HanpaBiaeHHO Ha DHCP cepsep u He ot agpeca 0.0.0.0,
a OT ajapeca, KOTOpbIi ucnosb3yer cranuusd. Cepeep orBevaeT Ha Takor maker DHCPACK u tem cambim
MO3BOJISIET CTAHUUU MPOJOJIKUTH MCIOJIb30BAaHUE JAHHOTO ajpeca. Tak ke BO3MOXEH M Clydail, Kkoraa
cepep orBeuaeT Ha Takod nmaker DHCPNACK, ecnu Hanpumep, cepBep ObL1 MEpEeKOHPUTYPUPOBAH U
0ojee HE MOKET MPEAOCTABNIATH CTAHIIMU JaHHBIM aapec (4yTh MO37AHEe OyIeT paccCMOTpEHa Takas
CUTyallusl Ha MPAKTUKE), B TAKOM CJIy4yae CTaHIUS HE MMEET IpaBa Jajiee MOJb30BaThCA ATUM aJPECcOM U
HaunHaeT HoBoe DHCP B3aumopericTBue ¢ nmocsuiku maxkera DHCPDISCOVER. SlcHo, uTo Takoi mMeTon
O0OpbOBI C TIOTEPSMHU aIpecoB HCKIOYAECT TMOTEPU aJPECOB HABCET/A, HO B Cllydae HEOXHUIAHHOTO
OTKJIFOUEHUS] MHOTHX CTaHIUI Bce paBHO OyJeT HaOII0JaThCs MOTEPs apecoB HAa CPOK MOPSJIKA BPEMEHH
apeHpl ajgpecoB. [Ipy 3TOM 3HAUMTENBHOE YMEHBIIEHUE CPOKAa apeHAbl C LENbI0 COKPATUTh BpeMs, B
TE€YEHHE KOTOPOTO aJipeca «IOTEPSIHBD) HE KeNaTenbHO, Tak Kak mpuseneT k u3numHemy DHCP tpaduky
(xoTOpbIN YacTo MmIKMpOKoBelaTenbHblil) 1 Harpy3ke Ha DHCP cepsepa. [l 60pb0bI ¢ 3T0# npobiemoit
UCIIONIB3YETCS CIEMYIOINA MOAX0A: CTAHIIMKA OOBIYHO 3aTIOMUHAIOT, KAKUMU aJpecaMu OHH MOJb30BaIHChH
B «mpouuiblii pas3», a nporokon DHCP, (xak »to Oyner mokazaHo npu usyueHuu 3arosnoBka DHCP)
no3BosisgeT cranuuu B nmakere DHCPDISCOVER ykasath, kakoi agpec cTaHius Obl jkejalia MOTY4YHUTh.
Cepsep Bblnaet IP agpeca u 3anmomunaer, kakomy MAC anpecy BbIaH JaHHBIM ajpec, CleI0BaTelbHO,
€ClIM CTaHLUs HeoXuJaHHO mepesarpysuiach 0e3 nocbuiku DHCPRELEASE cepsep Oyzaer aymatb, 4To
CTaHLIMS IO MPEXKHEMY IOJIb3YETCA JaHHBIM aJpPECOM, MPU PECTapTe CTAHIMs MOMPOCHUT JAaHHBIA ajpec,
cepBep yOeauTbCs, 4TO XOTSI aJJpec U MCIONb3YETCs, HO UCIOIb3YEeTCs TOM K€ caMOl CTaHLUEH, KOTopas
€ro MPOCHUT M BBIIACT CTAHILIMU TOT K€ caMblil aapec. Takum 06pa3om, MOKHO M30eXaTh MOTEPU aIPECOB
JaXkKe Ha CPOK BPEMEHU apeH[bl, KPOME TOr0, KpalHe MOJIE3HO, KOTJa OJHA M Ta K€ CTAaHLHUA IOJy4aeT
Bcerja ofauH u 1ot xe [P anpec, u 11 aaMUHUCTpATOpa, U U1 OJIB30BaTENIeH, BOOOIIE TOBOPS.

Ecnu cranums, ornpasisis naker DHCPDISCOVER He ykaseiBaet kenmaemsiii [P anpec, To ona
IIPUHUMAET INEepBOe ke npeioxenue, nocrynupiee B nakete DHCPOFFER. A Bot ecnu ctaHiuus npu
ornpaBke DHCPDISCOVER npocut ce6e HEKOTOPHBIHA apec, TO B TAKOM CIIydae MOXKET ObITh HECKOJIBKO
Pa3IMYHBIX CUTYyalUii, KOTOPbIE UMEET CMBICI PACCMOTPETD.

Jlns Hayana pacCMOTPUM TakOM NMpUMEp: MyCTh CTaHUUSA «C MPOLUIOrO pas3ay» 3alOMHMIIA, YTO
ucnons3oBana azapec 192.168.0.50. Iloka cranius ObUTa BBIKIIOYCHA HHUKAKAX HW3MEHEHUH HU B
Hactpoirikax DHCP cepBepa HM B MECTOINOJOXEHUU CTAHIIMU B MOJCETH HE MPOU3OINIO, KPOME TOTO
nosiaraeM, uro y DHCP cepBepa HeT HemocTaTka B KOJIMYECTBE aJPECOB B CKOIIE, T.€. CEPBEP HE UMEI
npuyurHbl 0TAaTh aapec 192.168.0.50 apyroii cranuuu. [loaToMy Korma cTaHUMs IPU OYEPEAHOM CTapTe
npocutr DHCP cepsep mpenocraButh eit aapec 192.168.0.50, cepBep 3TOT ajgpec MpeaocTaBisieT — BCe
OYEHb MPOCTO U SIBHO.

Bropoii mnpumep: mycTh CTaHLMS CHOBAa 3allOMHWJIA, YTO IIOJb30BAjlach paHEE aIpecoM
192.168.0.50, HO moka cTaHIMsA ObLIa OTKIIOYEHA, €€ MEePEHECIN B JAPYTYIO MOJCETh, M, pa3yMeeTcs, B
Jpyrof TOJCETH CTAaHLUS HE MMEET BO3MOXKHOCTH I0JIb30BAaThCsl CTapbIM aapecoM. B TakoM ciydae
cranius B makere DHCPDISCOVER mpocut aapec 192.168.0.50, cepep npeaocTaBUTh €ro He MOXET, U
npennaraer B nakere DHCPOFFER nampumep 10.0.0.25. Cranuus BUAWT, YTO NPEASIOKEHHBIM ajpec
npuHamiexut JPYTOM IP ceTH M «IOHHMaeT» YTO MIAHCOB MOTYYHTh CTApbIil aipec HET, MOITOMY



CTaHIMsI MPUHUMAET Takoe mnpeiioxkenue, BoicklmaeT Ha Hero DHCPREQUEST u nanbine Bce uaeT Kak u
TOBOPHJIOCH paHee.

Tperuit npumep: U CHOBa MyCTh CTaHLMS 3alOMHUJIA, YTO TMOJb30BAJIACh paHEe aJpecoM
192.168.0.50. IIpeamnonoxum, 4To B CETH UMEET MECTO ACPHUIUT aIpecoB, U NAHHBIA aJpec YK€ BbIAAH
IpyroMy y3iy, IoKa JaHHbIN y3en Obll oTKItoueH. Mnu, k mpuMepy, 3a BpeMsi OTCYTCTBUS CTAHIIMM B CETH
npousonuia nepeHactpoiika DHCP cepsepa u agpec 192.168.0.50 Oosnblie He sBIsSETCS AOMYCTUMBIM
aZpecoM JJii Ha3HA4Y€HHUs y3/aM ceTh. B mo0oM ciydae 1iesib Mbl IpPECcieyeM OJHY — pPacCMOTPETH
CUTYyallHI0, B KOTOPOH KJIMEHT MPOCUT HEKOTOPBIHA aJpec, KOTOPbIH eMy He MOXKET ObIThb Ha3HA4YeH, XOTs
ket OCTAJICS B Toii ke cetu. PaccMoTpuM 0COOEHHOCTH B3aUMOJCHCTBUS KIIMEHTA U CepBEpa B TOM
ciryyae. Kiment nocsinaer maker DHCPDISCOVER c¢ npock6oii npenoctaButs eMy aapec 192.168.0.50.
CepBep otBeuaer emy nakerom DHCPOFFER, B kotopoMm mpennaraer apyroil aapec, Hampumep
192.168.0.210. KiueHT, Bus, 4TO ajgpec, KOTOPHIA eMy mpemmaraior, npuHamiexur TOM XKE cern,
Hageetrcs, uyto, BO3MOXHO, noctynur mnpeioxeHue TMoiab30BaTtbes aapecom 192.168.0.50 ot
JAPYI'OI'O cepsepa, nostomy HE npunumaer npeanoxenue aapeca 192.168.0.210, a moBTopsieT cBoi
naker DHCPDISCOVER cronpko pa3, CKOJBKO MOBTOPST ObI €clii Obl HUKAKOTO TPEIJIOKECHUS HE
MOCTYNajo (XOTs BO3MOXHO B CTE€Ke OyIyT pealn30oBaHbl JApyrue TailMepbl M Jpyrue KOJIMYecTBa
MOBTOPOB Il 3TOro ciyvas). M numb ucuepnaB TMOJOKEHHOE KOJUYECTBO IOMBITOK TOCTATh
DHCPDISCOVER, xnuenr, yBuzaes, uto aapeca 192.168.0.50 emy Tak M HEe NpemJIOKUIN, PUHUMAET
MpeyIoKEHNe apyroro ajapeca, Hampumep 192.168.0.210. B takom citydae Tpaduk MeXAy KIUCHTOM H
cepeepoM Oynmer, Hampumep, TakoB: DHCPDISCOVER, DHCPOFFER, DHCPDISCOVER,
DHCPOFFER, DHCPDISCOVER, DHCPOFFER, DHCPREQUEST, DHCPACK (B cnyuyae kiueHTa
Windows 2000, kotopsiii mocsutaer naker DHCPDISCOVER Tpuxbr).

Wrak, MBI paccMOTpeNd OCHOBHBIC TPWHIIMIIGI, JIe)KalIue B OcHOBE paboTsl mpoTtokosna DHCP,
TEIepb MONBITAEMCS 3aKPENUTh MOJIyYEHHbIE 3HaHUS Ha MpakTuke. /s 3Toro paccMOTpUM YCTaHOBKY U
KoHpurypupoBanue cepsepa DHCP.

Jlia Hagana paccMoTpuM mpouecc yecranoBku DHCP cepBepa B onepaninoHHON CUCTEME CEMENCTBA
Windows Server, 3To amemaercss ¢ momoinpio ammiera Ilanenn YnpasieHus «YCTaHOBKA W yJNaleHUE
porpamMm», HeoOXOIMMO YyKa3aTh, 4To Bbl xoTuTe 100aBUTH KOMIOHEHTHI Windows, 3aTeM BBIOpaTh
CETEBbIC CITYKOBI:

x|lo _|-
KormnoHeHTn Windows .
_|of x|

Bl MokeTE AOSABMTE MM YOANMTE EorAOoHEHTE Windows 2000,

x
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UT okl goBaEMTE My U TWETETE ECE YCTAHAENWEAEMBIE KOMIOHEHThI. 3ETEHEHHEIR PNaHOE 03HaY3ET
JaTEHEHHBIA fnakor  HECTHHHYD YCTAHOEKY KOMNOHEHTS. BEIACHWTE 8ro COCTAE NOSE0AET OAHOMMEHHSA  F LI

COCTAE NosSEonAeT Kkt FRHOMKEA.
K.oMnoHeHTbL CeTesble ciy#isl - COCTAE:

=] CeTestie ciy

B9 Coywtia wrae |1 = DNS 1.1 Mb
O] & g whing 1] /NS Pwindows Intermet Name Service) 0.9 ME
[ 5 Coymtier over | J® Mpokew COM-cayws MrTepreta 0.0 ME
1 8 Mouwtiee cerm |1 ™ Npoeteie caymee TCPAP 0.0 ME
Omucanwe: Conepw | Cny#fa koHTponA gonycka Bas 0.0 ME
& EETREE O Cy6a NpoEEpkM NOLNMHHOCTH B MHTepHeTe 0.0 ME ;I
TpefyeTcA Ha AMEKE.  (nucaHue: YoTaHaBnMeasT DHCP-cepeep, KOTOPEIN SETOMATMYECKM HASHAYSET
CEOS0AHD Ha AMCKE: EpetieHHEIE |P-aipeca KAMEHTCEWM KOMMERTERAN B TOF #e CETH.
Tpetyerca Ha gMCKE: 1.0 HE Crrem. |
CeOfOoIHO Ha HCKE: 10731 ME

| 2k I OTrieHa |

¥CTaHDE LI

iil‘lycnl“ 3 & ) |Jg}“npaanem..| [=#] MaHens ':.-'I'I...li'_‘!"ETaHDBK... ||MacTE|:| KOM... |EZE- 014




Yb6enuMmcs ¢ MOMOIIBIO YTUIMTHI netstat.exe, yTo Ha cepBepe npociymmuBatoTes 67 u 68 UDP
NOPTHL, yOenuMcs ¢ TOMOIIBIO OCHACTKH yTIpaBlieHHs ciry>k0amu Windows, 4To Ha cepBepe 3amylieHa Kak
ciy>x6a DHCP cepsepa, Tak u cinyx6a DHCP knuenra.

YWINNT System32',cmnd.exe
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Ilocne wuHcramauuun cepsepa DHCP 3amycTuM COOTBETCTBYIOLIYIO OCHACTKY YIpPaBJICHMS,
N00aBUM K CIIMCKY CEpBEPOB, YIIPABISAEMbIX JAHHOM OCHACTKOW Halll CEpBep:
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Eme pa3 moguepknem, uto DHCP cepBep He MOXeT HayaTh paboOTaTh Cpa3y MOCIE YCTAaHOBKH —
IUIs TOTO, YTOOBI CEpBEp MOT pa3iaBaTh KiueHTaMm [P aapeca, HE0OX0IMMO MpPEeaBAPUTENLHO BBITOIHUTh
XOTs1 Obl MUHMMAJIbHYI0 HACTPOMKY cepBepa — cO3/1aTh M0 MEHBIIIEH Mepe OANH uana3oH aapecoB (CKOII).
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CTRpYKTYDa I winZ000s [192,168.0,89]

@ JAobaevTh 0bnacTe

CBnacTe ABNASTCA AMANAZ0HOM IP-300ec0E, HAZHAYIEMEL:
KOMMABHITEREM MO W Z3Npocy JHamMdeckoro IP-aapeca. NosTomy
MEpES TEM K3k HAZHAYATE dMHaMUMYEcke [P-agpeca, HeoDxogumMo
CO3A3TE M HACTPOWTE 0BnacTe.

Urobkl gobasmTe HOBYHD 00NacTe, B MeHHD "JefcTEME" HaxMMTE
"CozpaTe obnacTe",

Ana nonyueHKA Gonee NoApoBHoR MHOPMELMIA O HACTpoRKE
DHCP-cepeepa 0BpaTHTECE KO BCTPOEHHOR CAPaEKE,
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PaccmotpuMm kak cosmaercst ckom amapecoB. Kaknabrii co3maBaeMblil CKOM JTOJDKEH OBITH CHAOXKEH
UMEHEM, MTOHITHBIM aIMUHUCTPATOPY U TEKCTOBBIM OMHCAHUEM, 3TU MapaMETPhl CIykKaT UCKIIOYUTEIHHO
TS yI00CTBAa aIMUHUCTPUPOBAHHS.

E@ pHCP =1 il
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J Pl MacTep cospanua obnacTu x|

CTpvETYpa

Hma ofnacTu e
@ DHCP Heotxooumo 0Gecney e YHMEANEHOE MMA 0GNacTH. Kpore TOro, CylwecTeYyeT
e @ izl NaparETP, B KOTOPOR MO¥HO 3308TE OMMCSHHE OENACTH.

BeeguTe MMA M ONMCAHME HOBOM OBAACTM. 3Ta MHPOPMALKA NOMOKET SEICTPO
WAEHTHPULHPOEETE, KAk WEHHD 06AaCTE CABAYET MCNOAL30EaTE B CETH.

TOMy
Hraa: Itest FCOpE [
OrmcaHme: IThis iz a scope for best netwark]

1TE

< Haszan I Hanee » I OTreHa |

' | |
iﬂnvcn”J & ol |J 47 dheps - Paint ||@DHI:P EEE o

OTMeTuM, 4YTO MPHU CO3JAaHUHM 00JIACTU HEOOXOAMMO YKa3aTb COOCTBEHHO AMANa3oH aJpecoB H
HE00X0IUMO yKa3aTh MacKy MOJICETH.
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CTRYKTYpa

PYETYR NuanasoH agpecos Lo
gg DHCP OnpegendTs AWanasoH a0pecos 0ONacTH MOKHD 530364, AMaNasoH
E@I w2l NocAEgoEaTENEHER |P-a0pecos.

EE I

Beeavre aHanasoH A0PECOE, KOTOPEIA ONHCEIEAET 0BNacTE.

HauaneHe | P-agpec: I 192 .168. 0 100 TOMy
M0
KoHeuHsib |P-agpes: I 192 168, 0 . 200
Macka NoAceTH oNpelENAET, CKONkED GWTOE |P-aipeca UCcnonkS0EaTE 40A HTE

WIEHTHRPHEALHH CETH, 8 CRONBKD GHTOE MCNONES0EATE 40A HOEHTHEHEALMM Y303
EHYTPM 3TOE ceTi. MoxHo onpegenume macky, sanaean |P-agpec v ee gauHy.

LauHa: 24 =

Macka noaceti: | 255,255,255 . 0
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®opmanpao TOBOps, crek TCP/IP mMoker W HE HCIONB30BaTh MAacKd, HO JAHHBINH mHapameTp
00513aTeNIbHO J0JKEH ObITh CKOH(PUIypHpoBaH npu HacTpoiike ckona B Windows 2000 Server. IIpotokon
DHCP nmnepemnaer B Tene DHCP coobmenus Ttonbko anpec, nans nepepaun  BCEX  mpounx
KOH(UIypallMOHHbIX MapaMeTpoOB, B TOM 4YHCIE M MAacCKH, HCIOJIb3YeTCsl MEXaHH3M OINLUH, OT4aCTH
oJ00HBIN npuMeHsieMbIM B TipoTokosax [P mmm TCP. Tak 4ro, ¢opMansHO TOBOPS, KIMEHT JaKe MOXKET
HE MOJIepP)KUBATh IMOJlydeHHe Macku mnojcetd. Bo Bpems uszydenus ¢gopmara DHCP cooOumienust mbl
JeTalbHO pa30epeMcsi ¢ TeM, Kak IepelaeTcss B TeJe COOOLIEHUS aJpec U KaKk C MOMOUIbI OMIMM
NEPENAIOTC OCTAJIBHBIE MApaMeTpbl, B YaCTHOCTH pAcCMOTPUM CHUTYyallHI0, KOrJa KIMEHT He
MOJIICP)KUBACT Ty WM UHYI0 onnmio. [loka ke orMedaeM, 4to XoTh Macka B DHCP ¢opmansHo roBopst 1
ABJIAETCS MIPOCTO OJHOW W3 OILMHM, NMPUCBAWBAEMBIX CKOIly JJIs IIPENOCTABIICHUS KIMEHTaM, Ba)KHOCTb
ATOW ONIMU ceromHs TakoBa, uro B Windows 2000 Server 3Ty ommmio, B OTJIMYHE OT BCEX MHOXECTBA
npyrux onuuii TPEBYETCSI npucsouts cxomy.

Crnenyronmm 1maroM co3aHus CKOIa SBJSETCS YKa3aHUE aJpecoB, HCKIIOYaeMbIX U3 CKOIIA.
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CTpYETYPa
R JoGaeneHHe MCKMoYEHHR e
@ DHCP ek noyeHia ABNAKTCA SAPEcatid Ml QMaNasoHard alpecos, KaTopele
- @ - WCENKYaTCA 1S pacnpeneneHud DHCP-cepeepom.

BeeguTe nManazoH |P-agpecoE, KOTOpEIA HEOSKOQMMMO MCKADYMTE. Econ TpefyeTca
WCKE MHYMTE OGMH 0pec, BEEQMTE ero Toneko B none ''HadvaneHeli |P-agpec'.

TOMY
HauaneHen IP-agpec: Koneddend IP-agpec: im0
|192.1EE. 0 . 190 | S NofaeuTe |
Mok noyaeteii gHanazoH aapecos: e
132.168.0.165 k 192.168.0170 Ynanrs |

Agpec 192.168.0.190
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Hckmroyath MOXKHO KaK MIYITUE TIOAPS] TUATIa30HbI apecoB, TaK U OT/ACIbHBIE aapeca. 3aueM 3TO
MokeT moHanoouthcs? I[IpeacraBum cebe, 4TO B HAIICH CETH MBI NMPUMEHSIEM aapeca U3 JAUara3oHbI
192.168.0.0/24, u nepBrie 50 aapecoB 3ape3epBUPOBAHBI 32 MAPIIPYTHU3ATOPAMHU U CEPBEPAMH HAIIICH CETH,
TOTJa, pa3yMeeTcs, B KaUueCTBE CKOIMa, 0OCITY>KMBAIOIIEr0 KIMEHTOB MBI BBIOEpEM ajJipeca W3 JuarazoHa
192.168.0.51 — 192.168.0.254. Onnaxo npeactaBum cede, uto aapec 192.168.0.101 ucropudeckn okazaics
3aKpEIUIeH 32 HEKMM CETEBBIM MPUHTEPOM U MEHATh aJpPeC STOMY IMPUHTEPY MbI HE MOXEM WM HE
npeAnoynTaeM. BeIXoauT, 9To MpsSIMO B CEPEIMHE HAIIETO CKOIA €CTh aJapec, BbIIaBaTh KOTOPHIA KIUCHTY
HUKaK Henb3s, 370 3aBepmurca nakeroMm DHCPDECLINE wu noropnoil Tpanzakumeidr DHCP. Kak
MOCTYMHTH B TAKOM citydae? SICHO, 4TO AJis perieHus: mpoOIeMbl MOXKHO CO3/1aTh JIBa CKOIA:

192.168.0.51 —192.168.0.100 u

192.168.0.102 — 192.168.0.254, ogHako 3T0 OyJeT HE CIHMIIKOM YIOOHO XOTS OBl MOTOMY, YTO
aAMUHUCTPATOPY MPUIETCS YIPABISATH JABYMSI pa3HbIMH CKONaMu. BMecTo 3TOro MoKHO cO31aTh OJIMH
€IMHCTBEHHBIN CKOM M UCKIIFOYUTH HexkenatelbHblid aapec 192.168.0.101 u3 storo ckona.



Jlnst co3maBaeMoro CKoma TakkKe HeoOXOIMMO yKas3aTh BpeMs apeHAbl aapeca, KOTopoe Oyaer
nepeAaHo KIMEHTY C LEeJsIMU, ONMCaHHBIMM BhIle, rpu 4eM BpeMms apeHnbl TOXE, kak macka u Bce
ocTajbHbIe KOH(HUTYparmoHHbIe TTapaMeTpsl nepeaarorcs B DHCP ¢ momomisio Ommiui, 3Ta ONIus TOXe
CTOJIb Ba)KHA, YTO JIOJDKHA, KaK U Macka 00s3aTeJIbHO COTIOCTABIATHCS CKOILY.

8 pHCP =10/ %]
- %) i e Y —_— i - [ —
J dencTm MacTep co3ganqA obRacTy ﬂ
CTPyKTYpa
ST Cpok AeACTEMA apeHAH aapeca —n
@ OHCP Cpok AEMCTEMA apEHLE! ONPERENAET, Kak 40N KAWEHT MOKET MCNoIbS0EaTE
e @1 B |P-anpec 1z aToM 08naCTI.
EE I
Cpok AEHCTEMA SpeHOEl AUpEca, KaK NPEEMAD, ADN#EH ObME PABEH CRELHERMY
BPEMEHH HEROHAEHHA KOMMBIOTERS B OQHOM M TOM #E SHIHYSCKOH CETH,
Hanpuitden, B CeTW, COCTOAWEN B OCHOBHOM M3 MOPTATHEHE KORABKOTEROE LW TORMY
KAMEHTOE YlaNSHHOrD AOCTYNS, Cpok AeRCTEMA apEHEl S1PECca NOAESHD Ar0
YCTAHOBMWT b HEAONELWME,
HaoSopoT, 407 cTabMNEHOR CETH, COCTOAWER B DCHOBHOM W3 HACTOEHE
KOMMBHTEPOE HE PHECHPOESHHEN PEO0YME MECTSR, GONEE MPMERAEM LAMTEAEHEI .
CPOE LEACTEMA SpEHIEl A0PECa.
dcTaHoEMTE CpoK ASHCTEMA SPEHAE! A0PECOE OONACTH, BEIAEASHEIR ITHM
CEPEEPOr,
o
He gones:
OHE: HACOE: PAMHYT:
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I
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DT0 BpeMs, KaKk MBI YK€ TOBOPWIA HE JOJDKHO OBITH CIIMIIKOM MaJIbIM 4TOOBI HE MPOBOIMPOBATH
nareHcuBHbd DHCP Tpaduk B ceTu, Tak ke OHO HE JOHKHO OBITH CIUIIKOM OOJBIIUM JJISl TOTO, YTOOBI
HE BO3HUKAIIO CUTYyalldi, KOTJa HEUCIOJb3yeMble KIMEHTAMHU aJpeca He MOTYT OBITh BBIIAHBI HOBBIM
KJIMEHTaM.

[Tocne koHpUrypUpOBaHMS BCEX MEPEUUCICHHBIX BBIIIE HACTPOEK HEOOXOIUMO BBHIOpaATh, OyaeM
JIX MBI c€Yac HacTpamBaTh MpoUre KOH(UTypaIlMOHHBIE TTApaMeTphl, nepeaaBaeMbie mpoTokosiom DHCP
C TOMOIIBI0 OMIMKA (aApec MUTI03a MO YMOTYAHUIO, CTATHYECKHUE MapIIPYThI, ajJpeca CepBEPOB UMEH H
T.J.), 9TO MOXHO CJeNaTh cpa3y MU IOTOM, MOKAa HE HACTPaWBaeM HUKAKUX IOMOJHUTEIbHBIX OMIUI
(KOH(UTYpaIIMOHHBIX NTAPAMETPOB).
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CTpYETYPa
eI Hacrpofika napamerpos DHCP e
@ DHCP HToSel KAMEHTEI CROT AWM MCNONBS0ESTE 3TY 0GNACTE, HEOGX0AMMO HACTPOMTE
E@I izl Haubones oSwue napameTpel DHCP-cepeepa.
CE I
K.oroa knMeHTEl NoONYMakT S0pec, OHW NonydaeT Takske M gpurke DHCP-naparerpe:
|F-agpeca MapwpyTHEaTOpoE [oCHOEHE! WinzoE| M4 DMS-cepeepoe 14 napameTpel
WINS n.na gaHHoR ofnacT, TOMY
) LMD
BriSlpagtiele NapateTpbl ABNAKDTCA NAPAFET DA TONBKD STOMH OBAACTH, W OHMK
NEPEKPEIEAT NapaMeTpel HacTpokiki DHCP-cepeepa, HarogAWMECA B Nanke
"Maparerpbl cepeepa’’.
HacTpoute napardeTpel DHCP gna sTof oGnacTy cefivac? MTE
{% iNla, HACTPOMWTE 3T NApAMETPEI CEYac:
O
" HeT, HACTPOMTE 3TH NapaMETPbl NOEHE
< Haszan I Hanee » I OTreHa |
n
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[ToaBoaum kpaTkuit utor: mporokos DHCP coaepXuT cTalluOHApHYIO YacTh 3arojoBKa U OMIUH, B
CTAIlMOHAPHOM YacTH 3arojoBKa KIHEHTY nepenaercs [P aapec (u emie koe-4to, 00 3TOM MO3XKe, IPU
JETATHPHOM M3yYE€HHUH 3aTr0JI0BKa), C MoMoIIbio oniuii nepenarotcss BCE ocranbHbIe mapaMeTphl,
npusBanHbie HacTpouTh ctek TCP/IP nHa y3ne. [Ipu aToM B MOMeHT co3aanus ckona B Windows 2000
Server aTomMy cKomy MpHCBanBaeTCs 1Be 00g3aTeNbHbIE OMIIMK — Macka IMOJICETH U BpeMsl apeH bl ajpeca
kak HeoOxoaumeie BCEI'JIA. [Ipoune onuuu MO>KHO CKOH(GUTYpUPOBATh WM 3TOTO HE CAETIaTh B
3aBHCHUMOCTH OT NOTpeOHOCTEH, 00 ’TOM MBI JIeTaJIbHEEe TOTOBOPUM TMO3KE.

[Tocne Toro, kak o0NacTh CO3/1aHa, OHA €IIe HE MOXET HCIIOJIb30BaThCi KIMEHTaMM, TaK Kak He
SBIJIIETCS aKTUBHOM, JJI MCIIOJIb30BAaHUS €€ HEOOXOAMMO aKTHBHPOBAaTh. BO3MOKHOCTH /1€aKTHBUPOBATH
CKOII HE yJaJIsisl €T0 M BCEX HACTPOEK C HUM CBS3aHHBIX BECbMa yA00HA MPU NMEPEKOH(PUTYPUPOBAHUH HITH
MOWCKE HEUCTIPABHOCTEM:
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CTpyKTYRa I OfnacTe [192.165.0.0] test scope

DHCP CoAepsHioe 0bnacTH |
I'Iyn AALECOE
2= .

P
' Myn agpecos
(D ApEHACBAHHLIE 3APECE  CornacoBaHve...
[#-{Bl PesepEHPOEaHHE

¢ o{gf NapameTpe ofnacTk AR THBH:
“-{_F NapaMeTpsl cepeepa

OTOORASMTE CTATHETHIY ...

Exa 3
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Tak ke mocie TOro, Kak CKOIl CO3/laH, Mbl TaK K€ MOXEM KOH(QUI'ypHUpOBaTb T€ WIM HHBIE
IapaMeTpsl ITOrO CKOIla, HAIPUMED, AUANA30HbI aIPECOB U UCKII0UEHUH B yacTh «llyn axpecosy:
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CTRpYKTYPa I [Tyn aapECoE
DHCP HavanbHeiA IP-aapec | HoHeqHbIA IP-aapec | CINHCaHHE
= @, win2000s [192,168.0.89] F19z.165.0.190 192,165.0.190 He EbIAAEaEMEE B apeH
EH:l OfnacTe [192,168.0,0] test | BA192,168.0,165 192,163.0.170 He BblA3BaEMEIE B apeH
P [TyN aJpecos 1192.168.0.100 192.168.0,200 AranasoH aApecos ANA
@ ApEHAOESHHEIS 3ApEca
+CE PezepEHpOEaHHE
‘ @ MapaMeTpel 0EnacTH
EE MNapaMeTpel cepEEpa
1] | | *
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B «apenmoBaHHBIX anpecax» Mbl OyneMm BuueTh y3i1am ¢ kakumu MAC aapecamu MPHUCBOEHBI
kakue IP anpeca, koraa Ham cepBep peasibHO OyaeT obcmyxuBath KiaueHToB. Tak xke DHCP cepsepa nator
aJIMUHHCTPATOPy BO3MOXHOCTb CO3/1aTh «PE3EPBUPOBAHUS — CTaTHUECKUE COOTBETCTBUS Mexay MAC
aJpecamMu y3JoB KIHEeHTOB u uX [P agpecamu, 3To BecbMa MOJE3HO €CITM HEOOXOAUMO 4TOOBI HEKOTOPHIE
Y3711, OCTABasACh B JUHAMHYECKOM OKpPYKEHHMH BCET/a MOJIy4aau oJuH u ToT ke ajgpec oT DHCP cepsepa.
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Hakonery «mapaMerpsl o0iacTu» - BO3MOXHOCTh YKa3aTb MHOXECTBO KOH(UTYpAIMOHHBIX
napaMeTpoB, KOTOpble OyayT Iepeanbl KIMEHTaM JaHHOTO CKOIIa, MOJyYaromuM aapeca. OTMedaeM, 4To
MMOMHMO BO3MOKHOCTH HACTPOMTH MapaMeTpbl AJisl 00JaCTH UX TaK e MOXKHO HACTPOUTH OTIEIBHO IS
pe3epBUpPOBaHUS W AJIsI BCEro cepBepa B meioM, Takum obpazom DHCP cepep Microsoft mo3Bomsier
ruoKoe KOHPUTYpUPOBAHHUE y3JI0B, MOb3ytomuxcs yciyramu gaaaoro DHCP cepsepa.

Tenepb, Korma Mbl paccMOTpenu 0Oa30Bble NPHHLUMIBI KOH(uUrypupoBanus cepepa DHCP,
paccMoTpuM, KakuMm oOpa3zom MoxkHO ympariasate DHCP kmuentom B Windows. Ilo ymomuanuio Bce
uHTEpQEichl TOKaTbHON CeTH B onepanuonHoi cucreme Windows HacTpoeHsl Ha ucnoibs3zoBanue DHCP.



Internet Protocol (TCP/IP) Properties 7] x|

General |.ﬁ.|temate Configuration |

You can get |P settings assigned automatically if your networlc supports
this capability. Ctherwise, you need to ask your networlc administrator for
the appropriate |P settings.

" Obtain an IP address automatically
™ Use the following IP address:

|F address: I

Subnet mazk: I

[efault aateway; I

" Dhtain DNS server address automatically:

™ Use the following DMS server addresses:
Breferred LHE semvern I

Slternate NS senvern I

Advanced... |
ok | cancel |

3ameTuMm, uTo eciu uHTepdeiic HacTpoeH Ha ucnosnb3oBanue DHCP, To ¢ moMoIbio oKkHa CBOWCTB
TCP/IP storo unTepdeiica HENb3s y3HATh, MOXYYHI JIM KIUEHT Kakoh-To IP aapec m ecnm momydmi, To
Kako#. [y 3Toro HeoOX0AUMO MOJIB30BaThCs YTHINTON ipconfig.exe. Tak jke oTMeuaeM, 4TO y yTHIIUTHI
ipconfig.exe ecTh YeThIpe NOMONHUTENBHBIX Kito4a s ynpasienuss DHCP kimenToM, Ba M3 HUX MBI
paccMOTpuM ceifyac.

Kirou /renew mo3BosisieT caenaTh ciaeryronee:

e FEcmu y xnmmenta Her IP aapeca, To komanma ipconfig.exe /renew MO3BOJISIET HAYaTh MPOILEIYPY
nonyuyenus [P agpeca, T.e. mocne stoir komanapl DHCP knuent nounuer naker DHCPDISCOVER
u nonbitaercs moayuuts [P agpec or DHCP cepsepa.

e Eciou y kimeHTa yxe ecth aapec, noiaydeHHsli ¢ nomompio DHCP, To B TakoM ciydae KIMEHT
MPOBEAET MpOLEAypy OOHOBIEHHS TAHHOTO ajapeca, T.€. CAeTaeT TO, YTO JOJDKEH JenaTh Mpu
HACTYIUIEHUM TaiiMayTa apeHAbl, 0 KOTOPOM MbI KpaTKO TOBOPWJIM HA MPOILIOM 3aHiATHU. KineHt
nouwietr naker DHCPREQEST B Hanexne nomyunts ot cepsepa naker DHCPACK.

e Ecmu Hu ommn wmHTepdeiic kmuenta He wucronszyer DHCP mis xoHdurypupoBaHus, TO MBI
MOJIyYUM COOOIIeHHE 00 OmuoKe.

C momoripio BToporo kimoua - /release DHCP ximeHT 0cBOOOXIaeT MCIONB3YEMBINA afpec, T.e.
nouuier cepBepy nmaker DHCPRELEASE u npekpatut ucnons3oBanue I[P agpeca, ecnu ke HM OIUH
uHTepdeiic knmuenta He ucnoaszyer DHCP mis koHGUrypupoBaHus, To Mbl CHOBA IOJIyYUM COOOIIEHUE
00 ommoKe.

[Torpobyem HE ycranaBnuBast B cBoeit cetu DHCP cepsepa, aktuBupoats DHCP knuenra na
OJTHOM W3 CTAHIMK W TPOAHAIM3UPYEM COOTBETCTBYIONMIMN TpauK B aHamM3aTope MPOTOKOJOB (aiir
no_server.cap). Tak kak DHCP 3arosioBok eimie He M3y4eH, a HaM HY>KHO ceiddac IpOAEMOHCTPUPOBATh
TOJIPKO TPHUHIIMI OOMEHa TaKeTaMH, MBI MOXEM BOCIIOJIB30BaThCsa TeM, uTo Sniffer Pro ¢ ctpoke c
npotokosiom DHCP ykaspiBaeT Tunm cooOmieHus, Tak 4To Jaxe Oe3 packpbiTus 3aronoka DHCP B
aHAIM3aTOpPE MbI MOXET pPacCMOTPETh OCOOEHHOCTH oOOMeHa makeramu. KiMeHT mopa ynpaBieHHeM
Windows XP (Bnpexap Be3ne B Moux npumepax B ponu kimeHta DHCP Oyner Beictynate Windows XP
SP1) moceutaer 4 coobmenuss DHCPDISCOVER. Ilpu 3ToM KJIMEHT HapamiuBaeT WHTEPBAT OXHUIAHUS
npuxona nakeroB DHCPOFFER: nocne nepsoro DHCPDISCOVER knueHT xnet 3 cekyHAbl (BUAHO Ha
pucynke), ociie stoporo DHCPDISCOVER xnuent xaet yxe 8 cexkynn (He mytaem Real time u Delta
time), mocie Tperbero — 15 cexkynn. Ckombko kiueHT xaer nocie yerseproro DHCPDISCOVER wu3
aHaIM3aToOpa Y3HATh HENb3s, TaK KaKk B MOMEHT, KOIJla KJIMEHT MpeKpalaeT >XKJaTb OTBETOB Ha



DHCPDISCOVER ¢ Homepamu 1-3 on nuiet HoBbIi maker DHCPDISCOVER, Bpemst oTiipaBku KOTOPOTo
U SIBISETCS JUId HAac CHocoOOM OTMEPUTh BpEMs, a BOT CKOJBKO KIHEHT JKJIET IOCJe YEeTBEPTOro
DHCPDISCOVER Tak He y3HaTh — B 3TOT MOMEHT KJIMEHT HE LUIET B MPOBOJ HUKAKUX MAKETOB, HO 3TO
MOKHO 3aMEPUTh CEKYHIOMEPOM U BBIICHUTbH, YTO KJIMEHT xJeT 30 cexyHn, utoro B cymme Hamr DHCP
KJIMEHT TNbITaJICA Noay4duTh [P agpec oT HecylecTBYIOIIEro UM HE OTBEYAIOIIEr0 cepBepa B TeUeHHUE 56
cekyH. OOpamaem BHumanue, yto naker DHCPDISCOVER ornpasisercs Ha IMIMpOKOBEIIATEIbHBIN
MAC anpec nosydarensi, Ha OrpaHMYEHHO IIMpokoBewaTenbHbiil [P agpec momyuatens ot IP anpeca
0.0.0.0, ¢ UDP nopra 68 Ha UDP moprt 67. Tak xe BuauMm, uro B [IPOLHECCE nonyuenus IP agpeca
yTimta ipconfig.exe coobmana HaMm, uro [P agpec uaTepdeiica HeonpeneIeHHBIN:

niffer - Local_3, Ethernet {Line speed at 10 Mbps) - [NO_SER¥ER.cap: Decode, 1/4 Ethernet Frames] - |ﬁ'|1|
!'_. File Monitor Capture Display Tools Database ‘Window Help o Iﬁllil
v| | m|*a|da| K| [ooa 4“ =|H| &8 =lmls| o= .|ﬂ§|2§‘§H‘§ﬂ‘

Mo. Source Address Dest Addiess Summary Len [B] Rel. Time Delta Time
: 1 [O0.0.0.0] 5.255.255.255 DHCP: Recuest, Message type: DHCP Discover 342 0:00:00.000| 0O.000.000
: 2 [0.0.0.0] Recquest, MNessage : DHCP Discowver 000,424
: 3 [0.0.0.0] DHCP: Reguest, Message type: DHCF Discowver 8.000.583
[ 14 [0.0.0.0] DHCP: Request, Message type: DHCP Discover 15.001.549
< | i
E-Ef pLe:  ————— DLC Header -—-—-——-—

BDLC: Frame 1 arriwved at  14:14:58.7781; frawe size is 342 (0156 hex) bytes.
QDLC: Destination = BROADCAST FFFFFFFFFFFF, Eroadcast

BDLC: dJource = dtation 0Z004C4F4F50

BDLC: Ethertype = 0500 (IF)

m-§ IP: D=[255.255.255.255] S=[0.0.0.0] LEN=308 ID=2373%
-8 UDF: D=67 S=68 LEN=308
[]-- LHCFP: Request, Message type: DHCP Discover

oooooQoo: ££f ££f ££f £f £f £f 02 00 4c 4f 4f 50 08 00 45 OO0 magaaa. . .LOOF..E. ﬂ
00000010: 01 48 Sc b7 00 00 de 11 7e ee 00 00 00 00 ££f £f .HYV-..H.~o....a3a

oooooozo: ££f ££ 00 44 00 43 01 34 57 o2 01 01 06 00 3¢ 34 A3.D.C.4WE....<4

00000030: kO Ze 00 00 S0 OO0 OO0 OO0 00 OO0 OO0 OO0 OO0 00 00 00 %0 .Bue e ennnns

ooooo040: 00 00 00 00 00 00 02 00 42 4f 4f 50 OO0 0O 00 00 ........ LOOP....

nnnnonsn: Ano00 AN N0 00 00 00 00 00 00 00 00 00 00 00 00 ..o =l

Expert b Decode fi Matrix )\ Host Table ), Protocol Dist ) Statistics [
For Help, press F1 = N b
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C:\>ipconfig
Hacrporika npoTokoJja IP nna Windows
[logkJIOUEeHVEe IO JIOKAJILHOM ceTm 2 - Ethernet amanTep:

DNS-cybddbukrCc »TOTO NOIOKJIIUEHUS . .
IP-ampec . . . . o o . . . . ..
Macka HOIOCETH v + v o o o o o o .
OCHOBHOM LUTIO3 . « =« « « « « « « .

.0.0.0
.0.0.0

[eoNe]

ITo okoH4YaHWH (HEYAaYHOM) OIepanuu moyrydeHus uarepdeiicom IP ampeca, yrummra ipconfig.exe
BBIJIAET APYTOM Pe3ybTar:

C:\>ipconfig
HacTporika npoTokoja 1P mis Windows
[logkJoUyeHMe IO JIOKaJIbHOM ceTu 2 - Ethernet amanrtep:

DNS-cydbdmKC 3TOTrO MHNOAOKJIOYUEHMUS . .
IP-ampec . . . . . o . . . . ..
Macka HOIOCETM .« « « « « « « « « =
OCHOBHOM MJIIO3 .+ « « « « « « « o« .

169.254.25.129
255.255.0.0



BcromuHaem, 9TO 3TO 3HAYWT — B KOHIIE MPOMLIOTO Kypca MBI TOBOPHJIIM 00 aBTOMATHYECKOM
KOH(QUTypUpOBaHUM HMHTEpP(ENHCOB C TMOMOIIBIO CHEUMATbHO BBIIECJICHHOIO JAMana3oHa aJpecoB
169.254.0.0/16.

[lepexoauM K cleayrolieMy MpHUMEpY: PacCMOTPUM cllydyail, Korja KIMEHT HPOCHUT Yy cepBepa
aZipec, KOTOPHIM TOJIb30BAJICSI paHEE U KOTOPbIM MOXET ObITh BbIAAH KJIWEHTY. BCIIOMHUM, YTO KIIMEHTHI
3allOMHMHAIOT aJIpec, KOTOPHIM MOJIb30BAIUCH paHee C LIEIbI0 MOIYUYEHHUsS 3TOr0 ke agpeca B CIeAyIOIni
pas3, Korja ajpec MoHago0uTCs, 9YTO yI00HO KaK caMo Mo cebe, Tak ¥ IOMOTraeT SKOHOMHEE PacX0/10BaTh
anpeca u3 ckoma cepsepa. B moem mnpumepe DHCP cepBep Oyaer umers aapec 172.16.0.1,
ckoH(purypupyem ckon 172.16.0.50 — 172.16.0.150. B pamkax 3Toii ob6macTu moka He OyZeM HAaCTpauBaTh
OIIMI, MPOCTO HACTPOUM CEpBEp TaKMM 00pa3oM, YTOOBI OH BbIAaBaj ajpeca KiueHtaMm. IlycTb KJIHEHT
paHee ucnonb3oBai aapec 172.16.0.100, 3Toro Mo>kHO AOCTHYb, HAIPUMED, IPUCBOUB ATOT aAPEC KIUEHTY
CTaTUYECKH, a 3aTeM IepeBe/s KINEHTa Ha AUHAMUYecKkoe KoH(urypuposanue. CrenaemM 3TO M 3aXBaTUM
Tpaduk B aHATM3aTOPE MPOTOKOJIOB. XOTS MBI IToKa He m3yuymin ¢popmata makera DHCP, onnako mbl yxe
CKa3aJlM, YTO C MOMOILBIO CTalMOHapHO# yactu 3aronoBka DHCP nakera cepBep U KJIMEHT OroBapUBarOT
tonbko [P ampec, koTopblii OyZeT MPHUCBOEH KIMEHTY (M KOE-uTO emle, HO 00 ATOM IO3KE), BCE XKe
ocrasnibHoe aenaercs B DHCP ¢ momombio onuumii. He BraBasice moka B JeTaiaM JMIIb OTMETUM, YTO B
3arosoBke DHCP mosxeT npucyTcTBoBaTh crienaibHasi OMIMs, ¢ IOMOILBIO KOTOPOM KJIMEHT U IMPOCUT y
cepBepa JKellaeMblil ajapec, Oosee JeTaabHO O (popMaTe MakeTa W OMNUUH B YaCTHOCTH MBI IIOTOBOPUM

TO3HEE.

Paccmorpum maker DHCPDISCOVER u3 nanHoro mpumepa, Mbl YBUJIUM OILHIO, C MOMOIIBIO
KOTOPOW KJIMEHT MPOCUT Yy CEpBepa HEOOXOAMMBINA aJpec, BUIHO, YTO CEPBEP MpeiiaraeT UMEHHO ATOT
aJipec KIMEHTY M KJIMEHT ero mony4aet (¢aiin good addr.cap):

niffer - Local_3, Ethernet {Line speed at 10 Mbps) - [Snif6: Filtered 7, 1/7 Ethernet Frames, Filter: Default] ;Iilil
M Fle Monitor Capture Display Tools Database ‘Window Help ==l
| o] |08 8| foea 1| | (=] SRR
Mo, Source Addiess Dest Addiess Len
136 Jul [0.0.0.0] 255.255.255.2! : Bequest, Message type: DHCP Discover 342 O:00:00.0
f 137 [172.16.0.1]|[255 2ZE55.2E5E] DHCP: Reply, Message type: DHCP Offer 0:00:00.0
| | 138 [0.0.0.0] DHCP: Regquest, Message type: DHCFP Request 0:00:00.0
[] 132 [172.16.0.1]|[255.255.255.255] DHCP: Reply, Message type: DHCP Ack o:00:00.0
| | 140 0Z2004C4F4F 50| FFFFFFFFFFFF ARF: C FPA=[172.16.0.100] FRO=IF O:00:00.0
141 0zZ004C4F4F S0 FFFFFFFFFFFF ARP: C PRA=[172.16.0.100] PRO=IP 0:00:00.4
[ 142 02004C4F4F 50| FFFFFFFFFFFF ARP: C PA=[172.16.0.100] PRO=IF O:00:01.4
| | i
5% pHCP: ————— DHCP Header ———-—- -]
-0} pHCP
B DHCP: Boot record type = 1 [Request)
\D DHCP: Hardware address type = 1 [(10Mh Ethernet)
D DHCP: Hardware address length = 6 hytes
-3 pHCP
0} DHCP: Hops =0
B DHCP: Transaction id = 683FDE5C
\D DHCP: Elapsed boot Time = 0 zeconds
1) DHCP: Flags = Qooo
Q DHCF: Dove veen wnen aaas = No broadcast
B DHCP: Client self-assigned IF address = [0.0.0.0]
B DHCP: Client IFP address = [0.0.0.0]
\D DHCP: MNext 2erwver to use in hootstrap = [0.0.0.0]
D DHCFP: Relay Agent = [0.0.0.0]
Q DHCP: Client hardware address = 0zZ004C4F4F50
-0} pHCP
B DHCP: Host name S
1) DHCP: Boot file name = "
-1 DHCP
Q DHCP: WVendor Information tag = 63525363 |-
B DHCFP: Message Type = 1 (DHCF Discover)
B DHCP: Tnidentified tag 116
\D DHCP: Client identifier = 0102004C4F4F50
@ ecific IP add [172.16.0.100]
Q DHCP = "casgar” :I
\ Exnerf)\ Decode}\ Mefn'x)\ Hast Teb.l’e)\ Protocol Dist. )\ .S*teﬁsﬁcs}\ Fittered ?/
For Help, press F1 = A ol [ 1
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Paccmorpum  nmaker DHCPOFFER, mnopuepkHeM, 4TO  JaHHBIM  MAKET  IOCBUIAETCS
IIMPOKOBEIIATEIbHO Ha KaHAJIbHOM YPOBHE M OIPAaHMYEHHO MIMPOKOBEUIATENBHO HA TPETHEM YPOBHE,
BCIIOMMHAEM, JJIs 4Yero MAAHHBI IAKEeT OTHPABIAETCS HMEHHO C TaKUMHU aJpecaMu I0JIydaTes.
Anammzupyem naker DHCPREQEST, otMeuaem, 4ToO ¥ OH OTIPABIISIETCA ITUPOKOBEIIATEIIBHO HA BTOPOM
U OTPaHMUYEHHO LIMPOKOBEIIATEIBHO HA TPEThEM YPOBHE, BCIIOMUHAEM, KAKUE LIEIH MPECIENYET KIUEHT,



nocheltas maker TakuM oOpazom. Tak ke anammsupyem maker DHCPACK, momuepkuBaem, 4To W OH
OTIPABISETCA, TaK K€ KaKk M BCE NpEAbLIylIue MakeThl B CMBICIE aJpecoB MOJydareias Ha BTOPOM U
TpeTbeM ypoBHsAX. Kpome TOro, ormMedaem, 4To CTaHLMS IIOCJIE MOJYYEHHUS aJpeca MPOBEPSIET €ro ¢
nomoineio ARP 3anpocos, 1, yOeAMBIINCH, UTO € aAPECOM BCE B MOPSAKE HAUMHAET UM TOJIb30BAThCS.

=181

M Fle Monitor Capture Display Tools Database ‘Window Help ==l

v -|*‘i|M|§|m‘ ‘ | EI@IQ”

Mo, Status | Source Addresz Dest Addiess Summary Len [B] Rel. Time

1 Jul [0.0.0.0] [255.255.255.2558] DHCP: Regquest, Message type: DHCP Discover 342 0:00:00.0
HE [172.16.0.1]|[255.255.255.255] DHCP: Reply, Message type: DHCP Offer 34z o:o0:00.0
i 3 [0.0.0.0] [255.255.255.255] DHCP: Regquest, Message type: DHCFP Request 350 0:00:00.0
[ 4 [172.16.0.1]|[255.255.255.255] DHCP: Reply, Message type: DHCP Ack 34z o:00:00.0
| |5 0Z2004C4F4F 50| FFFFFFFFFFFF ARF: C FPA=[172.16.0.100] FRO=IF [1u} O:00:00.0

& 0zZ004C4F4F S0 FFFFFFFFFFFF ARP: C PRA=[172.16.0.100] PRO=IP 60 0:00:00.4
Hik 02004C4F4F 50| FFFFFFFFFFFF ARP: C PA=[172.16.0.100] PRO=IF 60 O:00:01.4
4| | ]

\D DLC: Destination = BROADCAST FFFFFFFFFFFF, Eroadcast ;I

D DLC:  Jource = 3tation 0Z004C4F4F50

Q DLZ: Ethertype = 0500 (IF)

L} pLC:
g% IP: ————- IF Header —--——-

) IP:

D IF: Version = 4, header length = 20 bhytes

Q IF: Type of serwvice = 00

B IF: ooo. ... = routine

B IP: L0 ... = normal delay

\D IpP: .... O0... = normal throughput

j IP: ve.. .0.. = normal reliability

Q IF: wees .0, = ECT hit - transport protocol will ignore the CE bit

B IF: cves «..0 = CE bhit - no congestion

13 IP: Total length = 328 bytes

\D IP: Identification = 33735

i IP: Flags = 0%

Q IF: 0.0 ... = may fragment

B IF: .00 ..., = last fragwent

B IF: Fragment offset = 0 bytes

\D IP: Time to live = 222 seconds/hops

.3 IP: Protocol = 17 (UDP)

Q IF: Header checkswum = S7DE (correct) I

B IF: Source address = [0.0.0.0]

B IF: Destination address = [Z55.255.255.2E55]

13 IP: No options hd|

\ Exnerf)\ DecodeA Mefn'x)\ Hast Teb.l’e)\ Protocol Dist. )\ .S*feb'sﬁcs/
For Help, press F1
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Sniffer - Local_3, Ethernet {Line speed at 10 Mbps) - [Good_addr.cap: Decode,

/7 Ethernet Frames]

=lel |

¥ File Monitor Capture Display Tools Database ‘Window Help =
| | alulda] & pamn =] | B[H] 82| olElse=sl@R 2 e &
Statuz | Source Address Dest Addiess Summary Len [B] Rel. Time
| | 1 Jul [0.0.0.0] [255.255.2858.255] DHCP: Redquest, HMessage type: DHCF Discover 342 0:00:00.0
[z [172.16.0.1]| [£55.255.255.255] DHCP: EReply, Message type: DHCP Offer 34z 0:00:00.0
L3 [0.0.0.0] [255.255.2585.255] DHCP: Reguest, Message type: DHCP Reguest 350 O:00:00.0
[+ [172.16.0.1]|[255.255.255.255] DHCP: EReply, Message type: DHCP Ack 34z 0:00:00.0
5 0zZ004C4F4F S0 FFFFFFFFFFFF ARP: C PA=[172.16.0.100] PRO=IFP 60 0:00:00.0
[ 6 0Z2004C4F4F 50| FFFFFFFFFFFF ARP: C PA=[172.16.0.100] PRO=IF &0 O:00:00.4
[ 7 0z2004C4F4F 50| FFFFFFFFFFFF ARP: € PA=[172.16.0.100] PRO=IF &0 0:00:01.4
4| | i
B DL Frame Z arrived at 15:25:07.2774; frame size is 342 (0156 hex) bytes. d
B DLC Destination = BROADCAST FFFFFFFFFFFF, EBroadcast
Q DL Source = Station 000CZ975F33C
1) DLC: Ethercype = 0800 (IF)
3 DL
a4 IF: ————- 1P Header ——-——-
) TP
Q IF: Version = 4, header length = 20 hytes
Q IF: Type of serwvice = 00
B IF: 000. ... = routine
B IF: .. 0 ... = normal delay
B IP: 0... = normal throughput
3 1P .0.. = normal relisbility
Q IF .0. = ECT bit - transport protocol will ignore the CE hit
B IF evss w20 = CE hit - no congestion
i} IP: Total length = 328 bytes
i} TP: Identification = 3188
13 IP: Flags = 0%
Q IP: .0.. .... = may fragment
B IF: a0 ... = last fragment
B IF: Fragment offset = 0 bytes
B IF: Time to liwve = 128 seconds/hops
.} IP: Protocol = 17 (UDE) i
Q IF: Header checksum = 5120 [correct)
B IF: Source address = [172.16.0.1]
B IF: Destination address = [Z55.Z55.255.255] ﬂ
Y Expert ) Decode i Matrix ) Host Table j_Protocol Dist. p_Statistics
For Help, press F1 = N el o
ﬂ_';'nycn| |&© @£ | &lcemeer ve ... | B #10-1cP... | @) #a-TcPIP-... ||55niffer-L... (& winz - [cil... | & Cereecen... | 33 | | B« #® WY W 15043
sniffer - Local_3, Ethernet {Line speed at 10 Mbps) - [Good_addr.cap: Decode, 3/7 Ethernet Frames] ;Iilﬂ
M Fle Monitor Capture Display Tools Database ‘Window Help =171l
_I_I_-I&Iﬁl_lloeraun =T 2| e @
Status | Source Address Dest Addiess Summary Len [B] Rel. Time
1 n [O.0.0.0] [255.255.255.255] DHCP: Recuest, Message type: DHCP Discover 342 O:00:00.0
fz [172.16.0.1]|[255.255.255.255] DHCP: Reply, Message type: DHCP Offer 34z 0:00:00.0
L |3 [0.0.0.0] [255.255.255.255] DHCP: Recquest, Message type: DHCFP Request 350 g:00:00.0
[]4 [172.16.0.1]|[255.255.255.255] DHCP: Reply, Message type: DHCP Aok 34z o:o0:00.0
| |5 0zZ004C4F4F 50| FFFFFFFFFFFF ARP: € PA=[172.16.0.100] PRO=IF &0 0:00:00.0
3 02004C4F4F 50| FFFFFFFFFFFF ARP: C PA=[172.16.0.100] PRO=IF 60 O:00:00.4
[ 7 02004C4F4F 50| FFFFFFFFFFFF ARF: C PA=[17Z.16.0.100] PRO=IF [u} O:00:01.4
4] | i
B DLC: Destination = BROADCAST FFFFFFFFFFFF, Eroadocast d
B DLC: Source = Ztation 02Z004C4F4F50
B DLC: Ethertype = 0200 (IF)
1 J DLC:
g% IP: ——-—=-- IF Header -----
) 1P
B IF: Version = 4, header length = Z0 hytes
B IF: Type of serwvice = 00
Q IP: aoo., = routine
Q IF: a0 s = normal delay
B IF: O0... = normal throughput
) 1P .0.. = normal relisbility
B IP: .0. = ECT bit - transport protocol will ignore the CE hit
Q IP: cves «..0 = CE hit - no congestion
J IF: Total length = 336 bytes
B IF: Identification = 33736
i} IP: Flags = 0%
B IP: S (E = may fragment
Q IP: .00 ... = lazst fraogment
Q IF: Fragment offset = 0 bytes
B IF: Time to live = 222 seconds/hops
i} IP: Protocol = 17 (UDE)
B IF: Header checksuwm = 57D5 (correct) I
Q IF: Source address = [0.0.0.0]
Q IF: Destination address = [Z55.Z55.255.255]
£} IP: Mo options hd|
Y Expert h Decode f Matix ) Host Table ) Protocol Dist. b Statistics f
For Help, press F1 = N ol
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niffer - Local_3, Ethernet {Line speed at 10 Mbps) - [Good_addr.cap: Decode, 4/7 Ethernet Frames]

=lel |

¥ File Monitor Capture Display Tools Database ‘Window Help =

ool st & o =1 | 2(H] 8l slmsleEslelR 2l e 2

Mo. Statuz | Source Address Dest Addiess Summary Len [B] Rel. Time

1 Jul [0.0.0.0] [255.255.2858.255] DHCP: Redquest, HMessage type: DHCF Discover 342 0:00:00.0
f z [172.16.0.1]|[255.255.255.255] DHCF: Reply, Message type: DHCP Offer 34z 0:00:00.0

3 [0.0.0.0] [255.255.28E.25E] DHCP: Reguest, Message type: DHCF Reguest 350 0:00:00.0
i 4 [172.16.0.1]|[255.255.255.255] DHCFP: Reply, Message type: DHCP Aick 34z 0:00:00.0

5 0zZ004C4F4F S0 FFFFFFFFFFFF ARP: C PA=[172.16.0.100] PRO=IFP 60 0:00:00.0
[ 6 0Z004C4F4FS0 FFFFFFFFFFFF ARP: C PA=[17Z.16.0.100] PRO=IF &0 0:00:00.4
7 0zZ004C4F4F S0 FFFFFFFFFFFF ARP: © PA=[172.16.0.100] PRO=IF &0 0:00:01.4
4| | 2

B DL Frame 4 arrived at 15:25:07.2549; frame size is 342 (0156 hex) bytes. d

B DLC Destination = BROADCAST FFFFFFFFFFFF, EBroadcast

Q DL Source = Station 000CZ975F33C

D DLC Ethertype = 0500 (IF)

3 DL
a4 IF: ————- 1P Header ——-——-

) TP

Q IF: Version = 4, header length = 20 hytes

Q IF: Type of serwvice = 00

B IF: 000. ... = routine

B IF: .. 0 ... = normal delay

B IP: e... 0... = normal throughput

3 1P vev. .0.. = normal relisbility

Q IP: «... ..0. = ECT hit - transport protocol will ignore the CE bit

B IF: evss w20 = CE hit - no congestion

i} IP: Total length = 328 bytes

i} TP: Identification = 3183

13 IP: Flags = 0%

Q IP: .0.. .... = may fragment

B IF: a0 ... = last fragment

B IF: Fragment offset = 0 bytes

B IF: Time to liwve = 128 seconds/hops

.} IP: Protocol = 17 (UDE) i

Q IF: Header checksum = 511F (correct)

B IF: Source address = [172.16.0.1]
B IF: Destination address = [Z55.Z55.255.255] ﬂ

Y Expert ) Decode i Matrix ) Host Table j_Protocol Dist. p_Statistics

&

For Help, press F1
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Yrunuta ipconfig.exe, 3amyieHHas Ha KJIUCHTE:

C:\>ipconfig /all

Hacrporika npoTokoJja IP nna Windows
VMg xkoMmopoTEPA . . . . . . . . . : Ccaesar
OcHoBHOM DNS-cybbmxc . . . . . . :
Tun ysjaa. . « « « « « « « « « .« . : HEU3BECTHHM
IP-MapupyTr3aumMda BKJIOYEHa . . . . : »a
WINS-OIpoKCHM BKJIOUEH . . . . . . . : »a

[logkJoUyeHMe IO JIOKaJlbHOM ceTu - Ethernet amanrTep:
DNS-cybdmKC 3>TOro HNOAOKJIOYEHMS . . :
Ommucaome . . . « + « « « « « . . @ Realtek RTL8139
dusuyeckur aipec. . . . . . . . . : 02-00-4C-4F-4F-50
Dhcp BKJIOUEH. . + . « « « .« « . . : @+Oa
ABTOHACTpPOMKAa BKJIOYEHa . . . . . : Ja
IP-aIpeC « « « & o « « « « « < o 172.16.0.100
Macka momceT . . . . . . . . . . @ 255.255.0.0
OCHOBHOM IJIO3 .« « &« « « o« o « « o ¢
DHCP-cepBEep . &« « &« v @« « « « . . :172.16.0.1

ApeHza moJiy¥yeHa . . . . . . . . . : 17 wBosbBpsa 2004 r. 15:28:08

ApeHOma McCTekKaeT . . . . . .

Tak xe ybemumcsi, 4TO B KOHCOJHU

. . . : 25 vHosbOps 2004 r. 15:28:08

ynpasinenuss DHCP cepepom, 4TO B mamke «apeHIOBaHHbBIE

ajJipecay MOsSBHIIACH 3aIlIMCh O HalleM KineHTe. OTMedaeM, 9To CepBep B X0J1¢ KOMMYHHUKAIUN ¢ KIIMEHTOM
BesicHIII ero MAC aapec (YHUKaIBHBIN KOJT) U MOHITHOE UM (caesar).



== x|
J fefcTere  Bua |J¢' -I|||@ |

CTPYKTYPA I ApEHAOBaHHEIE 3ApeCa
@ DHCP IP-aapec KNHEHTE | ma | ICTEHEHME CpOka SpeH Ak | THN | ¥HHEANEHEIM KO4 | ONHCaHHE |
= @, second.sm.oam [172.16.0,1] = 172.16.0,100 caesar, 25.11.2004 15:28:22 DHCP 02004c4F4F50

=1 Ofinacte [172.16.0.0] Test

“{[3) Mvn aapecos
R0 | peHADESHHEIE 30
[+ B PesepEHpoBaHe

P @ MNapaMeTpel 0GNacTH
“{{H NapameTpel cepeepa

EC3

| |
iﬂ"?tl‘m & HI@DHEP EMapmpwmaannmane...l AEIL: 1547

PaccmarpuBaem crienyromui nIpuMep: IMyCTh TEHeph KIUEHT IIPOCUT anpec, KOTOPBIA HE MOXKET
OBITH €My BbIZIaH, HO (POpMaIBHO 3TOT aApec MPUHAJICIKUT TOH ke ceTH, B KoTopoit DHCP cepBep Brimaer
aJpeca M3 CBOETO CKoma. [[is 3TOoro mpucBOoMM HalleMy KJIMEHTY ctatuudeckuil agpec 171.16.0.200, a
3aTeM IMepeBeieM KIMEHTa Ha JUHAMUYecKoe KOHQUrypupoBaHHE. YOeAuMCs, YTO KIUEHT MPOCHUT B
nakere DHCPDISCOVERY ToT aapec, KOTOpBIM MoOJIb30Bajcs paHee, a uMeHHO 172.16.0.200 (daiin

bad addr same net.cap):



:EE;Sniffer - Local_3, Ethernet (Line speed at 10 Mbps) - [Bad_addr_same_net.cap: Decode, 1,/11 Ethernet Frames]

E File Monitor Capture Display Tools Database ‘Window Help

v| o m| 88] | [Dorau v[‘ | =|H| &2 Sl e|=w

Mo, [Status | Source Address Len [B] Rel Time

1 [D.0.0.0] [255.255.255. : Requezt, Message type: DHCP Discowver 338 | 0:00:00.000| O0.000.00
fz [172.16.0.1] [255.255.255.255] DHCE: Reply, Message type: DHCP Offer 336 0:00:00.007| 0.007.000

3 [0D.0.0.0] [255.255.2558.25E] DHCP: Reguest, Message type: DHCF Discover 338 0:00:04.0029( 4.002.00
fq [172.16.0.1] [255.255.255.255] DHCP: Reply, Message type: DHCP Offer 338 0:00:04.011| 0.002.000

5 [0.0.0.0] [E55.255.255.255] DHCFP: Recguest, Message type: DHCP Discover 338 0:00:12.013 S.002.00
s [172.16.0.1] [Z55.255.255.255] DHCP: Reply, Message type: DHCP Offer 338 0:00:12.014| 0.001.000
f? [0.0.0.0] [€55.255.255.255] DHCFP: Regquest, Message type: DHCFP Reguest 346 0:00:12.019| 0.005.001
(= [172.16.0.1] [255.255,255,.255] DHCP: Reply, Message type: DHCP Ack 338 0:00:12.045| 0.026.000
L |2 0Z004C4F4F50 FFFFFFFFFFFF ARFP: C PA=[17Z.16.0.100] FRO=IFP =141 0:00:12.055| 0.010.000 |

10 0zZ004C4F4F50 FFFFFFFFFFFF ARP: C PA=[17Z.16.0.100] PRO=IF 56 0:00:12.932 0.877.00n
11 0Z004C4F4F 50 FFFFFFFFFFFF ARP: C PA=[17Z.16.0.100] PRO=IP 56 0:00:13.932 l.DDD.D_DIILI
4 | »

Q DHCP: Hardware address type = 1 (10Mb Ethernet) ;I

Q DHCP: Hardware address length = 6 hytes

0} pHCE:

10} DHCP: Hops =0

Q DHCP: Transaction id = 1245L97F

Q DHCF: Elapsed boot tCime = 0 zeconds

{0} DHCP: Flags = pooo

B DHCF: Ooer ties denn weas = No broadcast

B DHCP: Client self-assigned IP address = [0.0.0.0]

Q DHCP: Client IF address = [0.0.0.0]

Q DHCP: MNext 3erver to use in hootstrap [0.0.0.0]

Q LHCFP: Relay Agent = [0.0.0.0]

B DHCP: Client hardware address = DzZ004C4F4F50

10} pHCE:

Q DHCP: Host natme S

-1y DHCP: Boot file name = "

i} DHCE:

B DHCP: WVendor Information tag = 63525363

B DHCP: Message Type = 1 (DHCP Discowver)

Q DHCP: Tnidentified tag 116

Q DHCF: Client identifier = 0102004C4F4F50

@ DHCP: Bequest specific IP address = [172.16.0.200]

B DHCF: HostName = "cassar" j
N Expert ) Decode fi Matrix ) Host Tabie ) Protocol Dist  Statistics f
For Help, press F1 = N | 1
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OueBuAHO, JAaHHBIM aJApeC HE BXOAUT B CKOI, HACTPOCHHBIM HAMHU Ha CEpBEpE, TOITOMY CEpBEP HE
MOXET MPEAOCTaBUTh KIIMEHTY JaHHOTO aapeca. Ho cepBep, Kak v KIMEHT, CTPEMUTCS TIOMHUTh, KOMY OH
paHee BbIJIaBajl KaKue ajpeca, MO3TOMY BbIJIaeT KIMEHTY He Kakoi HU Oynb ajpec, a TOT aJipec, KOTOPbIH,
M0 MHEHHUIO CepBepa, KIMEHT MOJydaj B MPONUIBIA pa3 (HAIOMHHAEM, YTO CEpPBEP HIACHTHUPHUIHPYET
kiuenTta o ero MAC anpecy). KnueHT mosrygaeT 3To IpeioskeHne, HO OHO HE COOTBETCTBYET TOMY, UTO
KJIMeHT npocui. IIpu aTom ajgpec, KOTOpPBIM BbIIANI CEPBEP, HAXOAMUTCS B TOW K€ CETH, YTO U aJpec,
KOTOPBIN MPOCHJI KJIMEHT, a 3TO JAeT KIUEHTY HAAEXKIy, YTO BO3MOXKHO B 3TOM CETH HAWAETCA APYrou
DHCP cepBep, KOTOPbII CMOXKET BbIATh KIMEHTY *kenaeMblil aapec 172.16.0.200. ITostomy knuent HE
MIPUHUMAET IMOCTYNMBIIETO NPEIJIOKEHHs, a IOBTOPSIET Yepe3 HEKOTOPOE BpEMs CBOM 3ampoc
DHCPDISCOVER! U3 pucynka BuzaHo, uyto kiaueHT nostopsier ceoii DHCPDISCOVER npBaxas! (T.e.
Bcero moceuiaer Tpuy DHCPDISCOVER), ¢ unTepBanamu 4 u 8 CeKyHI COOTBETCTBEHHO, M KOT/Ia Ha
nocineauuit u3 aTux DHCPDISCOVER He noctynaer Toro npeioxKeHus, KOTOpOro *kA€T KIUEHT, TOIbKO
TOr/Ja JIMIIb KJIMEHT COrjalaeTcs NPUHATH npemioxenue aapeca 172.16.0.100, uto u pemaet, noceuias
naket DHCPREQEST. 3ameruM, 4yTo B MpOIUIOM IMpUMEpE BCs Mpolleaypa MOJydeHHs ajJpeca 3aHsia
okoJ10 1,4 cekyHIbl, B JAaHHOM € MpUMepe KIUESHT Moydan aapec okono 14 cexyna! Baxno, uToOb1 Be
YEeTKO NMOHMMAJIH, C YeM CBSI3aHbl PACCMOTPEHHBIE OCOOCHHOCTH B3aUMOJICHCTBUS, T.€. BAXKHO, YTOObI BbI
YUYUIIUCh TIPAaBUWIBHO MOHUMATh MPUPOAY 3aIEPKEK B CETU: OHU JIETKO OOBSCHUMBI U YaCTO JIETKO
yctpanuMbl. OueBUAHO, B CIEAYIOMMK pa3 Hall KIMEHT YKy He Oyaer mpocuth aapec 172.16.0.200, a
OyJZleT MPOCUTD MOCIECIHUIN UCTIOMB30BaBIIHiCS UM aapec 172.16.0.100, T.e. Bpeas MoI00HBIX 3aJIEPKEK B
CeTH He OyJeT.

Ecnu Obl KIIMEHT WM3HAYalbHO MPOCUJT aJpec, KOTOPBIM cepBep eMy HE MOKET MpelIOoCTaBUThb, HO
ATOT aJpec MPUHAANEKaN Obl KaKOW-TO ApYyroi cetw, TO Bce ObLIO OBl MpOIIe — paccMaTpuBaeM Ha
npumepe. IIpucBoum kimeHTy cratuueckuid aapec 192.168.2.2, nmepeBeneM KIHMEHTa HA JUHAMHYECKOE
MoJTydeHue ajipeca u npoananusupyem Tpaduk (daiin bad addr other net.cap):



niffer - Local_3, Ethernet {Line speed at 10 Mbps) - [Bad_addr_other_net.cap: Decode, 1/7 Ethernet Frames]

=lel |

File Monitor Capture Display Tools Database ‘Window Help ;Iilil

| | Ilﬂlﬁl _I IDefauIt l ‘ ‘ B|H| éll ||{:}|®|§| |@| EI @I g”

Mo. Statuz | Source Address Dest Address Summary Len [B|Rel. Time Delta Time

1 Jul [0.0.0.0] [255.255.255.285] DHCP: Regquest, Message type: DHCF Discover 338 0:00:00.000, 0O.000.000
fz [172.16.0.1] [255.255.255.255] DHCP: Reply, Message type: DHCP Offer 335 | 0:00:00.006| O.006.000
L3 [0.0.0.0] [255.255.25858,.2E5E] DHCP: Reguest, Message type: DHCF Reguest 346 0:00:00.013 0.007.000
[+ [172.16.0.1] [255.255.255.255] DHCP: EReply, Message type: DHCP Aok 335 | 0:00:00.051| O.038.000

5 0zZ004C4F4F 50 FFFFFFFFFFFF ARP: C PA=[172.16.0.100] FPRO=IF 56 0:00:00.059 0.008.000
i 3 02004C4F4F 50 FFFFFFFFFFFF ARP: C PA=[172.16.0.100] PRO=IF 56 0:00:00.985) 0.926.000

7 0z2004C4F4F 50 FFFFFFFFFFFF ARP:; © PA=[172.16.0.100] PRO=IF =1 0:00;01.285 1.000.000
«| | i
[ 2 DHCP: ————- DHCP Header ———-- -]

103 DHCP

\D DHCP: EBoot record type = 1 [Redquest)

D DHCP: Hardware address type = 1 [(10Mb Ethernet)

Q DHCP: Hardware address length = & hytes

-0} pHCP

1) DHCP: Haops =0

\D DHCP: Transaction id = FFODA&OO

D DHCFP: Elapsed hoot time = 0 zeconds

.0} DHCP: Flags = pooo

-0} pHCP 2 = No broadeast

B DHCP: Client self-assigned IP address = [0.0.0.0]

\D DHCP: Client IF address = [0.0.0.0]

D DHCP: MNext 3erver to use in hootstrap = [0.0.0.0]

Q DHCFP: Relay Agent = [0.0.0.0]

B DHCP: Client hardware address = 0zZ004C4F4F50

103 DHCP

\D DHCP: Host name ELL

1) DHCP: Boot file name = "

-3 pHCP

B DHCP: WVendor Information tag = 63525363 I

B DHCP: Message Type = 1 [(DHCP Discower)

\D DHCP: TUnidentified tag 116

D DHCP: Client identifier = 0102004C4F4F50

“P: Request specific IP addr 2

.0} DHCP: HostMame = "caesar"” =l
Y Expert ) Decode i Matrix ) Host Table j_Protocol Dist. p_Statistics
For Help, press F1 = N el o

Jt‘ﬂycl(l J a8 E 2 J & Cepeep ... I | #9-TCPL., | () WWin2 - [C.. | & CeTeste., | B CiwIND... IISSnlffer— B #10-TCP.. | ) Metwork . | J En |
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Bunano, uro kmmeHT mpocut ampec 192.168.2.2, emy npemnarator 172.16.0.100 (cepBep mOMHHUT,
KaKUM aJapecoM Tosb3oBajics obnamarens naHHoro MAC anpeca paHee), U KIMEHT cpa3dy NPUHUMAET
JTAaHHOE TIPEIOKEHHE, TaK KaK OYEBUJIHO, B CETH, TJI€ MpeyIaratoT ajapeca u3 auanazona 172.16.0.0/16 we
npeuiokat aapeca u3 cetu 192.168.2.0/24, Takum 00pazoM KIMEHT 0€3 JIMIIHUX MPOBOJOYEK MOTydaeT
HEOOXOAMMBIN asipec.

Taxk e MOXHO TMOTBITATHCS CBIMUTUPOBATH CUTYAIUIO, KOTIa KJIMEHT HE IPOCUT BOOOIIIE HUKAKOTO
aapeca B makere DHCPDISCOVER, mist 3Toro HeoOXoauMo, K MPUMEPY, YJIaduTh U BHOBb J00aBUTH
uHTEepdeiic KINEHTy, UMUTUPYS TeM caMbIM HOBBIH amantep 6e3 «ucropum». DHCP Tpaduk B Takom
clydae BechbMa MpoCT — kiaueHT Huyero He mpocuT B nakere DHCPDISCOVER u monydaeTr nepBblil
cBOOOIHBIN azipec u3 ckoma cepsepa (¢aitn no_addr.cap):



niffer - Local_5, Ethernet {Line speed at 10 Mbps) - [no_addr.cap: Decode, 177 Ethernet Frames] - |ﬁ'|1|

File Monitor Capture Display Tools Database ‘Window Help ;Iilil
S R N v[‘ ‘ =] =] *
Mo. Statuz | Source Address Dest Address Summary Len [B|Rel. Time Delta Time £
1 Jul [0.0.0.0] [255.255.255.285] DHCP: Regquest, Message type: DHCF Discover 342 0:00:00.000, 0O.000.000
fz [172.16.0.1] [255.255.255.255] DHCP: Reply, Message type: DHCP Offer 34z 0:00:00.005| 0.005.311
L3 [0.0.0.0] [255.255.25858,.2E5E] DHCP: Reguest, Message type: DHCF Reguest 350 0:00:00.009 0.003.817
[+ [172.16.0.1] [255.255.255.255] DHCP: EReply, Message type: DHCP Aok 34z 0:00:00.032| 0.022.978
5 0z004C4F4F50 FFFFFFFFFFFF ARF: C PA=[172.16.0.50] FRC=IF &0 0:00:00.103 0.071.687
[ 6 02004C4F4F 50 FFFFFFFFFFFF ARP: C PA=[172.16.0.50] PRO=IF &0 0:00:00.508| 0.704.387
7 0z2004C4F4F 50 FFFFFFFFFFFF ARP: C PA=[172.16.0.50] PRO=IF 1] 0:00;01.508| 1.000.187
I | i
Q DHCP: Relay Agent = [0.0.0.0] ;I
Q DHCF: Client hardware address = 0Z004C4F4F50
-0} DHCE:
B DHCP: Host name S
.} DHCP: Eoot file name = "
103 DHCP:
Q DHCF: Vendor Information tag = 635325363
B LHCFP: Message Type = 1 [(DHCF Discover)
B DHCP: Unidentified tag 116
B DHCP: Client identifier = 0102004C4F4F50
Q DHCP: HostName = "cassar"”
Q DHCFP: Class identifier = 4D534654Z035ZE30
B DHCP: Parameter Regquest List: 11 entries
B DHCF: 1 = Client's subnet mask
B DHCF: 15 = Domain name
Q DHCP: 3 = Routers on the client's subnet
Q DHCF: 6 = Domain name Server
B DHCF: 44 = MNetBIOSZ over TCP/IP name sServer
B DHCFP: 46 = NetBIOS over TCP/IF node type
B DHCF: 47 = NetBIOZ over TCPR/IP scope
Q DHCP: 31 = Perform router discovery
J DHCP: 33 = Static route
-} DHCP: 249 = Unknown Option
B DHCF: 43 = Vendor specific information
-0 pHCP: ||
ooooooon; ££ £f ££ ££ ££ ££f 02 00 4o 4f 4f 50 05 00 45 00 gasaaa.  LOOF..E. jl

For Help, press F1 @ ,_ A= | ﬁ | ,_
Lf*ﬂycn' |&® &L | Ewne-.. | & ceres... | @ citwmn... | &)cBoe... [ G sniffer.. 510 | &0 #5-1cp... | By 101 | | |« W A ) et

Hanee paccmorpum emte oaud Bapuant DHCP B3aumoneiictBus, onucannublii B RFC2131. B tom
ciyuae, ecan DHCP ximeHT moMHHUT, Kakoi agpec oH ncnoib3osai panee, To oH MOXET (Ho He 00s13aH)
IIPOIIYCTUTh HEKOTOPbIE PACCMOTPCHHbIE HAaMM paHee Imaru. KIMEHT MOKeT IMPOKOBEUIATEIIBHO
otnpaBuTh naker DHCPREQUEST, B xotopoMm HE nomkeH ¢ mOMOIIBIO YyIOMSHYTONH HAMU paHEe OMNIUU
COOOMINTH CepBepy, Kakoi ajapec oH xoren O0bl moyunTh. CepBep HE moimkeH mpoBepsITh TaHHBIN ajpec
Ha BO3MOXHBIE KOHQIIUKTHI ¢ ToMomsio ICMP 5x0 3anpocoB (eciu BOOOIIE BHINOIHACT TaKUe MPOBEPKH,
JeTanbHee 00 TOM MbI IOTOBOPUM IO3/IHEE), TaK KaK KJIUEHT MOXET OTBETUTh Ha 3TOT 3ampoc. JlaHHbII
Coco0 B3aMMOJACUCTBUS SBISETCS BEChbMa BBITOJHBIM, TaK KaK YMEHBIIIAET KOJMYECTBO OTHPABISIEMbIX B
CETh IIAKETOB, KOTOPBIE K TOMY XK€ €IlI€ M IIMPOKOBEIIATECIIBHBIE HA KAHAJbHOM YPOBHE M OTPAHHYEHHO
IIMPOKOBEIIATEIbHBIE Ha CeTeBOM YpoBHE. Takum obOpaszom geiictByior MHorue DHCP knmenTtsl B
omnepannoHHoN cucteme Linux, kak Mbl yxke Buaenu, DHCP kmuent Windows BBITTONTHSET TOTHBIC
KOMMYHHMKaIK. PaccMOTpUM Takoe B3aMMOAEHCTBHUE HA ITPAKTUKE B aHAIM3aTOPE MPOTOKOJIOB. [l 3TOrO
paccmotpum npumep (¢aiin dhclient.cap):



niffer - Local_3, Ethernet {Line speed at 10 Mbps) - [dhclient.cap: Decode, 12 Ethernet Frames] - |ﬁ'|1|

¥ File Monitor Capture Display Tools Database ‘Window Help =

oo alulta] S poer 1| | @l 815 SlslolelESleln 2] ©f &

Mo. Statuz | Source Address Dest Address Summary Len [B|Rel. Time Delta Time £
|:|1 Jul [0.0.0.0] [255.255.255.285] DHCP: Regquest, Message type: DHCF Reguest 342 0:00:00.000, 0O.000.000

z [192.1658.0.42] [255.255.255.255] DHCP: EReply, Message type: DHCP Ack 354 0:00:00.001| 0.001.686
4] | i
[ 25 DHCP: ————- DHCP Header ———-—- -]

.0} pHCE:

B DHCP: Boot record type = 1 [Request)

\D DHCP: Hardware address type = 1 [(10Mh Ethernet)

D DHCP: Hardware address length = 6 hytes

03 DHCP:

0} DHCP: Hops =0

B DHCP: Transaction id = FEDDDAAC

\D DHCP: Elapsed boot Time = 0 zeconds

1) DHCP: Flags = Qooo

Q DHCF: Dove veen wnen aaas = No broadcast

B DHCP: Client self-assigned IF address = [0.0.0.0]

B DHCP: Client IFP address = [0.0.0.0]

\D DHCP: MNext 2erwver to use in hootstrap = [0.0.0.0]

D DHCFP: Relay Agent = [0.0.0.0]

Q DHCP: Client hardware address = O0OCZO9SFATAS

.0} pHCE:

B DHCP: Host name S

1) DHCP: Boot file name = "

-1 DHCP:

Q DHCP: WVendor Information tag = 63525363

B DHCFP: Message Type = 3 (DHCF Redquest)

@ DHCP: Regquest specific IP address [192.168.0.213]

\D DHCP: Parameter Request List: 10 entries |

D DHCF: 1 = Client's subnet mask

Q DHCF: 28 = Broadcast address option

.0} pHCE: Z = Time offset

B DHCP: 3 = Routers on the client's subnet

103 DHCP: 15 = Domain nsame ;I

\ Expert )\ Decoge A Matrix )\ Hast Tabie )\ Protocol Dist, )\ Slatistics /

For Help, press F1 [0BKoM - Microsoft Inbernet Explorer | A8 | el i |24
It‘ﬂrcl(l @03 a | &Hinnes | &) ososreraten... | &) osrkom - Micro... | &1 1 vipaiHcHK... | (5 10 | =9 #10-7cPrP.do.. | T W 1:3
B«
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Bugno, yto kimeHT HaumHaeT B3aummozeicTtBue cpady ¢ makera DHCPREQUEST, uyto Bmosne
cootBeTcTByeT RFC2131 u Ham cepBep moxa ynpaieanem Windows 2000 mogmepKuBaeT TakOW CTHIIb
paboOTHI KITUEHTA.

Tenepb paccMOTPUM CJEIYIONIYIO IITATHYIO CUTYAlMI0 — KJIMEHT OOHOBISET aapec, KOTOPBIM
MOJIb3YETCS, TaK KaK 3TO HEOOXOIMMO clieJaTh B COOTBETCTBUU CO BPEMEHEM apeH]Ibl, KOTOPOE YCTaHOBUII
cepBep. Pazymeercs, Mbl He OyieM KJaTh UCTEUEHHsI 3TOTO BPEMEHH, IIPOCTO AaTUM KoMaHay ipconfig.exe
/renew Korja y KJIHMEHTa yKe ecTh aapec, moiaydeHHbii or DHCP cepsepa. [Ipoananusupyem momydeHHbII
Tpaduk B ananuzarope ((paiia renew.cap), YTo Mbl yBUIUM? Bo-TIepBBIX, TpaQHUK COCTOUT U3 JIBYX MAKETOB
(xak yxxe roBopmwiock Hamu paHee), DHCPREQEST u DHCPACK. Bo-BTopsiX, Tpaduk HE HCTIOIB3YyET
IIMPOKOBEIIIAHKE, A SBIISIETCS HANPaBJICHHBIM, YTO HEYJIMBUTEIbHO, TaK KaK y KJIMEHTA B 3TOM CUTyaluu
yxe ecthb IP anpec. Kpome Toro, Mbl BumuMm, uto nepen oomenom DHCP nakeramu knueHT noceiiaet ARP
3ampoc cepBepy — 3T0 oObuHbI ARP 3ampoc, mochutaeMblii ¢ caMoil 4TO HUM Ha €CTh MPSMOU IENbI0 —
Beisiciennst MAC anpeca DHCP cepBepa, 4to HeoOXoAuMMO [JIsi OTIPABKH €My HAMPABJICHHBIX KaJIpOB
KaHaJbHOrO YpoBHsS. Tak € OTMETHM, YTO MOCJIE€ TaKOW IPOBEPKHU, €CIIM OHA KOHEYHO 3aBEpILINIACh
yAauyHO, Kak B HaeMm mnpumepe, ARP 3ampocel ans mpoBepku TyOauMpoBaHUS ajpeca HE IMOCBLIAIOTCH,
JNENUCTBUTENBHO, KIUEHT MPOCTO MPOAOKAET MOJIb30BATHCS JAHHBIM aJIPECOM.



:3-_-'?'_5;5niffer - Local_5, Ethernet {Line speed at 10 Mbps) - [renew.cap: Decode, 3/4 Ethernet Frames] - |ﬁ'|1|

!'_. File Monitor Capture Display Tools Database ‘Window Help ;Iilil

S R N v[“ﬁqﬂl * Zﬂﬁ%,ﬂﬂ‘

Mo. Statuz | Source Address Dest Address Summary Len [B|Rel. Time Delta Time £
| |1 " 02004C4F4F 50 FFFFFFFFFFFF ARP: C PA=[172.16.0.1] PRO=IF &0 0:00:00.000 0O.000.000
| |2 O00CZ975F33C 02004C4F4F 50 ARF: R PA=[172.16.0.1] HA=0DQCZS7SF33C FRO=IF| 60 0:00;00.008 0.003.279
L3 [172.16.0.50] [172.16.0.1] DHCP: Reguest, Message type: DHCF Reguest 342 0:00:00.008, 0.000.081

4 [172.16.0.1] [172.16.0.50] DHCP: EReply, Message type: DHCP Aok 34z 0:00:00.243| 0.235.460
il | »
- .I3DLC: Destination = Station OOOCZ975F33C -]

D DLC:  Jource = 3tation 0Z004C4F4F50
Q DLZ: Ethertype = 0500 (IF)
L 3Lc:
i Y@ TP: D=[172.16.0.1] S=[172.16.0.50] LEN=308 ID=9459
789 UDP: D=67 S=63 LEN=30%
=8 DHCP: ————- DHCP Header ————-
03 DHCP:
B DHCP: Boot record type = 1 [Recquest)
B DHCP: Hardware address type = 1 {(10Mh Ethernet)
\D DHCP: Hardware address length = & hytes
-1 DHCP:
0} DHCP: Hops =0
B DHCP: Transaction id = 70ZBA331
B DHCP: Elapsed boot time = 0 seconds
1) DHCP: Flags = nooo
D DHCF: a5 aona dooo ooao = No broadcast
Q DHCP: Client self-assigned IF address = [17Z.16.0.50]
D} DHCP: Client IP address = [0.0.0.0] e
B DHCP: Mext Serwver to use in hootstrap = [0.0.0.0]
\D DHCP: Relay Agent = [0.0.0.0]
D DHCP: Client hardware address = 0Z004C4F4F50
03 DHCP:
B DHCP: Host name S
1) DHCP: Boot file name = "
103 DHCP:
D DHCP: Vendor Information tag = 63525363
Q DHCFP: Message Type = 3 ([(DHCF Redquest)
R rircms 1 4mee < i e S =

Y Expert ) Decode i Matrix ) Host Table j_Protocol Dist. p_Statistics

For Help, press F1 @ ,_ A= | ﬁ |
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PaccmoTpuMm crnenyromuii mpuMep: MyCTh KIMEHT CHOBA MBITAETCS MPOAOKUTH MOJB30BaTHCS
HEKOTOPBIM aJIpECOM, HO CEPBEP OTKA3bIBAET €My B ATOM. OHOM M3 NPUYMH TOTO, YTO CEPBEP OTKA3bIBAET
KJIIMEHTY MOXET ObITh M3MEHEHHE HACTPOEK Ha cepBepe. Hanpumep, y knuenta 0but agpec 172.16.0.50, HO
aIMMHHCTPATOP HACTPOMJI PE3EPBUPOBAHUE, KOTOPOE MPEANOIaraeT Bblaauy KiueHTy ajgpeca 172.16.0.60.
Korga knmweHT mombITaeTcs MNPOUIMTH apeHAy cBoero aapeca 172.16.0.50 cepep OyaeT BBIHYXJICH
OTKa3aTh KIHMEHTY M 3aTeM Ha3HauuTh emy azapec 172.16.0.60. [IpomemoHCTpupyeM 3TO Ha NPAKTUKE
(daiin renew NACK.cap). Mb1 Buaum, uto kiaueHT nockutaer DHCPREQEST B Hamexae 0OHOBUTH CBOM
aapec, Ho B otBeT nosydaer or cepBepa DHCPNACK, mocie 4ero KIMEHT BBIHYXIEH HayMHATh
B3aumoeiicteue ¢ DHCP cepepom ¢ camoro Havana, T.€. ¢ nocbuiku naketa DHCPDISCOVER, npuyem
B 3TOM IIaKeTe KIMEHT YXe He IMPOCUT cebe HUKAKOTro aapeca, TaKk KaK TOT aApec, KOTOPBIA KIUEHT XOTel
on1 monyunth emy YJKE cepBep oTkazancs BblIaBaTh. Tak e 0OpaThTe BHHUMaHHE HAa TO, YTO YTHIIATA
ipconfig.exe paboTaeT He CIMIIKOM KOPPEKTHO: OHA BBIAAET HA SKpaH cooOueHne 00 ommoke, mpuyeM ero
TEKCT KpailHe He BHSTEH, B TO BpeMs KaK Ha caMOM JIeJie B3aUMOJICHCTBUE 3aBEPIIMJIOCH BIIOJHE
KOPPEKTHO, T.K. KJIIMEHT Bce ke nomyudun IP agpec, XoTs u HE TOT, KOTOpBIM Ipocuil. B Tom, 4to angpec
MOJTy4YeH, MOKHO YOeauTcs1, 1aB KoMaHy ipconfig.exe:

C:\>ipconfig /renew
Hacrporika npoTokoJja IP nna Windows

[Ilpomszouuia ommbka Npu OOHOBJIEHUM MHTepderca "llomkJjoyeHMe I10 JioKajlbHOM ceTm 4": OT
Ka3aHO B IOCTyIe.

C:\>ipconfig
HacTporika npoTokoja IP mis Windows
[lopgkJyoyeHMe 110 JioKajlbHOM ceTu - Ethernet amanrTep:

DNS-cydbdmKC 3>TOTO NOAOKJIIOUEHNS :
IP-ampeCc . « « « « « « « « « « . 172.16.0.60
Macka nmomceT™ . . . . . . . . . . : 255.255.0.0
OCHOBHOM UIJIIO3 :



niffer - Local_5, Ethernet {Line speed at 10 Mbps) - [renew_NACK.cap: Decode, 2/9 Ethernet Frames] o ||5' |5|
File Monitor Capture Display Tools Database ‘Window Help o Iﬁl Iil

v ol m[*u]da] K oo v[‘|ﬁ4ﬂ|é§ﬁ =
Ma. Statuz | Source Address Dest Address Summary Len [B|Rel. Time Delta Time £
L |1 Jul [172.16.0.50] [172.16.0.1] DHCP: Reguest, Message type: DHCF Eeguest 342 0:00:00.000( O.000.000
[z [172.16.0.1] [172.16.0.50] DHCP: Reply, Message type: DHCP NAE 34z 0:00:00.008 0.008.222
L3 [0D.0.0.0] [255.255.2558.25E] DHCP: Reguest, Message type: DHCF Discover 342 0:00:01.102 1.094.081
[]4 [172.16.0.1] [255.255.255.255] DHCP: Reply, Message type: DHCP Offer 34z 0:00:01.106| 0.003.709
L |5 [0.0.0.0] [E55.255.255.255] DHCFP: Recguest, Message type: DHCFP Regquest 350 0:00:01.105| 0.002.607
[1e [172.16.0.1] [Z55.255.255.255] DHCP: Reply, Message type: DHCP Aok 34z 0:00:01.140| 0.031.906
L7 02004C4F4F 50 FFFFFFFFFFFF ARP: C PA=[172.16.0,60] PRO=IF &0 0:00;01.1458| 0.008,.289
=] 02004C4F4F50 FFFFFFFFFFFF ARP: C PA=[172.16.0.60] PRO=IF &0 0:00:01.939| 0.790.746
] 9 02004C4F4F50 FFFFFFFFFFFF ARFP: C PA=[17Z.16.0.60] FPRO=IF i) 0:00:02.939 1.000.167
4] | 2+
43 DHCE: =
i) DHCP: Hops =0
B DHCP: Transaction id = T31F9z45
Q DHCP: Elapsed bhoot time = 0 seconds
-1y DHCP: Flags = 3000
Q DHCF: lowe ovns vavs waa. = Broadoast IP datagrams
B DHCP: Client self-assigned IF address = [0.0.0.0]
B DHCP: Client IF address = [0.0.0.0]
Q DHCP: MNext Serwver to use in hootstrap = [0.0.0.0]
Q DHCFP: ERelay Agent = [0.0.0.0]
Q DHCP: Client hardware address = 02004C4F4F50
0} pHCE:
B DHCF: Host name L
1) DHCP: Boot file name = "
10§ DHCP:
Q DHCFP: Vendor Information tag = 635325363
B DHCFP: Message Type = 6 (DHCF MNAE)
B DHCP: Zerwver IFP address = [172.16.0.1]
10§ DHCP: =
N Expert ) Decode fi Matrix ) Host Tabie ) Protocol Dist  Statistics f
For Help, press F1 = N | [
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PaccmarpuBaem crnenmyromuii  mpumep — wucnonb3oBanue coobmennss DHCPRELEASE. C
MOMOIIBIO TOTO COOOIIEHUS, KAK TOBOPHJIOCH BHINIE, KIMEHT COOOINAeT CepBEpy, YTO OH OOJbIIE HE
cobupaeTcsi Moab30BaThCs AaHHBIM ajapecoM. Hampumep, Takoe cooOmieHue moikHbI nockiiate DHCP
cepBepy KIMEHTHI, KOTJa 3aBeplialoT paboTy B ceTu. Ho ¢ momompio yTuauThl ipconfig.exe MOMKHO
3actaButh DHCP kimeHTa mociaTh Takoe cOOOIEHHE M OCBOOOAMTH aapec, MCIONb3ys Kitou /release.
[TponemoHcTpHpyeM Kak 3To paboTaeT. 3acTaBum y3en noinyuuts aapec or DHCP cepsepa, a 3arem naaum
KoMaHny ipconfig.exe /release, mpoBeaem aHanmuza Tpaduka, yOeaumcs, 4TO KJIMEHT yTpaTWi aapec, a
CepBep CUMTAET NaHHBIN agpec cBOOOAHBIM ((aiin release.cap).

Pesynbrat pabotsl yTunuThl ipconfig.exe:

C:\>ipconfig /release
Hacrporika nporoxojya IP mna Windows
[logkJoUeHMe IO JIokaJilbHOM ceTu - Ethernet amanrTep:

DNS-cydbdmKC 3TOTr0 MHNOOKJIOYUEHMUS . .
IP-ampec . . . .+« o+ o+ ¢ . .0 e
Macka IHOLOCETM . =« « o « o o « o =
OCHOBHOM HUJTIO3 . « « « « « o « o« .

0.0.0.0
0.0.0.0

Tpaduk B aHanu3aTrope MOKa3bIBACT HAM, YTO JAHHBIH MaKeT HE MOJTBEPHKAACTCS CEPBEPOM, UTO
O3Ha4aeT, YTo B Clydyae MOTEPU JAHHOTO MaKeTa CEpBEP HE CMOXKET KOPPEKTHO OCBOOOIHMTH TAaHHBIN
ajZipec, 4TO COIJIACYeTcsl ¢ TeM, O 4YeéM TOBOPHUJIOCH BBIIIE M B TaKOM ciydae ajpec OyaeT CHOBa
3aJleicTBOBaH JMOO MO OKOHYaHMM CpPOKa apeHjbl, JUOO KOrja JaHHbIM KIMEHT CHOBAa MOIbBITaeTCs
MOJYYHUTb JaHHBIN ajpec.
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[No.  [Status [Source Address | Dest Address | Summiary | Len [B]Rel. Time | Delta Time B
[t [ [[172.16.0.60] [[172.16.0.1] |DHCP: Request, Message type: DHCP Release 342 | 0:00:00.000] 0.000.000)
«| | i
@ UDLF: Jource port = 68 (Bootpeo/DHCP) d
@ ULF: Destination port = 67 [(Bootps/DHCP)
- EJ UDP: Length = 308
& UDF: Checksum = 1534 (correct)
@ ULF: [300 byte(s) of data]
- LB upp:
285 pHCP: ————— DHCP Header ————-
03 DHCP:
Q DHCP: Boot record type = 1 [Request)
B DHCP: Hardware address type = 1 [(10Mh Ethernet)
B DHCP: Hardware address length = 6 hytes
.0} pHCE:
1) DHCP: Hops =0
Q DHCF: Transaction id = B5645C73
B DHCF: Elapsed hoot time = 0 zeconds
.0} DHCP: Flags = 8000
B DHCF: ilogo o000 Gooo oooo = Broadeast IP datagrams
Q DHCP: Client self-assigned IP address = [172.16.0.60]
Q DHCP: Client IF address = [0.0.0.0]
B DHCP: Mext 3erwver to use in hootstrap = [0.0.0.0]
B DHCFP: Relay Agent = [0.0.0.0]
B DHCFP: Client hardware address = Dz004C4F4FS0
103 DHCP:
Q DHCF: Host name LR
.0} DHCP: Eoot file name = "
03 pHCE:
B DHCP: Wendor Information tag = 63525363
Q DHCP: Message Type = 7 [(DHCP Release)
Q DHCFP: 3Zerver IF address = [172.16.0.1]
Q DHCP: Client identifier = 0102004C4F4F50
.0y pHCP: =
Y Expert b Decode £ Matrix i, Host Table f Protocol Dist. p, Statistics [
For Help, press F1 = N el [
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Teneps MOCTpOUM C€Th, B KOTOPOW pean3yeM CHUTYalldi0, B KOTOPOH MOCBUIAIOTCS COOOIICHHS
DHCPDECLINE. HamomuHaeM, 4To 3TO MPOUCXOAUT B Cllydae, €ClIM KOrJa KIUEHT IMOJy4aeT OT CepBepa
IP agpec, HO npu TipoBepke AyOIUpOBaHMS JAHHOTO ajapeca ¢ moMoIibio ARP 3anpocoB KIIMEHT BBISCHSIET,
9TO 3TOT aJpec yXKe HCIOJIb3yeTcs KeM-To U yBemomusieT ¢ momolnbio coobmernss DHCPDECLINE
cepBep 00 3ToM. Kak MokeT BO3HUKHYTh Takas cutTyanus? Hampumep, Ha OZHOM H3 Y3JIOB CETH
cratuuecku ykazan [P anpec, mpunamiexanuii ckomry DHCP cepepa, u korna cepBep BbIIAET 3TOT aApec
KIIMEHTY, MOJy4aeTcs BbIIICONHCAaHHAs HEeNpUATHOCTh. CKOHGUTYpHpYEeM OJHWH M3 Y3JIOB Halle CeTH
CTaTMYECKN Ha WHCIIOJIb30BaHHME HekoToporo IP anpeca, nampumep, 172.16.0.60 m oTkirouuM moka
unrepderic. «Ilomoxem» KIMEHTY «3axoreTh» mnoinyunth oT DHCP cepBepa mmeHHO STOT ajpec,
IIPEIBAPUTENIBHO TOXKE JaB €My craTtudeckuil azapec 172.16.0.60, 3areM mnepeBeieM KIMEHTa Ha
WCIIOIh30BaHUE TUHAMUYECKOTO ajpeca M yoemumcs, 4to kiueHT nonyduwn oT DHCP cepBepa mmeHHO
aapec 172.16.0.60. 3arem ocBobouM naHHbBIN agpec ¢ noMoribio komanasl DHCPRELEASE u Brirounm
nHTepderic BTOPOTO y3J1a, KOTOPBIA CTAaTUHYECKH HACTPOCH Ha MCMOab30BaHue aapeca 172.16.0.60. Tenepp
BCE T'OTOBO JUISI AKCIIEPHUMEHTA: B CETH €CTh y3€J CO CTAaTHYECKH CKOH(HUrypupoBaHHbIM IP axpecom
172.16.0.60, u ecTb y3en, MOKa aapeca HE MMEIOUIMKA, HO OH MOMbITaeTcss monpocuth y ceoero DHCP
cepBepa MMEHHO 3TOT aJpec U Moiydur ero, Tak kak DHCP cepBep moHsATHS HE UMEET O TOM, UTO aJpec
172.16.0.60 craTuyeckun HCHONB3yeTCS B CceTU. PaccmaTpuBaeM npuMep C TOMOIIBIO aHAIM3aToOpa
Tpaduka, 1aB Ha DHCP ximente komanay ipconfig.exe /renew (¢aiin decline.cap):
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Mo. Statuz | Source Address Dest Address Summary Len [B|Rel. Time Delta Time £
| |1 Jul [0.0.0.0] [255.255.25858.285] DHCP: Regquest, Message type: DHCF Discover 342 0:00:00.000( O.000.000
| |2 [172.16.0.1] [255.255.255.255] DHCF: Reply, Message type: DHCP Offer 342 0:00:00.,00z2| 0.002.911
L3 [0.0.0.0] [255.255.25858,.2E5E] DHCP: Reguest, Message type: DHCF Reguest 350 0:00:00.004 0.001.540
Bk [172.16.0.1] [255.255.255.255] DHCF: Reply, Message type: DHCP Ack 342 0:00:00.009| 0.004.634

5 0zZ004C4F4F 50 FFFFFFFFFFFF ARP: C PA=[172.16.0.60] PRO=IF &0 0:00:00.045 0.039.119
[ 6 000CZ9023338 0Z004C4F4F5S0 ARP: R PAL=[172.16.0.60] HAL=00OCZ90Z3338 PRO=I|60 0:00:00.049| 0.001.701
f? 000CZ9023338 FFFFFFFFFFFF ALRP: © PAL=[172.16.0.60] PRO=IF 4z 0:00:00.,050| 0.000.095

g8 [0.0.0.0] [255.255.255.255] DHCP: Regquest, Message type: DHCF Decline 342 0:00:00.127 0.077.127
ig [0.0.0.0] [255.255.255.255] DHCFP: Request, Message type: DHCP Discover 342 0:00:10.155| 10.0258.303

10 [172.16.0.1] [255.255.255.255] DHCP: Reply, Message type: DHCP Offer 342 0:00:10.157| 0.002.286
f 11 [0.0.0.0] [255.255.25858.285] DHCP: Regquest, Message type: DHCF Reguest 350 0:00:10.182 0.024.734
| |12 [172.16.0.1] [255.255.255.255] DHCF: Reply, Message type: DHCP Ack 342 0:00:10.185| 0.003.137

13 0zZ004C4F4F 50 FFFFFFFFFFFF ARP: C PA=[172.16.0.50] PRO=IF 60 0:00:10.220| 0.034.779
| |12 0zZ004C4F4F 50 FFFFFFFFFFFF LRP: C PAL=[17Z.16.0.50] FRO=IF 60 0:00:11.164| 0.944.226

15 0zZ004C4F4F 50 FFFFFFFFFFFF ARP: C PA=[172.16.0.50] PRO=IF &0 0:00:12.165 1.000.9589
| | i

Q DHCP: Transaction id = 21133EB33 d

B DHCP: Elapsed boot time = 0 zeconds

1) DHCP: Flags = nooo

\D DHCP: EE cver w... = No broadoast

D DHCP: Client self-assigned IF address [172.16.0.60]

Q DHCFP: Client IFP address = [0.0.0.0]

B DHCP: MNext 3erver to use in hootstrap [0.0.0.0]

B DHCP: Relay Agent = [0.0.0.0]

\D DHCP: Client hardware address = 0Z004C4F4F50

-1 DHCP:

Q DHCP: Host name S

.} DHCP: Boot file name = "

103 DHCP:

\D DHCP: Vendor Information tag = 63825363

D DHCFP: Message Type = 4 [DHCF Decline)

B DHCP: Client identifier = 0102004C4F4F50

B DHCP: Regquest specific IP address = [17Z.16.0.60]

B DHCP: Zerver IFP address = [172.16.0.1]

-0 DHCP: =
Y Expert ) Decode i Matrix ) Host Table j_Protocol Dist. p_Statistics
For Help, press F1 = N el
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Kak Bunnm, cepsep Bblgaet kiueHTy aapec 192.168.0.60, knuent nposepsieT ero ARP 3ampocamu,
BBIAACHACT, YTO aApPCCOM II0JIb30BAaThHCSA HCIIB3s, YBCOAOMIIACT 06 OTOM CCPBCp MW HAYUHACT HOBYIO
TpaH3aKLMI0 MO TOJy4YeHHUto anapeca. [lpu 3Tom cepBep B CBOEM CKOIle MOMEYAeT JaHHBIM aJpec Kak
«HEHUCHPABHBII» CPOKOM Ha OJIUH Yac:

=11 |

|

APEHADEAHHEIE 3ApeECa

J JEHCTEME  BHA |J E = |

CTRYETYPa I

N

| LA | MEcTEeYeHHE COOKA apeH. . . | THn | WHHKENEHEI KO | OnHcaHHe |

DHCE IP-aApec KNHEHTA
EI@ second.sm.c |o 172, 16.0.50 Cagsar, 26,11,2004 16:31:56 DHCP 0Z004c4F4Fs0
=0 ofinacte @1?2.16.0.60 bad_address  18.11.2004 17:31:46 DHCP 3c0010ac ST0T IP-34pec yKe HCNOB3YeTca |

1]

. D
|
iﬁﬂycnl“ 1 & |J|@DHCP

I

£ L




Tak ke moTuepKruBaeM, 4TO TUAarHOCTHUECKOE COOOIIEHUE YTHIINTHI ipconfig.exe CHOBA HE BITOJIHE
aJIeKBaTHO:

C:\>ipconfig /renew
Hacrporika npoTokosia 1P mima Windows

[Ipousoma oumbka Ipu OOHOBJIeHUM MHTepdeyca "IonkJoueHMe 10 JiokajibHOM ceTm": DHCP-
KJIMEHT 3anpocuyl IP-ampec, KOTOPHIM YyXe& MCHOJIb3yeTCsa B ceTu. JIOKaJIbHEM MHTepderc
OyOeT OTKJIOUEeH OO Tex Nop, Nnoka DHCP-kxIMeHT CMOXeT I[OJIydMUTb HOBEIM anpec.

3BYYHT yrposKarolie, X0Ts Ha caMoM Jielie uHTepdeiic MOoIydut ajapec, U B 3TOM JIETKO YOCAUThCS
MIPOCTO elIe pa3 3amycTuB ipconfig.exe:

C:\Documents and Settings\AnovmHucrparop>ipconfig
HacrpoMka nporokoJjia IP mma Windows
[lopokJoUyeHMe Mo JiokajlbHOM ceTu - Ethernet amanTep:

DNS-cyddmxrc »TOTO NOOKJIIOUEHMSA :
IP-ampec . . +« « « « « « .« o o . 172.16.0.50
Macka nomceT™ . . . . . . . . . . : 255.255.0.0
OCHOBHOM LUIO3 :

Yo6eaumcs ¢ momonibio aHanuzaropa, uro B makere DHCPDISCOVER BTopoii TpaH3akIiuu KIHEHT
y>Ke He MPOCUT HUKAKOTO aapeca M MO3TOMY IOJIydaeT MepBblii cBOOOAHBIN aapec, a umenHo 172.16.0.50.

Kak BuauM, npeaocraBieHue KIUEHTY 3aBEJOMO HEMOAXOAAIIUX aJApecOB — HEyAauHas MPaKTHKA.
A MOXeT cepBep MOT OblI caM, /10 TOT0, KaK MpeaaraeT aapec KINEHTY, IPOBECTH €ro NpoBepKy? bpiiao Obl
3TO XOpoIIo Win 11oxo? Ha mepBelid B3I KakeTcsl, YTO 3TO ObLIO OBl XOPOIIO, TaK KaK KJIWEHTH HE
nojyyanu Obl HEMOIXOASIUX (3aHATHIX) aapecoB. C Apyroi CTOPOHBI B TAKOM IOAXOJE €CTh MUHYC —
cepBep Iepel Kaxa0U BelIayeH agpeca JOJDKEH IIPOBEPUTH €T0 JOIYCTUMOCTD, T.€. B KaXJOW TpaH3aKLUU
no npotokony DHCP nossurcs JIMIIIHASA nay3za — Bpemsi, B Teuenne koroporo DHCP cepsep xaet
OTBETa OT NOTEHLHUAIBHOIO BIJIAJENIbLIa aapeca, KOTOPBIM cepBep IpearnoaracT BolgaBaTh KIUeHTY. [Ipu
3TOM €CIM BaJejell aJpeca B CEeTH €CTh, TO OH HPHUILIET COBOM OTBET M CEpBEP IOCTATOYHO OBICTPO
MOWMET, YTO ajjpec MpeayaraTh Helb3s, a €CIIU aJipec, KOTOPbIH cepBep coOupaeTcs mpeaiaraTh, B CETH HE
UCTIOJB3YETCsl, TO B 3TOM CJIydae 3aJep’Ka B KOMMyHHKalUAX OyJeT OoJiblle, TaKk Kak cepBepy MPUAETCS
kKJIaTh HEKOTOPBIM TaiiMayT (OTHOCHUTEIBHO 3aMETHBIM) NIPEXAE YEM IOHATh, YTO ajgpec AOMYCTHM K
UCHONb30BaHuI0. [Ipy 3TOM Takas mpoBepka, MPOBOJMMAs CEPBEPOM COBEPLIEHHO HE M30aBISAET KIMEHTA
OT TPOBEAEHUS COOCTBEHHOW MPOBEPKH, TaK KaK KIMEHT HE 3HAET, YTO CepBep TaKyl0 NPOBEPKY
BbInosiHm! CrenoBatenbHO, eciy npolieMa qyOIupoBaHysl aIpecoB BO3HUKAET B CETH PEAKO, TO JIMILIHSISA
MIPOBEPKA CEPBEPOM — 3TO MPOCTO JIMIIHASA 3aJ€pKKa mepes oOciaykuBaHueM KiueHta. OTKa3 OT TaKHX
IIPOBEPOK, BBINOIHACMBIX CEPBEPOM IPHUBEAET, KAK MBI 3Ha€M K TOMY, YTO KJIMEHT, KOTOPOMY
MIPEAIOKWIA HEYNAUHBIN aJIpec, MOJYYUT HOPMAJIBHBIA aJpec C 3aJEepKKOH, T.e. IIPOBEICHUE IPOBEPKU
cepsepom 3ameqisier HOPMAJIBHBIE DHCP Ttpan3akuuu, a oTKa3 OT Takod NPOBEPKHU 3aMeIUISIET
HEYJIAUHBIE DHCP tpan3akiuu. CienoBarenbHO, MOJO0OHYIO MPOBEPKY CTOUT MPOBOAUTH TOJIBKO B
cllydae, €M 10 HEKOTOPhIM pUYMHaM (0 HEKOTOPBIX U3 HUX — no3aHee) B cetu cepBepamu DHCP yacto
IIPEIaraloTcs y>Ke 3aHAThIE a{peca, U HE CTOUT IPOBOJUTD, €CIIM TAKHE CUTYALUH PEIKH.

Paccmorpute crpanuity cBovicte DHCP  cepBepa, u Bbl Halimere TaM BO3MOXHOCTh
CKOH(UT'YpHPOBATH KOJUYECTBO MPOBEPOK, KOTOPBIA MOXKET /I€7aTh CepBep, OTHPABIAs HAa MPOBEPSEMbII
aapec ICMP »sxo-nmakeTbl mepen TeM, Kak MpeiyiaraTh ATOT aapec KIUEHTYy. SIcHO, 4To ueMm OoJblie
IIPOBEPOK, BBIIIOJHSET CEPBEP, TEM HAJIEKHEE OH OIpeeNseT, 4To aapec cBOOOIeH (€CiIM MPHILIEN OTBET —
TO 3TO, BO-NIEPBBIX, OOBIYHO MPOUCXOJUT OBICTPO, a BO-BTOPBIX, TOUHO O3HAUYAET, YTO AJAPEC 3aHAT, HO
MaKeTbl MOTYT TEPATHCs), HO TeM OoublIast 3a/iepKKa OyJJeT UMeTh MECTO Mepe]l TeM, KaK KIUEHT MOIy4UT
IP agpec. Tak xe oTMeuyaeM, 4TO CEpBEp HE YIOBJIETBOPSETCS NPOBEepKor ¢ nomombo ARP 3ampocos, a
BBINIOJHAET NpoBepKy noceuikoii ICMP sxo 3ampoca Ha nposepsieMslii [P anpec, oueBuaHO, niepes 3TUM
Bce paBHO HeoOxoaumo nocnate ARP 3amnpoc.

PaccmMoTpuM 3TO Ha mpumepe. YKaXeM CEpBepy, YTO OH JOJDKEH JeNaTh ABE NPOBEPKU IS
oOHapyx)eHHsI KOHPIHKTOB (0oJbIlie HE pekoMeHayeT Microsoft) u mocMoTpuM ISl Hadaja, Kak cepBep
JielaeT MPOBEPKY JOMYyCTUMOCTH aJpeca, KOTOPbIH JOEHCTBUTENILHO HE HCHOJIb3yeTcss B ceTH (daiin
pre_test pass.cap):



=1=1]

"_l File Monitor Capture Display Tools Database ‘Window Help _|E||1|

ol 1] m|*u]d8] & oot =L 2| 2| |

No.  [Status [Source Address | Dest Address | Surmary | Len [B[Rel. Time | Delta Time I£
: 1 Jul [0.0.0.0] [E55.255.255.2558] DHCFP: Regquest, Message type: DHCP Discowver 342 0:00:00.000 O.000.000
: 2 000CZ2975F330C FFFFFFFFFFFF ARP: C PA=[172.16.0.100] PRO=IF ] 0:00:00.00 2 0 Bl
: 3 000CEZ975F33C FFFFFFFFFFFF ARP: C PA=[172.16.0.100] PRO=IF &l 0:00;00.986| 0.953.9746
[ 4 [172.16.0.1] [£55.255.255.255] DHCP: Reply, Message type: DHCP Offer 342 0:00:02.494| 1.5058.390
: 5 [0.0.0.0] [255.255.255.255] DHCFP: Request, Message type: DHCF Regquest 350 0:00:02.495| 0.000.517
: & [0.0.0.0] [E55.255.255.2558] DHCFP: Regquest, Message type: DHCFP Regquest 350 0:00:06.496| 4.001.177
ki [172.16.0.1] [255.255.255,.255] DHCP: Reply, Message type: DHCP Aok 342 0:00:06.500| 0.004.194
: g 0Z2004C4F4F 50 FFFFFFFFFFFF ARP: C PA=[172.16.0.100] PRO=IF &l 0:00;06.509 0.003.265
: 9 02004C4F4F 50 FFFFFFFFFFFF ARP: C PA=[172.16.0.100] PRO=IF &0 0:00:07.332| 0.823.745
[ ] 10 0Z2004C4F4F 50 FFFFFFFFFFFF ARF: C PA=[17Z.16.0.100] PRO=IF a0l 0:00:05.333 1.000.190
ol | i
=B-8§ pLC:  ———-- DLC Header -----

B DLC: Frame 2 arrived at 15:31:37.1561; frame size is 60 (003C hex) bytes.
B DLC: Destination = BROADCAST FFFFFFFFFFFF, EBroadcast

Q DLC:  Source = Station 000CZ975F33C
Q DLC: Ethertype = 0806 ([(ARF)

3 DL

-3 ARP: ————- LRP/RLRP frame ——--—
B ARF

Q ARP: Hardware type = 1 [(10Mbh Ethernet)

Q ARP: Protocol type = 03500 (IF)

B ARFP: Length of hardware address = 6 bytes
B ARFP: Length of protocol address = 4 bytes
B ARP: Opcode 1 (ARP reguest)

Q ALRP: Zender's hardware address = 000CZ575F33C

Q ARP: Sender's protocol address = [172.16.0.1]
B ARFP: Target hardware address = 0o0ooo0aoo0a0
B ARP: Target protocol address = [17Z.16.0.100]
L} amp

Q ARP: 18 hytes frame padding

1} LRP
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OtmeTHnM, 4TO B JaHHOW TpaH3akuuu Mbl BUAUM 1Ba naketa DHCPREQEST: knuent, He noiayuyus
oTtBeTa Ha nepBblil u3 maketoB DHCPREQEST, uepe3 4 cexyHibl IUIET BTOPO MAKET.

OneHum 3aznepxKy, BHOcUMyo B Kaxxayro DHCP TpaH3akuuio 4BOMHON NMPOBEPKON — TOCTATOYHO
B3TJIIHYTh Ha PUCYHOK, YTOOBI yOEOUTHCS, YTO JUIIHSS 3aJ€piKKa COCTaBISET LENbIX 3 CEKyHJbI, YTO
BECbMa HE MaJlo.

3aMeThM, YTO HUKOT'O OATBEPAKIAEHUS TOTO, UTO CEPBEP UCHOJIb3yeT A mpoBepku [CMP 3x0 MbI
NoKa He YBUJIENH, B IPoBoje — Tonbko ARP 3ampockl. Ho Ha camoMm niene Tak U JOIKHO OBITH U B cilydae,
ecinu npoBepka pgenaerca ¢ nomombio ICMP — nepen ornpaskoit ICMP sxo0 na anpec 172.16.0.100
HeoOxoaumo y3HaTh ero MAC anpec, a Tak kak orBeToB Ha ARP 3ampocs! Het, To u nockuiku [CMP 3x0
3ampocoB HeT. BoT ecnu Ob1 Biagener agpeca 172.16.0.100 namencst ObI B CETH, TOTJAa MBI CMOTJIH OBI
yBuaets ICMP 3x0 3anpocs! u gaxe orBeTs ©.

Cnenaem u Tako# npumep: mycthb aapec 172.16.0.50 craTu4ecku UCHOIB3YETCS B CETH, a KIUEHT
IIPOCUT CEPBEP MPEIAOCTAaBUTh €My KaK pa3 MMEHHO J3TOT ajpec. IIpoBeaeM AMAarHOCTUKY CUTyallMH C
MOMOIIbIO aHajM3aTropa makeToB (dain pre test fail.cap). BumHo, 4TO KIMEHT B TEPBOM IAKETe
DHCPDESCOVER mnpocut cepsep npenoctaButh emy [P agpec 172.16.0.50. DtoT ampec He 3aHAT y
cepBepa M NOITOMY OH TOTOB €ro MpeAoCTaBUTh, HO CEpPBEP HACTPOEH Ha BBIIIOJIHEHUE IPOBEPKH,
NpeayIpekaaonel KoHQIUKTbI, modToMy cepBep ¢ momoimbio ARP 3ampoca Bericaser MAC anpec
cranimu 172.16.0.50 u noceutaer eid ICMP 3xo. Tak kak B otBeT Ha ICMP 3X0 3ampoc MpuUXoaAUT X0
OTBET, CEpBEp MPUHUMAET PEILICHUE MPEAOCTaBUTh KIUEHTY JApYyrou aapec, a umeHHo 172.16.0.51, s
YEero CHOBA TakKW MPOBEPSAET €ro ABaXIbl, U He HaWng cranuumio ¢ IP aapecom 172.16.0.51 B cetmn
IpeaaraeT JaHHbIN agpec craHuuu — knueHTy. Kak mel 3Haem, DHCP kinueHT, nosty4das npeanoKeHue, He
COOTBETCTBYIOLIIEE TOMY ajpecy, KoTopsli kineHT npocun B nakere DHCPDESCOVER, noceinaer emie
Heckonbko nakeroB DHCPDESCOVER B Hazmexnae, 4To Kakoil TO cCepBep BCE K€ NPEJOCTABUT €MY
KeJlaeMbIil ajgpec, HO, HE Moiyuyas APYTUX NPEeUIOKEHWUH, KIUEHT BCE K€ NMPUHHUMAET NpPEIOKEHHE
cepBepa ¢ aapecom 172.16.0.51, mocne yero mpoucxomut oObruHass DHCP Tpanzakuus, koropas
3aKaHYMBAETCSI TEM, YTO KJIMEHT MPOBEPSET MOJyYEHHbIH ajapec ¢ nmomoinpio Tpex ARP 3ampocos, uto
BPOJI€ KaK YK€ HEe HY>KHO JIeJIaTh, HO KITUEHT 00 3TOM HE 3HaeT.



niffer - Local_5, Ethernet {Line speed at 10 Mbps) - [pre_test_fail.cap: Decode, 1,/16 Unknown Frames]
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Mo. Statuz | Source Address Dest Address Summary Len [B|Rel. Time Delta Time £
[11 Jul [0.0.0.0] [255.255.255.285] DHCP: Regquest, Message type: DHCF Discover 342 0:00:00.000, 0O.000.000
f Z O00CZ975F33C FFFFFFFFFFFF ARP: € PA=[172.16.0.50] PRO=IF 1] 0:00;00.007 0.007.830

3 00029023338 O00C2Z975F330C ARFP: R PA=[172.16.0.50] HAL=00OCE9023338 PRO=I) 60 0:00:00.010| 0.002.417
i‘l [172.16.0.1] [172.16.0.50] ICHF: Echo &l 0:00:00.010| 0.000.123

5 [172.16.0.50] [172.16.0.1] ICHP: Echo reply &0 0:00:00.014 0.003.546
[ 6 000CZ975F33C FFFFFFFFFFFF ARP: C PA=[172.16.0.51] PRO=IF &0 0:00:00.024| 0.010.276
f 7 O00CZ975F33C FFFFFFFFFFFF ARP: € PA=[172.16.0.51] PRO=IF 1] 0:00;01.483 1.459.44¢6

g [172.16.0.1] [255.255.255,.255] DHCP: Reply, Message type: DHCP Offer 342 0:00:02.954| 1.500.788
i 9 [0.0.0.0] [255.255.255.255] DHCFP: Request, Message type: DHCP Discover 342 0:00:02.9537| 0.00z2.659

10 [0.0.0.0] [E55.255.255.2558] DHCFP: Regquest, Message type: DHCP Discowver 342 0:00:11.974| 5.986.769
] 11 [172.16.0.1] [255.255.255.255] DHCP: Reply, Message type: DHCP Offer 342 0:00:11.975| 0.001.117
f 1z [0.0.0.0] [E55.255.255.2558] DHCFP: Reguest, Message type: DHCP Regquest 350 0:00:11.977| 0.002.661

13 [172.16.0.1] [255.255.255,.255] DHCP: Reply, Message type: DHCP Aok 342 0:00:11.979| 0.001.994
i 14 0Z2004C4F4F 50 FFFFFFFFFFFF ARP: C PA=[172.16.0.51] FPRO=IF &l 0:00:11.9%0| 0.010.090

15 0zZ004C4F4F 50 FFFFFFFFFFFF ARP: C PA=[172.16.0.51] PRO=IF &0 0:00:12.197 0.207.983
[ |16 02004C4F4F 50 FFFFFFFFFFFF ARP: C PA=[172.16.0.51] PRO=IF &0 0:00:13.197| 0.999.431
4] | i

Q DHCP: Elapsed boot time = 0 zeconds d

D} DHCP: Flags = 0000

103 DHCP o = No broadcast

\D DHCP: Client self-assigned IP address = [0.0.0.0]

D DHCP: Client IF address = [0.0.0.0]

Q DHCP: Mext 3erwver to use in hootstrap = [0.0.0.0]

B DHCFP: Relay Agent = [0.0.0.0]

B DHCP: Client hardware address = 0Z004C4F4F50

103 DHCP

D DHCFP: Host name S

0} DHCP: Boot file name = "

-0} pHCP

B DHCP: Vendor Information tag = 63825363

\D DHCP: Message Type = 1 [(DHCP Dizscower)

D DHCP: TUnidentified tag 116

B DHCP: Client identifier = 0102004C4F4F50

: Request specific IP addr [172.16.0.50]

B DHCP: HostMName = "cassar" ﬂ
Y Expert ) Decode i Matrix ) Host Table j_Protocol Dist. p_Statistics
For Help, press F1 = N el
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[TonBeneM UTOT MO UCTOIB30BAaHUIO HACTPOMKHU cepBepa, MO3BOJIIONIECH MPOBEPSTH ajpeca mepen
TEM, KaK HUX MNOpcjiaratb: HaHHAad TCXHOJOTHUA IMO3BOJIACT I/136€)KaTB HUCITIOJIB30BaHUA ITIaKE€TOB
DHCPDECLINE, no mipu 3ToM kaxaas DHCP Tpan3akmus mpruoOpeTaeT JOMOJHATEIbHYIO 3aJEPKKY, UYTO
IJI0X0, U MO3TOMY BKJIIHOYATh MOAACPIKKY IIaHHOI>'I TCXHOJIOTMU MUMECT CMBICII TOJIBKO B TOM Cliydac, €CJIn
MMEIOTCS IPUYMHBI 0KUJIaTh OYEHb YAaCTOTO COBIMAJACHUS aJpeCOB B CETH.

W, HakoHer, pacCMOTpHM e€Ile OJWH BechMa JIFOOOMBITHRIN mpumep: myctb Ha DHCP cepsepe
HacTPOCHO pe3epBUpoBaHue s Hameil cranuuu [P agpeca 172.16.0.60, HO Takoi ajapec CTaTUYECKU
HCTIOJIb3YETCs B C€TU. B Takom cityuae cepBep MpeioKUT KIHeHTy aapec 172.16.0.60, KIMEHT TpOBEPUT
ero ¢ nomoupto ARP 3ampoca, BBISICHUT, 4TO JaHHBIM aJpECOM HEJNb3s M0JIb30BATHCS, MOLIJIET CEPBEPY
naker DHCPECLINE, HauHeT HOBYIO TpaH3aKIUIO U yTo mpemioxuT cepBep? IlocmoTpum Ha
npaktuke, kak DHCP cepBep Microsoft BblyTaercs U3 Takoro MpOTUBOPEUHS: CO OAHON CTOPOHBI OH
JIOJKEH TMpeyiarath KIMEHTY Toyibko aapec 172.16.0.60, ¢ apyroil CTOPOHBI TaHHBIN aJpec MOMEYEH B €T0
CKoIle Kak «ruioxoit». CepBep KpaiiHe IUIOXO «cmpaBuwics» ((aiin xa-xa-xa.cap). ITOT mporecc OyneT
MPOJOKAThC BeUHO: Kakaple 10 cekyHa KiIuMeHT OyaeT HauWHATh HOBYIO TPAH3aKIUIO, MOJIy4yaTh aJipec
172.16.0.60, yoexxnaThbcsi, 4TO MOJB30BaThCA UM Helnb3s, nmockiiath cepBepy DHCPDECLINE u ... Bce ¢
Hayana 4depe3 10 cexkyna. O6cyauMm co cryaeHtamu, uro Takoe moBeneHue DHCP cepBepa kpaiine He
YAAUHO: BO-IIEPBBIX KIMEHT TaK M HE IOJYYHUT HUKAKOIO aJpeca, JaXe ajapeca aBTOHACTPOMKH, a BO-
BTOPBIX CO3JAETCS IOCTOSHHBIM IMMPOKOBEHIATEIbHBIM (OH B CeTH: H3 8 TIAKETOB 7
LIMPOKOBEIIATENbHBIX 32 10 ceKyH.



Sniffer - Local_5, Ethernet {Line speed at 10 Mbps) - [xa-xa-sa.cap: Decode, 1/113 Ethernet Frames]
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Source Address DestAddress Summary Len [B Fiel Time
: 1 [D.0.0.0] . 255 DHCFP: Begquest, 2 0:00:00.000| O.000.00
: z [172.16.0.1] [255 255 255.255] DHCF: Reply, Message type: DHCP Offer 342 0:00:00.00z2| 0.002.34
: 3 [0.0.0.0] [255.255.25858,.2E5E] DHCP: Reguest, Message type: DHCF Reguest 350 0:00:00.004| O.002.29%
: 4 [172.16.0.1] [255.255.255.255] DHCF: Reply, Message type: DHCP Ack 342 0:00:00.007| 0.003.08°
: 5 0zZ004C4F4F 50 FFFFFFFFFFFF ARP: C PA=[172.16.0.60] PRO=IF &0 0:00:00.036 0.028.62:
: 3 000CZ9023338 0Z004C4F4F5S0 ARP: R PAL=[172.16.0.60] HAL=00OCZ90Z3338 PRO=I|60 0:00:00.037| 0.001.25:
: 7 000CZ9023338 FFFFFFFFFFFF ALRP: © PAL=[172.16.0.60] FRO=IF 4z 0:00:00.037| 0.000.09
: g8 [0.0.0.0] [255.255.25858,.2E5E] DHCP: Reguest, Message type: DHCF Decline 342 0:00:00.062 0.025.01;
: 9 [0.0.0.0] [255.255.255.255] DHCFP: Request, Message type: DHCP Discover 342 0:00:10.066| 10.003.93
[ ] 10 [172.16.0.1] [255.255.255.255] DHCP: Reply, Message type: DHCP Offer 34z 0:00:10.068| 0.001.88!
: 11 [0.0.0.0] [255.255.25858.285] DHCP: Regquest, Message type: DHCF Reguest 350 0:00:10.071| 0.003.100
: 1z [172.16.0.1] [255.255.255.255] DHCF: Reply, Message type: DHCP Ack 342 0:00:10.074| O.002.62 |
[]13 0zZ004C4F4F 50 FFFFFFFFFFFF ARP: C PA=[172.16.0.60] PRO=IF 60 0:00:10.082| 0.008.01-
| |12 000CZ9023338 0zZ004C4F4F50 ARP: R PAL=[17Z.16.0.60] HAL=00OCZS90Z3335 PRO=I|60 0:00:10.083| 0.001.04
| |15 O000CZ9023338 FFFFFFFFFFFF ARP: C PA=[172.16.0.60] PRO=IF 42 0:00:10.083 0.000.05.
: 16 [0.0.0.0] [255.255.25858.285] DHCP: Regquest, Message type: DHCF Decline 34z 0:00:10.100( 0.017.481
: 17 [0.0.0.0] [E55.255.255.2558] DHCFP: Regquest, Message type: DHCP Discowver 342 0:00:20.107| 10.006.63;
: 18 [172.16.0.1] [255.255.255.255] DHCFP: Reply, Message type: DHCP Offer 342 0:00:20.110| 0.003.32:
: 19 [0.0.0.0] [255.255.255.255] DHCFP: Request, Message type: DHCP Regquest 350 0:00:20.112 0.001.94
[ ]z0 [172.16.0.1] [255.255.255.255] DHCP: Reply, Message type: DHCP Ack 342 0:00:20.116| 0.004.06
: 21 0zZ004cC4F4F 50 FFFFFFFFFFFF ARP: C PAL=[172.16.0.60] PRO=IF 60 0:00:20.124| 0.007.67
: zz 000CZ9023338 02004C4F4F50 ARP: R PAL=[172.16.0.60] HL=00DCZ90Z3338 PRO=I|60 0:00:20.125| 0.001.03;
: 23 000C29023338 FFFFFFFFFFFF ARP: C PA=[172.16.0.60] PRO=IF 42 0:00:20.125| 0.000.08.
: 24 [0.0.0.0] [255.255.255.255] DHCFP: Request, Message type: DHCP Decline 34z 0:00:20.144| 0.015.91.
: Z5 [0.0.0.0] [E55.255.255.2558] DHCFP: Regquest, Message type: DHCP Discowver 342 0:00:30.156| 10.012.12
: Z8 [172.16.0.1] [255.255.255.255] DHCFP: Reply, Message type: DHCP Offer 342 0:00:30.158| 0.002.24
: 27 [0.0.0.0] [E55.255.255.2558] DHCFP: Reguest, Message type: DHCP Regquest 350 0:00:30.161| 0O.002.14°
: 28 [172.16.0.1] [255.255.255.255] DHCP: Reply, Message type: DHCP Ack 342 0:00:30.164| 0.003.87
: z9 0zZ004C4F4F 50 FFFFFFFFFFFF ALRP: C PAL=[17Z.16.0.60] PRO=IF 60 0:00:30.172| 0.007.63
: 30 O000CZ9023338 0zZ004C4F4F50 ARP: R PA=[172.16.0.60] HA=0OOCZS9023335 PRO=I]60 0:00:30.173 0.001.z0¢
: 31 000CZ9023338 FFFFFFFFFFFF ARP: C PAL=[172.16.0.60] PRO=IF 4z 0:00:30.173| 0.000.08°
: 3z [0.0.0.0] [E55.255.255.2558] DHCFP: Reguest, Message type: DHCP Decline 342 0:00:30.159| 0.016.10.
: 33 [0.0.0.0] [255.255.25858,.2E5E] DHCP: Regquest, Message type: DHCFP Discover 34z 0:00:40.195| 10.008. 49
: 34 [172.16.0.1] [255.255.255.255] DHCF: Reply, Message type: DHCP Offer 342 0:00:40.200| 0O.00z2.121
: 35 [0.0.0.0] [E55.255.255.2558] DHCFP: Recquest, Message type: DHCFP Regquest 350 0:00:40.202 0.00z.01°
: 368 [172.16.0.1] [255.255.255.255] DHCP: Reply, Message type: DHCP Lek 342 0:00:40.206| 0.003.46;
: 37 0zZ004C4F4F 50 FFFFFFFFFFFF ALRP: © PAL=[172.16.0.60] FRO=IF 60 0:00:40.212 D.DDE.”EIELI
4 | »

Y Expert ) Decode i Matrix ) Host Table j_Protocol Dist. p_Statistics

For Help, press F1
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MoseT 1M mpoBepKa JIOMYCTUMOCTU aJpeca, BBIMOIHSIEMAas CEpBEPOM IMOMOYb PELIUTh JAHHYIO
npobiemy? IIpoBepum, 3ape3epBupyem HekoTopbiil [P agpec ans mekotoporo MAC anpeca, HacTpoum
cepBep Ha BBINOJHEHUE MPOBepKU coBmaaeHus [P aapecoB B ceTu ... u ydeaumcs, 4yTo B TaKOM CiIydae
cepsep BOOBILE He nenaer 3Toil mpoBEepKH, HE CMOTPSL HAa TO, YTO HACTPOEH €€ BBINOJHATH! 3acTaBUM
KJIMeHTa mpocuTh cede aapec 172.16.0.100, u Hactpoum Ha cepBepe pesepBupoBanue aapeca 172.16.0.110
UL JTAHHOTO KJIMEHTa, MpPOaHaJM3UpyeM Tpa(uK CEeTH C TMOMOILIbI0 aHaJU3aTOpa IMPOTOKOJIOB (daiin
reserve pre test no bad.cap).



Sniffer - Local_5, Ethernet {Line speed at 10 Mbps) - [resery_pre_test_no_bad.cap: Decode, 1/1Z Ethernet Frames] - |ﬁ'|1|
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Mo. Statuz | Source Address Dest Address Summary Len [B|Rel. Time Delta Time £
: 1 Jul [0.0.0.0] [255.255.255.285] DHCP: Regquest, Message type: DHCF Discover 342 0:00:00.000, 0O.000.000
: z [172.16.0.1] [255.255.255.255] DHCF: Reply, Message type: DHCP Offer 342 0:00:00.010| 0.010.415
: 3 [0.0.0.0] [255.255.25858,.2E5E] DHCP: Regquest, Message type: DHCFP Discover 342 0:00:04.0058| 3.993.554
: 4 [172.16.0.1] [255.255.255.255] DHCF: Reply, Message type: DHCP Offer 342 0:00:04.011| 0.002.677
: 5 [0.0.0.0] [E55.255.255.2558] DHCFP: Regquest, Message type: DHCP Discowver 342 0:00:12.016| S5.005.289
: 3 [172.16.0.1] [255.255.255.255] DHCFP: Reply, Message type: DHCP Offer 342 0:00:12.019| 0.00Z.662
: 7 [0.0.0.0] [E55.255.255.2558] DHCFP: Reguest, Message type: DHCP Regquest 350 0:00:12.020 0.000.747
: g8 [0.0.0.0] [255.255.25858,.2E5E] DHCP: Reguest, Message type: DHCF Reguest 350 0:00:16.021| 4.000.861
: 9 [172.16.0.1] [255.255.255.255] DHCF: Reply, Message type: DHCP Ack 342 0:00:16.041| 0.020.635
: 10 0zZ004C4F4F 50 FFFFFFFFFFFF ARP: C PA=[172.16.0.110] FPRO=IF &0 0:00:16.051 0.009.242
: 11 0zZ004cC4F4F 50 FFFFFFFFFFFF ARP: C PAL=[172.16.0.110] PRO=IF 60 0:00:16.981| 0.930.548
[ 12 0zZ004C4F4F 50 FFFFFFFFFFFF ARP: © PAL=[172.16.0.110] PRO=IF 60 0:00:17.982| 1.001.025
| | i

) DHCP: Flags = oooo -]

----BDHCP: O... .... .... «.... = No broadcast

\D DHCP: Client self-assigned IP address = [0.0.0.0]

D DHCP: Client IF address = [0.0.0.0]

Q DHCP: Mext 3erwver to use in hootstrap = [0.0.0.0]

B DHCFP: Relay Agent = [0.0.0.0]

B DHCP: Client hardware address = 02004C4F4F50

103 DHCP

D DHCFP: Host name S
0} DHCP: Boot file name = "

-0} pHCP
B DHCP: Vendor Information tag = 63825363
\D DHCP: Message Type = 1 [(DHCP Dizscower)
D DHCP: TUnidentified tag 116
Q DHCP: Client identifier = 0102004C4F4F50
1 E ecific IP add 16.0.100]
B DHCP: HostMName = "cassar"
D DHCP: Class identifier = 4D534654Z0352ZE30
D DHCP: Parameter Request List: 11 entries
Q DHCF: 1 = Client's subnet mask
I nare. 15 = Ticwsin weme |
IDDDDDIZD: 3d 07 01 02 00 4 4f 4f 50 32 04 as 10 00 64 Oc =....LOOP2.o..d.
Y Expert ), Decode jr Matrix }\ Host Table \ Protocol Dist. ) Statistics
For Help, press F1 = N el
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CrnenoBarenbHO, MOXKHO OKUAATh, YTO €CIU OBl B CETH CYILIECTBOBAJ y3€l, YK€ HCIOJIb3YIOIIUI
anpec 172.16.0.110, To curyauuss ¢ OECKOHEUHBIMH IONBITKAMM HAIIETO KJIWEHTAa MOIYYUTh aJpec
NOBTOpMJIACh Obl M TakUM OOpPa30oM MOKHO CJHIENaTh BBIBOJ, YTO HCIOJIb30BAHUE IIPOBEPKH CEPBEPOM
JOMyCTUMOCTH ajpeca Iepell TeM KaK €ro Ipeajararb HE MCKIIOYaeT B IPUHIUIE BO3MOKHOCTH
nosiieHuss B JuHuu cBsizu naketoB DHCPDECLINE. Paccmotpum u stot mpumep. [IpoBenem ananus
MPOUCXOJISIIECTO B aHATU3aTOPE MPOTOKOJIOB, YOeIuMcsl elle pa3, uYTo CEpBEp, HACTPOCHHBIH MPOBEPST
azipec mepes TeM Kak Mpeularatb €ro KIMEHTY TeM HE MEHEE HeE JEJIaeT ITOr0 €CIIU 3a JaHHBIM KIIMEHTOM
3ape3epBupoBaH [P anpec u, xak cieacTBue, MOIy4yaeM Bce Ty K€ KapTHUHY — Kaxaeld 10 cexyHA
TpaH3aKIus B 8 MaKeTOB, HE MpUBOAANIas K noyryueHuto [P agpeca.



Sniffer - Local_5, Ethernet {Line speed at 10 Mbps) - [resery_pre_test_bad.cap: Decode, 1/40 Ethernet Frames]
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Source Address Dest Address Len [B|Rel. Time
[]1 [0.0.0.0] . 255 342 0:00:00.000| 0.000.00
[z [172.16.0.1] [255.255.255.255] DHCP: EReply, Message type: DHCP Offer 342 0:00:00.003| 0.003.39:
: 3 [0.0.0.0] [255.255.25858,.2E5E] DHCP: Reguest, Message type: DHCF Reguest 350 0:00:00.005| O.002.14:
[+ [172.16.0.1] [255.255.255.255] DHCP: EReply, Message type: DHCP Aok 34z 0:00:00.00%| 0.003.95
: 5 0zZ004C4F4F 50 FFFFFFFFFFFF ARP: C PA=[172.16.0.110] FPRO=IF &0 0:00:00.0:21 0.011.64.
: 3 O00CZ9023338 0Z2004C4F4F50 ARP: R PA=[172.16.0.110] HA=0OOCZ90Z3335 PRO=|60 0:00:00.022| 0.001.63°
: 7 O00CZ9023338 FFFFFFFFFFFF ARP: € PA=[172.16.0.110] PRO=IF 42 0:00;00.022| 0.000.09
: g8 [0.0.0.0] [255.255.25858,.2E5E] DHCP: Reguest, Message type: DHCF Decline 342 0:00:00.050( 0.027.97
: 9 [0.0.0.0] [255.255.255.255] DHCFP: Request, Message type: DHCP Discover 34z 0:00:10.054| 10.004.0%;
[ ] 10 [172.16.0.1] [255.255.255.255] DHCP: Reply, Message type: DHCP Offer 342 0:00:10.057| 0.003.00-
: 11 [0.0.0.0] [255.255.25858.285] DHCP: Regquest, Message type: DHCF Reguest 350 0:00:10.062 0.004.35.
[] 12 [172.16.0.1] [255.255.255.255] DHCP: EReply, Message type: DHCP Ack 34z 0:00:10.066| 0.003.70°
[]13 02004C4F4F 50 FFFFFFFFFFFF ARP: C PA=[172.16.0.110] PRO=IF &0 0:00:10.073 | 0.007.09
| | 14 O00CZ9023335 0Z004C4F4F50 ARF: R PA=[172.16.0.110] HA=0OOCZS0Z3335 PRO=|60 0:00:10.074| 0.000.97
| |15 O000CZ9023338 FFFFFFFFFFFF ARP: C PA=[172.16.0.110] FPRO=IF 42 0:00:10.074 0.000.08:
: 16 [0.0.0.0] [255.255.25858.285] DHCP: Regquest, Message type: DHCF Decline 34z 0:00:10.096| 0.0ZZ.681
: 17 [0.0.0.0] [E55.255.255.2558] DHCFP: Regquest, Message type: DHCP Discowver 342 0:00:20.096| 9.999.48;
[] 1= [172.16.0.1] [255.255.255,.255] DHCP: Reply, Message type: DHCP Offer 342 0:00:20.099| 0.002.68
: 19 [0.0.0.0] [255.255.255.255] DHCFP: Request, Message type: DHCP Regquest 350 0:00:20.100| 0.001.95:
[ ]z0 [172.16.0.1] [255.255.255.255] DHCP: Reply, Message type: DHCP Ack 34z 0:00:20.105| 0.004.211
: 21 02004C4F4F 50 FFFFFFFFFFFF ARP: C PA=[172.16.0.110] PRO=IF &0 0:00:20.113| 0.007.97!
: iz O00CZ9023338 0EZ004C4F4F 50 ARF: R PA=[172.16.0.110] HA=0OQCZ20Z3335 PRO=|60 0:00;20.113| 0.000.53.
: 23 00029023338 FFFFFFFFFFFF ARP: C PA=[172.16.0.110] PRO=IF 4z 0:00:20.113| 0.000.06
: 24 [0.0.0.0] [255.255.255.255] DHCFP: Request, Message type: DHCP Decline 34z 0:00:20.125| 0.014.25.
: Z5 [0.0.0.0] [E55.255.255.2558] DHCFP: Regquest, Message type: DHCP Discowver 342 0:00:30.135| 10.010. 60!
[z¢ [172.16.0.1] [255.255.255.255] DHCP: Reply, Message type: DHCP Offer 342 0:00:30.143| 0.005.10
: 27 [0.0.0.0] [E55.255.255.2558] DHCFP: Reguest, Message type: DHCP Regquest 350 0:00:30.145| 0.002.17.
[ 2= [172.16.0.1] [255.255.255,.255] DHCP: Reply, Message type: DHCP Aok 342 0:00:30.149| 0.003.94:
: z9 0Z2004C4F4F 50 FFFFFFFFFFFF ARP: C PA=[172.16.0.110] PRO=IF &l 0:00:30.155| 0.005.36:
: 30 O000CZ9023338 0zZ004C4F4F50 ARP: R PA=[172.16.0.110] HA=OOOCZS0Z3335 PRO=|60 0:00:30.158 0.000.61.
: 31 O00CZ9023338 FFFFFFFFFFFF ARP: C PA=[172.16.0.110] PRO=IF 4z 0:00:30.158| 0.000.07;
: 3z [0.0.0.0] [E55.255.255.2558] DHCFP: Reguest, Message type: DHCP Decline 342 0:00:30.1580| 0.021.75
: 33 [0.0.0.0] [255.255.25858,.2E5E] DHCP: Regquest, Message type: DHCFP Discover 342 0:00:40.196| 10.015.75"
[]34 [172.16.0.1] [255.255.255.255] DHCP: Reply, Message type: DHCP Offer 342 0:00:40.200| 0.004.09—
: 35 [0.0.0.0] [E55.255.255.2558] DHCFP: Recquest, Message type: DHCFP Regquest 350 0:00:40.203 0.00z2.901
[3% [172.16.0.1] [255.255.255.255] DHCP: Reply, Message type: DHCP Ack 342 0:00:40.208| 0.004.64:
: 37 0zZ2004C4F4F 50 FFFFFFFFFFFF ARP: € PA=[172.16.0.110] PRO=IF 1] 0:00;40.215| 0.007.79 &
. | -
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I[TogBoguM HTOrH 3aHATHS:

CETOAHSI MbI MO3HAKOMWJIMCH C OCHOBHBIMHU TNPUHIUIAMH PabOTHI
npotokosnia DHCP, paccmorpenu 6a3oBeie Bompochl kKoH(purypupoBanus DHCP cepsepa B Windows
Server 1 Ha IpaKTUKE pacCMOTpPENIH pazHooOpaszHbie B3aumoaeicTBus Mmexxay DHCP cepsepom u DHCP.

B cnenytomem ypoke Mbl IpoJoiiKuM u3yuyenue nporokosia DHCP.



