HNucTpykuus no HacTpoiike mapuipyruzatopa MikroTik na
npumepe MikroTik RB2011UiAS-2HND.

(ITmotauxoB A.B.)
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Copoc HacTpoek u noakawdenne yepes \Winbox

Jlnst Havanma HEeoOXOAMMO 3aWTH B HACTPOWKM Mapinyputiaropa. Jjis sTtoro B
cTpoke Opaysepa BBoauM aapec 192.168.88.1, oTkpoercs ciemyromas CTpaHUIA
(u300paxenue 1).

[ MikroTik - Quick Setatac X §__§ Anapeit x
<« C' M [ 192.168.88.1/webfig/#Quick Set v @ =
; Switch Info Configuration =

PPP
22 Mesh WLAN MAC Address 4C:5E:0C:EC:76:D4 Mode Router '® Bridge
& MPLS l LAN MAC Address ACiSE:DCIEC:76:CA Bridge
B > 9
‘3 Routing > Wireless Address Acquisition ® Static Automatic
L3

g% System
usues
[ Files Channel width 20MHz v Netmask 255.0.0.0 (/8) v

|| Log
S Taols = Address m"‘ Channel Protocol signal Strength Gateway ¥
£ Radius PR DCiOF:DB:30:06:9E  lomax 2412/b/20 802.11 | -63 | [INNRRINIERRNER DNS Servers ¥
[ .cp
P 21C ASUS 2412/b/20 80211  -52
A 2o (LT brdge AllLAN Ports
W BC:AE:C5:C4:C4:B2  PowerTech | 2412/b/20 soz.a1 61 ([N v
ctal
OB partiton | DC:9F:DB:1C:98:A8  POWERNET 8 2437/b/20 soz.11 | -a8 | [[1HINNNENNVARNARANN System
[ Make Supouturif P |C2:9F:DB:1C:9B:A8  POWERNET | 2437/b/20 so2.11 | -so | [|1HEHRERNARNNANN Router Identity MikroTik
4 Undo P | 00:07:26:39:D2:A1 2437/b/20 CIER S S -
n‘iRedui 3 QF-MRELC7ed- POMIERMET 8 24377730 n2 11 ‘ Check For UpdatasH Reset Configuration
A= L e S—r—ru
e e wens & i ] e
w1 Hide Passwords s
B Safe Mode ==
{54 Design Skin ~50 dé| Apply Configuration
@ Manual 14:41:07 14207 14307 14:42.08] 14:45:08]
| — Signal Strength cur; -52 dB avg: -49 dB max: -34 dB

@ winBox

Graphs Network Name ASUS
|| End-User License

Logout

Connect

N3o6paxenne 1 — Buemmauit Bug BO-uHTEpdEiica.



Jlanee HeoOXomuMo ckadaTh ¢ B30-uHTepdeiica mnpuiokenne WInBox s

nojkaoueHuss Kk mapipyruszaropy MikroTik (ucmonb3yercs apyroi mopT s
MOJIKJTFOUEHUS ) U TIPOJIOJKUTH HACTPOHKY.
3amyckaem mpuioxenue WIinBoX, MosBUTCS cienyroliee OKHO, H300pakeHHue 2.

[ MikroTik - Quick Setatac X

&= C' f [ 192.168.88.1/webfig/#Quick_Set
= Switch
= S Info
=3 PP
o3 Mash WLAN MAC Address 4C:5E:0CIEC:76:D4 Mode
&7 MPLS d LAN MAC Address 4C:5E:0CHEC:76:CA
& 1P >
44 Routing > ; Address Acquisition
53 System >
RIS =E Country no_country_set P Address
&8 queues
1 Conect To: [ 192.168.88.1 Comect_|
[ Files Channel width 20MHz v I =] == Netmask
[ Log admin
e | Network
& Tools > Address "me“ Channel ey l— Gateway
A Radius G DB:30:06: ' d seve
PR | DC:9F:DB:30:06:9E  lomax 2412/b/20 Keep Passwort —I NS Servers
M .co Remove
Eed 1s 7sposmiesanc  asus 2412/b/20 "Z T LAN Port
@8] New Terminal ¥ Load Previous Session Tools... orts
I Trr— BCIAEICS:C4:C4:B2  PowerTech | 2412/b/20 | ook |
4 Metal Note:
#E partition DC:9F:DB:1C:9B:A8  POWERNET § 2437/b/20
el
|} Maks Supout.rif P CZ:SF:DB:1C:9B:AB  POWERNET | 2437/b/20 ke [[user [ riore [ er Identity
& Undo P |00:07:26:39:D2:A1 2437/b/20
# Redo £2:9F:-NR:F1:(2-4° POWERNET. A’ hi2n
= v S o
[4= Hide Menu 4 Password
[ | -60 dB|
w7 Hide Passwords e
 safe ode i Confirm Password
|4 Design Skin =TT
R R Tram Tras e
& Manual
@8 wimee | — Signal Strength cur: -53 dB avg: -49 dB max: -35 dB
@ winBox
@ Graphs Network Name ASUS
|| End-User License

[ Logout

|Cnr|r|ex:t

prell - o
w O =

Configuration =

Router (® Bridge
Bridge
® Static Automatic
0000
2585.0.0.0 (/8) v
System

MikroTik

| check For updates || ot e oo

| Apply configuration

ENG

=R

N3o0paxkenue 2 — 3anyck mporpammbsl WinBox.



Beoaum ampec 192.168.88.1, umst mosp3oBarenss — «adminy, mapoiab HE BBOIUM.
Haxxnumaem xHOmKy «Connecty, mocie 4yero otkpoercs HHTEpdEHc mporpaMmel ¢
MpeIIoKeHHEM COPOCUTh HACTPONKHU, U300pakeHue 3.

e admin@192.168.88.1 (MikroTik) - WinBox v6.29.1 on RE2011UIAS-2HnD (mipsbe) - B

Hide Passwords [ ()

The following default corfiguration has been installed on your router:

= Switch WAN (gateway) Configuration:

gateway: etherl (renamed with extension gateway’);
firewall: enabled:

25/ |P NAT: enabled;

DHCP Client: enabled;

< MPL5
) LAN Configuration:
#" Rauting LAN Port: bridge-ocal;
. System switch group: ether? {master), ether3, etherd, ether
{renamed with estensions “masterdocal” and “slavedocal)
Q Queues switch group: etherb (master), ether7, ether, etherd, ether10
. {renamed with estensions “masterdocal” and “slavedocal)
[ Files LANIP: 192.168.88.1;
Log DHCP Server: enabled;
.5&' Radius You can click on "Show Script” to see the exact commands that are used to add and
@'{ — remove this default configuration. To remove this default corfiguration click on "Remove  w
ools
B New Teminal Remove Configuration || Show Script... | | QK |
= | CD
PS5 MetaROUTER
‘} Partition
o Make Supout rif
& Manual

B Ext

Nzob6paxenune 3 — Undopmanus o crangapTHON KOH(PHUTYpaIuu.

B nmosBuBmemMcs okHe ¢ uHpoOpManued O CTaHIApTHOM KOHQUTYypauuu
HeoOX0aMMO HaxkaTh Ha KHONKy «Remove Configuration», 94ToObl MOJIHOCTHIO
coOpocuth HacTpoiiku. [locie HaxaTHsi MapHIpyTH3aTOP MEpPEe3arpy3uTcs, TOCTYI
yepe3 WinBox nponaser.

[Toaxrogaem kabemb OT KOMITBIOTEPA B TIEPBBIN IMOPT MapIIypHu3aTopa, 3aImycKaeM
WinBox cuoBa u crpaBa ot moyisi «Connect TO» HaxumMaeM Ha KHOIKY «...».
[TosiBUTCS CTpOKa ¢ JOCTYMHBIM YCTPOMCTBOM JUIsl MMOAKIIOUEHUS, U300paxeHue 4.
Heo6xomumo naxats Ha MAC-anpec ycrpoiicTBa, mocie 4yero B mose «Connect
To» noseurcs MAC-anpec mapripyruzatopa. Jlorun Takxke octapisiem «adminy,
noJie ¢ mapoJieM He 3amoiaseM. Haxxumaem Ha «Connecty.



& MikroTik WinBox Loaderv2.2.18 - & | x
Connect To: | 192.168.88.1 .| comnect |
MAC Address I IP Address | Identity Versi... | Board Name
AC:5E:0C:EC:7... 0.0.0.0 MikroTik 6.29.1 RB2011UiA...
Password:
Note:
Address  *

N3obpakenne 4 — JIoCTyImHOE yCTPONCTBO IS TTOAKITFOYCHHUS.

[Tocne aToro cHOBa oTKpoeTcst mHTepdeiic mporpammbl WIiNBoX, n3obpaxkenue 5.

=

Safe Mode Hide Passwords [l ()

As Quick Set
W Interfaces

1 Wireless

gf Bridge

=% PPP

= Switch

218 Mash

25 P

=" MPLS

4 Routing

o System

! Queues

& Files

(| Log

[ Radius

&, Tools

@ MNew Teminal
B | CcD

P4 MetaROUTER
#2 Parition

| & Make Supout rif
& Manual

B Exi

N3o6paxenue 5 — MuaTepdeiic nporpammer WinBox.
5



Hacrtpoiika mocTa (Bridge)

Jns Havama HeoOXoIMMO OOBEIWHUTH TOPTHI MapHipyTh3aTopa. JlaHHBIH
MapHipyTH3aTop WMeeT ABa (U3MYECKH HE3aBHCHMBIX KOMMYTAaTOpa C TSTHIO
nopramu Kaxplil. [lepBbpie MATH MOPTOB MUMEIOT CKOPOCTh MOAKIIOUEHHS 110 1
['6ut/cex, Bropsie — g0 100 MoOwut/cex. [lns Hauama HacTpOMM TMEpBbIE MAThH
MOPTOB, JJII KOTOPBIX OyAeT CBOs JoKajmbHas ceTh 192.168.88.0/24, Ttakxke
caemaem 1| WAN-mopT miist moakmrodeHus: latepHeT-kades.

Jlnist aToro mepexoaum B paznen «Interfacesy, rue nosBTcs AOCTYIHbBIC TTOPTHI IS
KOH(pUrypupoBaHus, uzoopaxkenue 6.

Hide Passwords B (5

Intefface List
Interface | Ethemet EolP Tumnel IP Tunnel GRE Tunnel VLAM VRRP Bonding LTE

[#~][=] [“][%] ] [7]

|Name + | Type [L2MTU [T | | Tix Packet | =
R #i#ether] Ethemet 1558

#irether? Ethemet

4i4etherd Ethemet

#iretherd Ethemet

rethers Ethemet

4j¢etherb Ethemet

#irether? Ethemet

4j¢etherd Ethemet

#i#etherd Ethemet

4i#ether1D Ethemet

#iesfpl Ethemet

wlan1 Wirgless (Atheros ARS...

B New Teminal
B CD
F5 MetsROUTER

¥ Partition

o Make Supout rif
& Manual

[E et

Nzobpaxkenue 6 — KondurypupoBaHue mopTos.

Jloruka B HACTPOWKM MOPTOB KOMMYTATOpa CIICIYIOIIAas — OJWH TOPT SBJISCTCS
mactepoM (Master-port), ocranbHble MOPTHI SBIAIOTCS NoguMHEeHHBIMH (Slave-
port). Jlns Hariei cutyaru 3To OyIeT BBINISAACTh CISAYIOIUM 00pa3om. 1-if mopt
oyner Master-port, nopter 2-4 6yayt Slave-port, mopr 5 6yner WAN-mopr.



Jlis HacTpoiKkK KOH(HUTYpauu mopTa Bo Biazake «Interface» nBakapl HakuMaem
Ha HEOOXOIUMBIN MOPT, U300pakeHue 7.

@
p—T

As Quick Set
i Intefaces
- Wireless
75, Bridge
=% PPP

= Switch

Interface <etherl>

General |E‘.hemet COwverall Stats  Fx Stats T Stats ... 0

IName: |LﬁN1—Master Cancel

Type: |Ethemet
Interface | Ethed e | = Aeply
MTU: 1500

o IE”EI E L2 MTU: 1588 —

25 |p =
= |Name Commert |Tx Packet d"
/" MPLS B ¢retherl Mazx L2 MTU: 4074

#* Routing 4irether2 . T ———
drathers MAC Address: |4C:5E:0C:EC.76:CA

o System #ietherd ARP: |enabled s =
e Queues 4ivethers -
& inl
‘!’::Eﬁ Master Port: |none
' _ - — — Reset MAC Address
Log *-*H::rrg Bandwidth (Re/T): [unlimited | ¥ |/ [unlimited
) et Reset Court:
A Radius vether1l) Switch: |switch - =
4, Tools 4i#sfp
B New Teminal Gwian
= LCD
¥5 MetaROUTER
¥ Parition
= Make Supout rif
& Manual

[E et

Tarch

. Files

*|
12 items (1 selec

|n.|nning |Iir1k ok

N3o6pakenne 7 — Hactpoiika mopra.

Ha wu3o0Opaxenuu 7 mpencraBlieHa HACcTpoiika 1-ro mopTa, KOTOPBIM SIBISETCS
Master-port. Bo Bkiaake «General» B mosne «Namey yka3piBacM Ha3BaHHE MOPTa.
Hns  sBHOTO OTOOpakenus wuH(opmanmu HazoBeM ero «LANI1-Mastery.
OcranpHble MapaMeTphl OCTaBiiieM 0O€3 M3MEHEHHM, TJaBHOE, YTOOBl B MOJIE

«Master Porty Obuto BeIOpaHo «noONey. s mpumeHeHus: nmapaMmeTpoB HAXKHMMaeM
Ha «OK».

st mopToB 2-4 MpoOBOAUM aHAJIOTUYHYIO HACTpOMKy — B mojie «Namey» BBoIuM
cootBercTBeHHO «LAN(2-4)-Slave» u mia kaxmoro mopra B mose «Master Porty
BeIOMpaem «LAN1-Mastery. st npuMmenenns Takxe HaxkumaeMm « OKy.

Hns mopra 5 B mose «Name» BBoguM umsi, k npumepy, « WAN1» wm «ETH-
WAN1», B mone «Master Port» octaBiasgem «noney.

To ecTh mostyyaercst Tak, YTO NOPTHI 2-4 CTaly MOIYUHEHHBIMU TIOPTY 1.

7



Hanee HeoOXonuMO OOBEAMHUTH MOPTHI M OECIPOBOJHYIO CETh B OAMH MOCT
(Bridge), uroOb1 MOXKHO OBLIO pa3fgaBaTh ajgpeca.

[Tepexomaum B pasnen «Bridge» u Bo Bkimane «Bridge» HaxxumaeMm Ha KHOIIKY «+»,
n3oopaxkenue 8.

x

Hide Passwords [ (5

Bridge
Bﬂdg&|Put5 Fiters  NAT Hosts

B o] 7] e

|Mame /| Type [L2MTU 7%

B Mew Teminal
= Cco

5 MetaROUTER
#2 Partition

5 Make Supoutrif || 4]
@ Manual 0 items out of 12

B e

N3obpakenue 8 — Kondurypuposanue mocta (Bridge).



[Mocne 3TOro OTKPOETCSI OKHO € Co3/IaHreM HOBOro mocta. Bo Bkiaake «Generaly
B moje «Name» BBogum, k npumepy, «Bridge-Localy u naxkumaem Ha «OKpy,
n3o0paxkenue 9.

x

Hide Passwords B (5

New Inteface

General |STP  Status  Traffic

IName: | Bridge-Local

Type: |Eridge

MTU: |
Actual MTL:
L2 MTU:

| T Packet |+

MALC Address:
ARF

Admin. MAC Address:

B Mew Teminal
B | CD

L MetaROUTER
¥ Partition

5 Make Supoutof || #]
@ Manual 0items out of 12

B Ext

N3o6paxkenue 9 — Co3ganne HOBOTO MOCTA.



Jlanee nepexouM BO BKIAIKy «POrts» m HaxmmaeM Ha «+», nzoopaxenue 10.

x

| Hide Passwords [ (2

A Quick Set

il Intefaces

1 Wirsless

34 e

=% PPP Interace List

= Switch E:I'i'jElE

¢ Mesh orcge[ Fora] e AT bt
25 |P

A CEIEE

2 Rouing |Inteface + |Bridge |Priority th... |Path Cost |Horizon |Role

- System
! Queues
8 Files
(&) Log
.'*. Radius
., Tools

B New Teminal
B |Ch

B MetaROUTER
¥ Partition

_:, Make Supout rf
& Manual

[E et

N3o6paxenue 10 — JlobaBieHne nopToB B MOCT.

10



Ortkpoercst okHO, T1e Bo BKiaake «General» B mone «Interface» HyxxHo BbIOpaTh
HEOOXOUMBIH TIOPT | B mosie «Bridge» HeoOXoauMo BeIOpaTh MOCT, K KOTOPOMY
3TOT MOPT OyAeT mnpuHamIexkarb. Jis Hamed cutyanmu B mone «Interfacex
BeiOupaem «LANI1-Master», B mosne «Bridge» BwiOupaecm «Bridge-Local» wu
HaxumaeM Ha «OKy, nzobpaxenne 11.

Hide Passwords [ (5

New Bridge Part

General | Status

Bige Pors |Fte Lo [+ |
Bidge: |Bidgelocl | ¥

[+][=] [#][z]

[Interface Priority: 20
Path Cost: |10

Horizon: |

Edge: |auto

Point To Pairt: |E|uto

Extemal FDB: |E|uto

B Mew Terminal [ Auto Isolate
= (CD

5 MetaROUTER
¥ Parition

& Make Supout rif
& Manual

[E B

Nzo6paxenne 11 — JlobaBnenue Master-port 8 mocr.

11



JIOTIOJTHUTEIBHO HaM HEOOXOAUMO JH00aBHTh OECIPOBOAHYIO ceTh «Wlanl» B 3TOT
e MocT. [lopT 2-4 106aBiATh HE HYKHO, TaK Kak OHU CBs3aHbl ¢ mopTom LANI-
Master, To ecTh 10 YMOJIYAHUIO PUHAIUIEKAT STOMY MOCTY.

Bo Bkmanke «Ports» cHoBa Haxxumaem Ha «+». Temepp B moie «Interface»
BeIOUpaeM «wlanl», a B mone «Bridge» Bcé Tarke BoiOMpaem «Bridge-Localy,
nocie HaxxumaeM Ha «OKy, nzobpaxenue 12.

Hide Passwords [ (5

Mew Bridge Port

Gereral | Status

Interface:
Bridge FPorts ||:ia-5

IE‘E Bridge: |Bridge—Loca| || ¥ |

|Irrterface Priarity: |BJD
HHLANT-Master Path Cost: |10

Horizon: |

Edge: |E||_rto

Point To Peint: |a|.rto
Extemal FDB: |a|.rto

@ New Teminal [] Auto lsolate
¥ LCD

74 MetaROUTER
‘}‘ Partition

o Make Supout rif
& Marual

[E et

N3o0paxenue 12 — Jlobasnenue 6ecripoBoanoit cetu (wlanl) B mocr.

12



Co3nanue |P-ceTn, nacrpoiika DHCP-kiauenTa, -cepBepa, NAT.

KondurypupoBanne Mocta 3aKOHUEHO, TeTIEph HEOOXOAMMO HACTPOUThH |P-ceTh.
Jlist aToro mepexoaum B pasaen «IP» - «Addresses», uzobpaxenue 13.

X

vl Hide Passwords [ ()

®5 MetaROUTER
#2 Partition
_:, Make Supout.if
& Manual

[ Ext

N3o6pakenne 13 — Hactpoiiku IP-cetn.

13



OTKpoeTcst OKHO, TJIe HEOOXOAMMO HaXaTh Ha «+», n300paxenue 14.

=5 MetaROUTER

¥ Partition
,_:i' Make Supout rf
& Manual

[ Ext

N3o6paxenue 14 — Jlobasnenue IP-cetn.

14



B otkpeiBmiemMcss okHe, wu3zo0Opaxenue 15, B moine «Addressy muriem
192.168.88.1/24 u B none «Bridge» BbiOMpaeM Halll BbIllle CKOHMUTYPUPOBAHHBIN
moct — «Bridge-Local». ITocne atoro naxkumaem Ha «OKy». To ecTth B JaHHOM
MOCTY OyJIyT MCTOJIb30BaThes aapeca 192.168.88.1 — 192.168.88.254.

X

Hide Passwords [ (=)

A Quick Set
 Intefaces
- Wirgless
gﬁ Bridge
=& PPP

=* Switch
“a Mesh

2z |P Address: oK
< MPLS Metwarlc: - Cancel
#° Routing - =

Interface: |Bridge-Local |L| Bpply

i System
’ Queuss Disable
i Files

5l Log

m. Radius

=, Tools

B New Teminal
= CD

5 MetaROUTER
f.‘ Partition

1_:, Make Supout.if
& Manual

B et

N3o6pakenne 15 — JlobaBneHne KOHKPETHON CETH.
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HNanee mnpoeaem HacTtpoiiku DHCP-cepBepa, 4YToOBI MapIpyTH3aTOp MOT
aBTOMATHYECKU pa3laBaTh ajgpeca B HAIl MOCT. JlJis 3TOro mepexonuMm B pasfeln
«IP» — «DHCP Server», nzobpaxenue 16.

X

vl Hide Passwords [l 5

5 MetaROUTER
#2 Partition
‘_,; Make Supout ff
& Manual

[E

N3o6paxenne 16 — [lepexon B HacTporiku DHCP-cepsepa.

16



Otkpoercsi okHO, e Bo Bkiagke «DHCP» wHeoOxoammo HakaTh Ha KHOIKY
«DHCP Setupy, uzobpaxenue 17.

X

Hide Passwords [l (5
Ay Quick Set
8 Intefaces
- Wireless

B ps
o, Bridge DHCP Server

=4 PPP DHCP | Networks Leases Options Option Sets  Aletts

::; Z:Tj [+[=] | DHCP Config | DHCP Setup

| Name / |Interface |Relay  |Lease Time Address Fool  |Add AR...

255 |P

' MPLS

4 Fouting

o System

’ Queues

. Files

. Log

m Radius

., Tools

B New Teminal
= | CD

S MetaROUTER
# Partition

o Make Supout.rif
& WVanual

B =it

Nzo6paxenne 17 — Hacrpoitku DHCP-cepepsa.
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B otkpeiBmiemcs okne, m3obpaxenue 18, BeiOupaem wunTepdeiic mis DHCP-
cepepa «DHCP Server Interface». /lanasiM uHTEpdeiicoM OyaeT SBISATHCS HaIll
ckoH(pUTryprpoBaHHBI MOCT — «Bridge-Local». Haxxumaem Ha kHOMIKY «NeXty».

X

Hide Passwords [ (7]

A Quick Set

DHCF|Netm|Im Leases Options | Option Sets  Alerts

#][=] [~][] [ 7] | pHcP Corfig || DHCP Setup |

|Name + |Interface |Relay  |Lease Time |Address Pool  |Add AR...

DHCP Setup
Select interface to run DHCP server on

DHCP Server Inteface: [Er el B

| Back || Net || Cancel |

@ New Teminal
o |CD

5 MetaROUTER
¥ Partition

_,2 Make Supout rf
& Manual

[ Ext

Nzo6paxkenne 18 — UnTepdetic mist DHCP-cepsepa.

18



Jlanee BBomuM anapecHoe mpoctpanctBo «DHCP Address Space» mms DHCP-
cepBepa — 192.168.88.0/24, uzobpaxenue 19.

X

Hide Passwords [ (5)
A Quick Set
A Intefaces
_ Wireless
gi Bridge
=2 PeF DHCF‘Netmks|Leam|(hﬁnns|{kﬁde:s|ﬂuts|

::g ?:: EE @ | DHCP Corfig || DHCP Setup |

[Name / |Interface |[Relay  [Lease Time |Address Pool  |Add AR..

255 |P
.~ MPLS
4 Routing

i System
& Quouss DHCF Address Space: |192.168.88.0/24] |

DHCP Setup
Select network for DHCP addresses

(. Files | Back || Net || Cancel |
- Log

jﬂ‘. Radius
&, Tools

B New Teminal
= CD

5 MetaROUTER
"‘ Partition

_:, Make Supout.if
& Manual

[ Ext

Nzo6pakenne 19 — AnpecHoe npoctpanctso a1 DHCP-cepsepa.
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Jlanee BBommM numo3 mus Hamed cetm «Gateway for DHCP Network» —
192.168.88.1, n3obpaxenue 20.

x

Hide Passwords [ (5}
JAs Quick Set
# Interfaces
& Wireless
Eg Bridge

=& PPP DHCP | Networks Leases Options Option Sets Alets

= ilﬁ (#|[=] [][s2] [ 7] | DHCP Corfig || DHCP Setwp |
L]

|Name / |Interface |Relay  |Lease Time |Address Pool  |Add AR..|

25 |P

" MPLS

4 Routing

o System

&8 Queuss

i Files

| Log

L Radius

=, Tools

& New Terminal
M | CD

PS5 MetaROUTER
#2 Parition

_:, Make Supout rif
& Manual

B Bt

DHCP Setup
Select gateway for given network

N3o6paxenue 20 — [lmto3 ana cetu DHCP.

20



Jlanee BBIOMpaeM Auama3oH aapecoB, KoTopeie Oyaer pasmgaBate DHCP-ceprep
«Addresses to Give Outy — 192.168.88.2-192.168.88.254, nuzoopaxenue 21.

X

Hide Passwords [ ()

DHCF|Netm1k3|Leam|Q:limls|(hﬁdes|ﬂats|

[#][=] | DHCF Corfig || DHCP Setup |

|Name ¢ |Interface |Relay  |Lease Time Address Fool | Add AR...

DHCP Setup

Select pool of ip addresses given out by DHCP server

Addressesto Give Out: |192.168.88.2-192.168.38.254 | %

| Back || MNext || Cancel |

B New Teminal
=\ CD

S MetaROUTER
'-l Partition

_,2 Make Supout rf
& Manual

[ Ext

N3obpaxkenue 21 — J[nanazoH paznaBaeMbIX aJipecoB.
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B cnenyromem oxue ¢ Hactpoitkoit DNS-cepsepoB «DNS Serversy, nzoopaxxenue
22, 1ojie ocTaBisieM IyCThIM, TaK Kak B JaibHeiineM Mbl HacTpoemM DNS Relay,
yToOBI Mosyuath agpeca DNS-cepBepoB B aBTOMaTHUYECKOM pexUME.

Hide Passwords [ (5

DHCF|Netvmflm Leases Options Option Sets  Alerts

EE E | DHCP Config || DHCP Setup |

[Name / |Interface |Relay i |Address Pool | Add AR..

DHCP Setup
Select DNS servers

B New Teminal
= (CD

P MetaROUTER
'} Partition

= Make Supout if
& Manual

B Eat

N3o6paxkenue 22 — Hactpoitku DNS-cepBepos.
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Jlanee HeoOXOIMMO HACTPOUTH BpeMms apeHabl angpeca «Lease Timey,
nzo0paxenue 23. MoxxHO BeIOpaTh, Kk nmpumMepy, 1 yac — «01:00:00».

d x

Hide Passwords [ (5}

A CQuick Set
i nterfaces
= Wireless
Ei Bridge

PRP
= DHCP ‘Netm'ks Leases Options Option Sets  Alerds

::, :;m [+][=] | 7| | DHCP Config || DHCP Setup |
L]

|Name £ |Irrterfac:e |F€5|a3r |Lease Time

255 |P
2 MPLS
4 Routing

o System
*G‘ueu&s Lease Time: |DD:1D:DD

DHCP Setup

Select lease time

2 Files
o Leg
"jﬂ‘. Radius
&, Tools

B Mew Teminal
B\ CD

®L5 MetaROUTER
f} Partition

- Make Supout rif
& Manual

[ Ba

Nzobpaxenue 23 — HacTpoiiku BpeMeHU apeH bl ajipeca.

[Tocne 3TOr0 MBI CMOKEM TMOAKIIOYATHCS Ha MapuipyTuzarop yxe He mo MAC-
anpecy, a o IP-agpecy 192.168.88.1.

23



Tenepsr Ham HeoOxomaumo Hactpouth NAT (Network Address Translation) mms
TPAHCIUPOBAHUS OJHOTO ajapeca, KOTOPbIH MbI OyaeM T[ojydaTb OT CETH
POWERNET, na ampeca B Hamieil nokanpHOW cetn 192.168.88.0/24. To ecTh
OyzneT ucnoiib3oBaThes neperpyxenuniii NAT.

Jlns aToro mepexoaum B paszaen «IPy» — «Firewall», nzodpaxenue 24.

u b4

Hide Passwords [ (5

ARP
Accounting
Addresses
Cloud
DHCP Client
< MPLS DHCF Relay
4 Routing DHCP Server
- System DNS
& Queues Firewall
& Files Hotspot
= Llog |Psec
i Radius Neighbors
=, Tools Packing
B MNew Teminal Pool
= (CD Routes
5 MetaROUTER SMB
# Partition SNMP
_:, Make Supout rf Services
& Manual
B &t

N3obpakenue 24 — [Tepexomut B pasaen «Firewally s mactpoitku NAT.

24



B otkpobiBmieMcs OkHe, u300pakenue 25, mepexoaum Bo BKIaaky «NAT» u
Ha)KUMAeM Ha «+».

X

Hide Passwords [ (5)
Ag Quick Set
 Intefaces
- Wirgless
32 Bridge
=& PPP
=* Switch

Firewsall

Fiter Rules | NAT |Mangle Service Ports Cormections  Address Lists  Layer? Protocals

°.2 Mesh +|=| [¢][x] | 7| [ Aeset Counters || 00 Reset Al Counters | Find [l |[#]

# | |Acton |Chain |Src. Address |Dst. Address |Proto... |Sre. Port  |Dst. Pot [In. Inter...|Out. It... Bl

s P

" MPLS

#° Routing

i System

&8 Queuss

i Files

o Lem

.ﬂ. Radius

=, Tools

B New Teminal
= CD

5 MetaROUTER
'} Partition

_:, Make Supout.if
& Manual

B et

N3o6paxenue 25 — JlobaBieHrne HOBOTO MpaBHIA.
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OTkpoeTcst OKHO, M300paxenue 26, rae Bo Bkiaaake «General» B mome «Chainy
BbIOMpaeM «Srcnaty, B mojae «Out. Interface» Beioupaem Hamr WAN-1opr.

@ X

Hide Passwords [ (5

A Cuick Set New NAT Rule =] E:
A Interfaces General ‘ Advanced Extra  Action  Statistics

= Wireless
., Dridge
=% PPP

= S o pess

©'3 Mesh Protocal: Comment
a5 P

. MPLS
#° Routing
.

e Queues In. Interface: Reset All Counters

IChain:

Src. Address:

Src. Port: Copy

Dst. Port: Remove

. Files IOut. Interface

Log
‘,@ Radius Packet Mark:
.=, Tools Connection Mark:

B New Teminal Routing Mark:

B | CD

F5 MetaROUTER

#2 Partition Connection Type:
o Make Supout rf

& Manual

[ Ext

Routing Table:

N3obpaxenne 26 — Hactpoiika npasuia aist NAT,
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Jlanee mepexomuMm Bo BKIAAKy «Actiony, msobpaxenue 27, u B moye «Actiony
BbIOHMpaeM «Mmasquerade» — 3To u ecth neperpyxeHubiii NAT.

[ x

Hide Passwords [ (5

As Quick Set MNew MAT Rule

W Interfaces General Advanced Bdra Statistics
. Wik e | + |

1, Bridge
=% PRP L Log
4 Switch Log Prefix: | |‘Ir

=]
=
[ %]

g
-

© 3 Mesh
@5 |P

" MPLS
# Routing
. System Reset Courters

Remove

& Queves Reset All Courters
. Files
Log

ﬁ'@. Radius
&, Tools
@ Mew Teminal
B | CD
5 MetaROUTER
',E Partition

- Make Supout rf
& Manual

[l Bt

N3o6paxenne 27 — Hactpoiika npaswmna miist NAT.
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HeoO6xogumo  mactpouts DHCP-kmmenT, droOBl Ham — MapmpyTH3aTOP
aBTomMatuyecku mnoiyyan IP-aapec m HeoOxomumbie HacTpoiiku. llepexoaum B
pazzaen «IP» — «DHCP Client», uzoopaxenue 28.

Safe Mode Hide Passwords B ()

Ay Quick Set

8 Interfaces

- Wireless

gﬁ Bridge ARP

=E PPP Accounting
== Switch Addresses

©2 Mesh Cloud
5 |p DHCP Client

" MPLS DHCP Relay
2 Rouing DHCP Server
& Syzem DNS

& Queues Firewall

1 Fles Hotspot

= Log IPzec

:& Radius Neighbars
=, Tools Packing

@ New Terminal Pool

= CD Foutes

P MetaROUTER ~ SMB

f" Partition SNMP

| Maks Supoutrf ~ Services

& Manual Settings

B & Socks

TETP

N3o0paxenue 28 — [lepexon B pazaen DHCP Client.

B oxkne, nzoopaxenue 29, Bo Bkiaake «kDHCP Clienty Haxxumaem «+».

Hide Passwords [ ()
Ay Quick Set
i Interfaces
1 Wireless
E;E ET:E DHCP Clert | DHCP Client Options
S R v

2 Mesh Interface +[Use P..[AddD..[IP Address  |Expires After  [Status [+

2l IP

" MPLS
#° Routing
o System
& Queues
|2 Files

[ \Log
. Radius
A, Tools [
@ New Terminal

= (CD

¥4 MetaROUTER Ditems
',‘ Partition

o Make Supout if

& Manual

B &t

v | % | =

28



Nzob6paxenue 29 — Jlob6asnenuss DHCP-kiuenTa.

Otkpoercsi okHO, u3oOpakenue 30, rme Bo Bkiaaake «DHCP» wHeobxommmo
BeIOpaTh nHTepdeiic a1 DHCP-kiauenTa, To ecth B nosie «Interface» BriOupaem
Hait WAN-niopT. OctanbpHble mapaMeTphl OCTaBIsieM, Kak Ha M300paKeHUU.

Hide Passwords [l ﬂ

DHCP Cient | DHCP Ciient Options |

[+[=] []f=] (=] [v]
[Interface + [Use P... [Add D. [rrtocs TR ||

Use Peer DNS
Use Peer NTP

DHCPOptons: [ |+

Add Default Route: |yes |i|
Default Route Distance: |0

g

& = g
dlilia A

@ New Teminal
= 1co

P4 MetaROUTER
¥ Partition

‘j Make Supout fif
& Manual

B Ex

N3o6paxenne 30 — Beidbop nnatepdetica mst DHCP-knuenTa.
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[Noaxmouaem kabens B WAN-iopT (5-i mopT) U npoBepsieM, YTO Halll uHTepdeiic
nosryuwt IP-aapec, nzoopaxkenne 31.

x

Hide Passwords B ()

[#][=] [2][] [e] [¥] [ Rdesse ][ Renew |

] 3
WANT yes yes 12.154.194.1 10,-'2.3 07:59:45 bound

B New Teminal
= 1CD
F5 MetaROUTER

#5 Parition

;; Make Supout ff
& Manual

B &

N3o6paxkenne 31 — [Iposepka momyuenwns IP-ampeca.
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Tenepsr Hactpoum DNS Relay, 4to0Obl ycTpoiicTBa aBTOMATHYECKU MOTyYalH
anpeca DNS-cepBepoB. [l storo mepexommm B pasgen «IP» — «DNSy,
n3oopakenue 32.

. =

vl Hide Passwords M ()

# MetaROUTER
¥ Partition
| Make Supout rif
& Manual

E e

N3o6paxkenne 32 — [lepexon B pa3aen ¢ HacTpoiikoir DNS.
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3mech, w3o0Opaxkenue 33, HeoOXoauMo ycTaHOBHTH ramouky «Allow Remote
Requests» mist Brmrouenuss DNS Relay. Takke MOXKHO MOCMOTPETh TEKYIIUE
angpeca DNS-cepBepos.

x

Hide Passwords [ ()
A Quick Set
m Interfaces
1 Wireless
32 Bridge
=% PPP
= Switch
“a Mesh

2l IP Dynamic Servers: |10.200.201.234

i MELES [10.200.201.162

4 Routing
- System
![lueu&s Max UDP Packet Size:

IS Files Query Server Timeout:
(&l Lag

L Radius

&, Tools Cache Size

@ New Teminal Cache Max TTL: |7d 00:00:00
= 1CD

4 MetaROUTER
# Parition

| o Make Supout rif
& Manual

[ Ea

Query Total Timeout

Cache Used: |10

Nzob6paxenue 33 — Bkmouenne DNS Relay.

32



HacTpoiika 6ecipoBOIHOM CeTH

[epetinem k HacTpoiikam OecripoBoaHO# cetn. OTkpbiBacM pasaen «Wireless» u
BO BKkiajake «Interfacesy BeiOMpacMm Hamry OeclpoBOIHYH ceTh «Wlanly,
n3o0pakeHue 34, mocie 4ero ABax bl HAXKUMAEM Ha He€ I KOHPUTYPUPOBaHUS.
[locne Bcex 3THUX HACTpPOEK AOJDKEH 3apaboraTeh WHTepHeT mo kabemo udepes
JAHHBIA MApLIPYTU3aTOP.

Hide Passwords [ (5

Wireless Tables

5 Bridge Interfaces ‘Hsh'eme[].ld Access List  Registration Connect List  Security Profiles  Channels

F
=% PPP IE“E‘ .. . . | Scanner || Freq. Usage || Alignmert || Wireless Sniffer || Wireless Snooper

T LT — A= 12 MTU T B Tx Packs
“ & Mesh wian 1 Wireless (Atheros ARS... 2290

a5 |p
" MPLS
#* Routing
i3 System
Q Queues
L Files
Log
.@ Radius
=, Tools
@ New Teminal
B (D
"5 MetaROUTER
# Partition

«|
1item out of 13

Nzo6pakenne 34 — [lepexo k HacTpoKamM OECTIIPOBOIHON CETH.
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31ech Mbl MOXKEM 3aJaTh UM JUIsg UHTEpdeiica OecripoOBOAHON CETH, H300pakeHne
35, HO 3T0 MMSI He siBiIsIeTcs MMeHeM OectipoBoanoi cetr (SSID). g mepexoza k
paciMpeHHBIM HaCTpOlKaM HakuMaeM Ha KHomky «Advanced Modey.

Hide Passwords [ (5}
Aa Guick Set Interface <wlan1:
W Interfaces General ‘Wiralas HT WDS Nstreme NVZ
- Wireless MName:
3{ Bridae Interfaces | M
Type: | Wireless (Atheros ARS300) Soply

=E PPP IE' E |: WTUL Eless Snooper

= Switch |Name Enzble
% & Mesh XS <pwlan LI Comment

= P MAC Address: |4C:5E:0C:EC:76:D4

./ MPLS
ARP: [enabled
#° Fouting Scan...

System Chip Info: mac: k300,03, phy:ed, a5:0x0, a2:0bed, Freq. Usage...
Q Queues )
 Fies PCI Info: |

To

Sniff ..
Log

Snooper...
j;& Radius
s, Tools Reset Configuration
B New Terminal
B |CD
F5 MetaROUTER

!} Partition

¢| Advanced Mode
1item out of 1

Nzob6paxenne 35 — [lepexos kK pacuIMpeHHBIM HaCTPOHKaM OECIIPOBOTHOM CETH.

B otkpsiBIIeMcs OkHe, n300pakenue 36, Bo Brimagke «Wireless»y neobxommmo
MIPOU3BECTH KOH(DHUTYpAITHIO:

«Mode» — «ap bridge».

«Band» — «2GHz-B/G/N».

«Channel Widthy — «20/40MHz HT Above».

«Frequency» — ¢ynkius BeIOOpa KaHana, HO 3/1€Ch KaHall BBIOMPAETCS B BUIIE
YaCTOTBHI.

«SSID»y — BBoMM Ha3BaHUE OESCIIPOBOTHON CETH.

«Wireless Protocol» — «802.11».

«Frequency Mode» — «regulatory-domainy.

«Country» — «russiax.

«WMM Support» — «enabledy.

34



L

Ay Quick Set
8 Interfaces
_ Wireless
gf Bridge
=F PPP
= Switch
“ & Mesh
2zl P

<" MPLS
#° Routing
2 System
9 Queues
i Files

Log

'ﬂ. Radius
=, Tools
B MNew Teminal
__Bln]
PS5 MetaROUTER
'} Partition

& Make Supout rif
& Manual
=t

Interfaces | Mat|

#-]=] [«

|Name

*5  dpwlani

¢

1item out of 13

Interfac

General

Hide Passwords B (5

Mode

Band

Channel Width
Frequency
S5ID

: |ap bridge

- | 2GHz-B/G/N

=1 E3
Ess Snooper

| Tx Pack] v

. |POWERNET

Radio Name

Scan List

- |4C5EO0CECTEDA

: |de:fa|_|h

Tarch

Scan...

I‘Mreless Protocal

- [s02.m

Freq. Usage ..

Securty Profile

E |defa|.|rt

Align...

Sniff...

Frequency Mode

Country

: |regulator'_.'-dcmain

: |n.|55ia

Antenna Gain

DFS Mode

Proprietary Edensions

:|D

:|nane

Snooper ..
Reset Configuration

Simple Mode

E |post-2.3.25

I WHMM Support

: |enabled

Bridge Mode

E |enabled

Default AP Tx Rate:

Default Client Tx Rate:

Multicast Helper:

Default Autherticate
Default Forward
[] Hide S5ID

: |defa|_|h

N3o6paxenne 36 — PacmmpeHHble HACTPOMKHU O€CITPOBOAHOMN CETH.
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Jlanee mepexoauM Bo Bkiaaky «Advanced», usoOpaxkenue 37, U HacTpauBaeM
CIEAYIOIUM 00pa3oM:

«Distance» — «indoorsy.
«Periodic Calibration» — «enabled».
«Hw. Protection Mode» — «rts cts».
«Adaptive Noise Immunity» — «ap and client modey.

A Quick Set
& Interfaces
. Wireless
32 Bridge
=3 PPP
=5 Switch
“ 2 Mesh
25 |p

" MPLS
4 Routing
i3 System
e Cueues
. Files

Log

ﬂ Radius
=, Tools
B MNew Teminal
B CD
"5 MetaROUTER
',.'“ Partition

& Make Supout rf
& Manual
B et

Interfaces ‘ Mat|

[#~][=] [+

|Name

X5 <dpwlani

+|

1item out of 13

Interfface <wlan1:

Data Rates [Advanced] | HT HTMCS wDs

Area

Max Station Count:

Hide Passwords B (7]

oK

[=/E3

Cancel

2007

I Distance

E |indoors

Noise Floor Threshald:

Apply
Ess Snooper

| T Pack] v

Enable

Comment =

| Penodic Calibration

E |enabled

Calibration Interval

- |00:01:00

Burst Time:

Hw. Retries:

Hw. Fragmentation Threshold:

Torch
Scan...

Freq. Usage ..

I Hw. Protection Maode

=1

: |rt5 cts

Smiff...

Hw. Protection Threshald:

Frame Lifetime:

0 |
[0

IMapﬁve Moise Immunity:

=]

: |ap and client mode

Preamble Mode

Disconnect Timeout

COn Fail Retry Time

Update Stats Interval

T long © shot & bath
[] Allow Shared Key

: |DD:DD:DS
- |00

L Ivs

Snooper...

Reset Corfiguration

Simple Mode

N3obpaxenne 37 — PacuimpeHHble HACTPONKH O€CIIPOBOIHOM CETH.
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Bo Bxnanke «HT» B mone «HT Guard Interval» BeictaBisem «long», nzodpaxkenue
38, u HaxxumaeM «OK», 4TOOBI IPUMEHHUTH ITAPaMETPHI 3aBEPIIUTH PACIIHMPEHHYIO
HAaCTPOWUKY.

@
Hide Passwords [ (21

Ag Quick Set Interface <wlan1:
M Interfaces Advanced | HTMCS WDS Nstreme Tx Power ..

+ Wireless HT Tx Chains: chainD chain1 IE”E
#5 Bridge Interfaces \ Mt HT Fx Chains: (| chaind [+ chaint

=2 PP E“E‘ E HT AMSDU Limit: 8192 e

=2 Switch [Name T Pack| ¥
© 2 Mesh XS wiant

5 IP HT Guard Interval;

< MPLS ~ HT AMPDU Priorities
#° Routing ] 1 02 3
. System O4 L5 L6 L7

Q Queues

HT AMSDU Threshold: |8132

ps

2 Files St
Log

ﬁ. Radius

.=, Tools Reset Configuration

Snooper...

B New Teminal
= | CD
"5 MetaROUTER
"h Partition

& Make Supout if
& Manual
B &

P | Simple Mode

1item out of 13

N3o6paxenne 38 — PacmmpeHHble HACTPOMKHU O€CITPOBOAHOMN CETH.
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Tenepp mnpoBeneM HACTPOWKY 3amIuThl OecrpoBogHou cetu. [lepexomum Bo
BKJIIaIKy «Security Profiles» u aBakasl HaxkuMaeM Ha CyMIECTBYIOUIMEA MPO(UIIb,
nzoopaxkenue 39.

- =

Hide Passwords [ (2

Ay Quick Set
i Interfaces
1 Wirgless Wireless Tables

2+ Bridge nafm|umma||mm|ﬁagmmm|cmmmmm|
am 3] [¥]
e Name  + |Mods | Autherticatio .| Unicast Cihers | Group Ciphers | WPA Pre-Ghared __| WPA2 Pre-Shal

© 3 Mesh default naone
255 |p

" MPLS

4 Routing

. System

! Queues

. Files

£l Log

ﬂ Radius

&, Tools

@ Mew Teminal
B 1CD

L MetaROUTER
¥ Partition

| o Make Supout if
& Manual

=t

N3obpaxkenue 39 — [lepexo k HacCTpoMKaM 3aIIUTH OECIIPOBOTHON CETH.
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OTtkpoetcst okHO, m3o0paxenue 40, rae Bo Bkiaaake «Generaly B mone «Modey
BeicTaBisieM «dynamic keys», B «Authentication Types» BeIOMpaeM HY>KHBIM THII
ayreHTH(ukanuu, B HameMm ciaydae « WPA2 PSKy», u B mose «WPA2 Pre-Shared
Key» BBOMM TapoJib I HOAKIIOUEHUs K OecrpoBoHoM cet. Haxxnmaem « OKy
JUTS IPUMEHEHHUST HACTPOEK.

x

Hide Passwords [ (5

Name: |de‘fa|_|ﬂ

IMod&: |d1man1ic keys
- Authertication Types

[] WPAPSK WPAZ PSK

[ wPA EAP [ | wPA2 EAP
- Unicast Ciphers
[ thip aes com
- Group Ciphers
[ tkip aes ccm

B New Teminal | WPA Pre-Shared Key: |
-

= LCD

- Titem (1 selected)

= MetaROUTER

'} Partition

o Make Supout rif

& Marual

! Exit Management Protection: |disabled

| WPAZ Pre-Shared Key: |~

Supplicant Identity: |MikroTik

Group Key Update: |Dﬂ:ﬂ5:DD

Management Protection Key: |

N3obpaxkenne 40 — HacTpoiika 3amuThl 0€CIIpOBOIHOMN CETH.
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Tenepp HaM HEOOXOOUMO YOEIUTHCS, 4YTO OECIpPOBOMHAS CETh AaKTUBHA.
IMepexoqum Bo Bkiaaky «Interfacesy, m ecnam cerb Tyckias, 3HAYUT OHA
BBIKJIIOUEHA, U HEOO0XOauMO €€ BKIIOYUTh. JlJig 3TOro Ha)kMMaeM Ha KHOIKY C
CHHEH rajoukoi, nzoopaxenue 41.

x

Safe Mode Hide Passwords [ (5)

A5 Quick Set

8 Interfaces

. Wireless Wireless Tables

2 Bridge interfaces | Netreme Dual Access List Regisration Conmect List Securty Profies  Channels

=2 PPP |+'|E| |V x| | Scanner || Freq. Usage || Alignment || Wireless Sniffer || Wirgless Snooper
Nme # | Type L2ZMTU |Tx R T Packet [p

== Switch

?18 Mesh

2zl P

# MPLS

4 Routing

0 System

Q Queues

i Files

[kl Log

.ﬂ. Radius

&, Tools

@ New Teminal
B |Ch

®5 MetaROUTER
'_.. Partition

_,,",, Make Supout f
& Marual

B e

.
1 item out of 13 (1 selected)

N3o6pakenne 41 — BrmtoueHne OeCIpOBOIHOM CETH.
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Hacrpoiika xocryna

Teneps mpoBemeM HACTPOWKY JOCTyna K Mmapmpytuzaropy. [lo ymomyanuio Ha
MapUIpyTU3aTOp MOXKHO MOMacTh M3 000N cet M moObiM crocobom (SSH,
Telnet, WinBox). CnenaeM Tak, 4TOOBI JOCTYIT OCYIIECTBIISIICS TOJBKO W3 CETH
192.168.88.0/24. Jlns atoro nepexoaum B pazaen «IPy» — «Servicesy, nzo0paxkenue
42.

i -4

Hide Passwords [ (5}

ARP
Accounting
Addresses
Cloud

DHCF Client
DHCF Relay
DHCFP Server
DNS

. MPLS

#° Routing
. System
* Queues
. Files
(| Log
,'ﬁ Radius

=, Tools
B New Teminal

= CD
5 MetaROUTER
f.‘ Partition

Firewall
Hotspat
IPsec
Neighbors
Packing
Pool
Routes
SMB
SNMP

I Services
Settings

N3o6paxkenue 42 — [Tepexo k HaCTpoKaM JOCTyTIA.
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Otkpoercs OkHO, u3o0OpaxkeHue 43, c HacTpodkamu jgoctyma. Jloctyn
ONpEAEIEHHBIM CIIOCOOOM MOXHO OTKJIIOUUTh WJIM BKJIKOYWUTbH, €CIIM BBIACIUTH
HEOOXOUMBIA HaM CIOCOO M HA)KaTh HA CHUHIOIO TaJIOUKYy MJIM KPacHBIM KPECTHK
COOTBETCTBEHHO.

Safe Mode Hide Passwords [l (5

A5 Quick Set

8 Intefaces

. Wirgleas

gi Bridge

=% PPP |Name £ |F‘ort Available From
@ api 8728

= Switch
“'a Mesh
=5 |p

- MPLS
4 Routing
o System
! Queues
. Files
(E| Log
m Radius
&, Tools

Sitems (1 selected)

B Mew Teminal
= . CD

L MetaROUTER
'-. Partition

‘_,; Male Supout rf
& Manual

B Ex

Nzobpaxkenue 43 — Ciucok croco00B MOIKIIOYEHUS K MapIIPyTU3ATOPY.
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Jlnst M3MEHEeHHWs HACTPOEK Kakoro-iuOo Crmoco0a BaKIbI HAKHMMAaeM HETO.
OTtkpoetcs clenyroiiee 0KHO, u3oopaxenue 44, rae il Hallel CUTyallluu B MOJie
«Available Form» npornuceiBaem 192.168.88.0/24.

2 =

Hide Passwords [ (5]

A Quick Set
i Interfaces
_ Wireless
Ei Bridge
=% PPP

=* Switch
“2 Mesh

= |

/%] |7

|Name / |F‘nrt

|A.vailable From

@ api

@ api-ssl
@ fp

@ ssh

@ telnet
@ winbox

Name: |ww

Port: |Eﬂ

" MPLS
4" Routing
‘o System
& Queues
. Files
£l Leg
m Radius
=, Todls

@ New Teminal
B CD

B MetaROUTER
#2 Partition

_:i- Make Supout nf
& Manual

B e

| owww | Awailable From: |192.'|GB.EB.DJ-"24

¥ @ www-ssl

|enabled

8§ items (1 selected)

N3o6paxenue 44 — KonpurypupoBaHus JocTyna K MaplIpyTH3aTOpy IS
OIIPENIETIEHHOr0 crocooa.
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JlaHHy!I0 HACTPOWKY NPOBOIUM I KaXKIOTO CIMOco0a, U B KOHEYHOM HTOTE
JIOJKHO TIONYYUTHCS Clieyronee, n3o0paxkenue 45.

Safe Mode
s Quick Set
i Intefaces
= Wirgless
Eg Bridge
=% PPP
= Switch
“a Mesh
25 |P
" MPLS
4 Routing
i System
& Qucues
& Files
&l Log
. Radius
=, Tools
B New Teminal
= CD
5 MetaROUTER
#2 Partition
1_:, Make Supout.if
& Manual

[ Ext

|Fwailable From

8728 192.163.88.0/24
8729 192.163.88.0/24
21 152.168.88.0/24
22 152.168.88.0/24
23 152.168.88.0/24
8291 192.168.82.0/24

8 items (1 selected)

x

Hide Passwords [ (5)

N3o0paxkenue 45 — Bua mocie KoHGUTYPUPOBAHKS TOCTYMA K MaPIIPyTH3ATOPY.

44



Tenepp mepeiiieM K HacTpoWKam IOJIb30BaTeled mapupyrtuzaropa. OTKpeIBaeM
pasnen «Systemy — «Usersy, nzoopaxenue 46.

Hide Passwords [ (2

& Qusues
. Files

- Leg
.ﬂ. Radius
.=, Todls

B New Teminal
= | CD

L MetaROUTER
'} Partition

& Make Supout if
& WVanual

B B

N3obpaxenne 46 — Ilepexo k HACTpoKKaM IOJIb30BaTENICH.

Disks
Drivers
Health
Higtony
Idertity
LEDs
License
Logaing
Packages
Password
Ports
Reboot
Reset Configuration
Resources
Routerboard
SNTP Client
Scheduler
Scripts
Shutdown
Special Login

Users

Watchdog

45
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OTKpoeTCcsi OKHO C HMEIOIIUMUCS ToJib30oBarensaMu. /[l co3maHusi HOBOTO
noJIb30BaTelsl BO BKiIajke «USersy HaxumaeM Ha «+», nzo0paxenue 47.

Hide Passwords [ (5]
Aar Guick Set
8 Intefaces
1 Wireless
22 Bridge:
Eﬁ:::m Um‘ﬁmm SSH Keys  SSH Private Keys  Active Users
2 ot *| | Fng

|Name 4 |Emup |Nlowed Address Last Logged In | |V
1 system default user
& admin full Jun/26/2015 12:25.46

255 |P

.~ MPLS
#° Fouting
o System
& Queues
& Files

. Leg
. Radius
&, Tools ¥
B New Teminal

= (CD

5 MetaROUTER
#2 Partition

_:, Make Supout rif
& Manual

[ Ex

- 5 = 7

1item

N3o6paxenue 47 — Co3gaHue HOBOTO MOTH30BATES.
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B otkpeiBmieMcst okHe, uzoOpaxkenume 48, B mone «Name» BBOAUM UM
nosbp3oBarens. B mone «Groupy» ycranaBauBaem «fully mas momydenus mosHoro
noctyma. B momsx «Password» u «Confirm Password» BBoguMm maposib U
noarBepkaeHue mapoisi. Haxxumaem «OK»y i mpuMeHEHHs HACTPOCK.

Hide Passwords [ (=)
Ay Quick Set
¥ Interfaces
. Wireless
Ei Bridge
=2 PP Users |Gmps 55H Keys
= Switch
e [#][=] [~][=]

|Name ¢ | Group Name:
.o system default user

5 P

Group

/" MPLS &admin ul
#* Routing Allowed Address:

. System Last Logged In:
* Queues

. Files

- Leg

‘ﬁ. Radius

=, Toals

@ New Teminal
= | CD

5 MetaROUTER
# Partition

o Make Supout if
& Manual

B e

Password:

Confirm Password:

N3obpakenne 48 — HacTpoiika HOBOTO MOJIB30BATEIIA.
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Hcnonp3oBaHrne Kakoro-iuOo MOIb30BaTENII MOKHO OTKIIOYUTHh WM BKIIOYHUTH,
NyTeM HaKaTHs Ha KPACHBIH KPECTHK M CHHIOK TajJ04Ky COOTBETCTBEHHO.
CnenaeM 3To Ha pUMepe Mosib3oBates «adminy, nzoopaxenue 49.

Hide Passwords [l (5

User List
Users ‘Gu.ps S55H Keys  S5H Private Keys  Active Users

@ New Teminal
LBl

L MetaROUTER
‘} Partition

_,:,, Make Supout nf
& Manual

=

2items (1 selected)

N3obpaxenne 49 — OTKIIIOUCHUE TI0JIH30BATEIA.

Ilocne »3toro mpobyeM MOAKIOYATHCS K MaplIPpyTU3aTOpy C  IOMOIIBIO
CO3JTAaHHOTO TIOJIH30BaTENs (B HalIeM cirydae Userl).
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Hacrtpoiika Bpemenu u NTP-kianenra

[IpoBenem Hactpoiiky Bpemenu u SNTP-knuenta. [lepexoaum B pazaen «Systemy
— «Clock» nns nactpoiiku Bpemenu, nzobpaxenue 50.

{ x

Hide Passwords [ (2]

Disks
Drivers
Health
History
Identity
’ TS LEDs
B Files License
- lLog Logging
jﬁ‘. Radius =
=, Tools T

B New Terminal e

= 1CD Reboot
#4 MetaROUTER Reset Configuration
"- Partition Resources

. Make Supoutrf  Pouterboard
@ Manual SNTP Client

! Exit Scheduler
Serints

N3o6paxenue 50 — Ilepexon k HacTpoiikaM BpEMEHH.

B otkpeiBIIEM okHe, n300paxkenue 51, MpOU3BOAUM HACTPOHMKY BpEMEHHU, JaThl, a
TaK)kKe BBHIOMpaeM BpeMeHHYI0 30HY «Time Zone Namey. [lns Hamiero ciydas
BpeMeHHYI0 30HY BbiOMpaeM «Europe/Volgograd». Haxumaem «OK» s
PUMEHEHHUS HACTPOCK.
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x

[v Hide Passwords (5

Time: | Manual Time Zone

Time: |18:08:41

Date: |Jun/26/2015
Time Zone Autodstect
Time Zone Mame: |EuropeNo|goglﬁd

GMT Offset: |+03:00
[[] DST Active

PS MetaROUTER
#2 Partition
_:i- Make Supout rf
& Manual

=t

N3o6paxenue 51 — Hactpoiika 1aTel, BpeMEHH U BPEMEHHON 30HBI.
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[TpousBenem Hactpoiiky SNTP-knuenta. [lepexogum B pazaen «System» — «SNTP
Client», uzobpaxenue 52.

X

v Hide Passwords [ ()

Parts
Reboot

= MetaROUTER Reset Configuration

"h Partition Resources
. Make Supout if  peiotErb0aTd
& Maru || sne clent
! Exit Scheduler

Scripts

Nzo6paxkenne 52 — [Tepexon k HacTpoiikam SNTP-knmreHTa.
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3mech, u300pakeHwe 53, BbICTaBIsIeM Tanouky psaoMm ¢ «Enabledy s
BritoueHuss SNTP-kiuenta u B mossax «Primary NTP Server» u «Secondary NTP
Servery BouceiBaem «ntp.powernety. Haxumaem «OK» mi1s mpumeHeHus
apaMeTpOB.

x

Hide Passwords [l (5

SNTP Client

Enabled
Mode:

I Primary NTP Server: |rrtp.powemet

Secondary NTP Server: |

Server DMS Names:

[ynamic Servers:

Pall Interval:

@ New Teminal
LBl

=4 MetaROUTER Last Bad Packet:
#% Partition Last Bad Packet Reason:
_,2 Make Supout fif

& Manual

[ Ext

Last Bad Packet From:

N3obpaxkenue 53 — Hactpoitka SNTP-knrenTa.
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[IpoBepsieM, UTO MOAKIIOUEHUE POU3OIILIO YCIICUIHO, H300paxeHue 54.

i x

Hide Passwords [ (5

A& Guick Set
i Intefaces

L Wirsless SNTP Client

P Bridge
=% PPP
Cancel

o Swich Mode: |unicast :

e Primary NTP Server: |10.200.201.34
2 Mesh

Secondary NTP Server: |'|l].21]].201.34

= P

. MPLS Server DNS Names: |

4 Routing Dynamic Servers: |
. System
! Queues

10 Fies
& Log Last Update From: |10.200.201.34

A Radus Last Update: |CI]:[I]:D.'2 ago
4, Tools Last Adjustment: |-342 us

B New Teminal
D

¥ MetaROUTER Last Bad Pachet:
# Parition Last Bad Packet Reason:
| & Make Supout rif

& Manual

[ et

Poll Interval: |32

Active Server: [10.200.201.34

Last Bad Packet From:

N3o6paxenne 54 — Ycnemnoe noakitoueHue k NTP-cepsepy.
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Hactpoiika IGMP Proxy

[lepeiinem k nHactpoitkam IGMP Proxy mms manHoro wmapmipytusatopa. [lo
YMOJYaHUIO Ha HOBBIX Mapuipytusaropax HeT ¢ynkiuu IGMP Proxy, To ectb
HEOOXOMMO CKayaTh MAKET ¢ JaHHOU (yHKIUEH.

Jlnst  sToro 3axoamM Ha O(UIMAIBHBIA CalWT B pas3men 3arpy30K —
http://www.mikrotik.com/download. Bribupaem B crrcke HEOOXOIUMYIO MOJEb
MapIIpyTU3aTopa M BEPCHIO MporpamMMmHoro obecneueHus. CkaunmBaeM «Main
Packagey, n3obpakenue 55.

% www.mikrotik.com/download

Download MikroTik software products

RouterOsS

Please choose your instruction set:

|mfpsbe CRS series, RB4xx series, RB7xx series, RB9xx series, RB2011 series, SXT, OmniTik, Groove, METAL, SEXTANT

v6.29.1 2015-Jun-01 v3.26 v4.17
I [ Main package ™= =
[7-3] Extra packages Optional packages for extended functionality. Do I need them? -] 2]
Wireless CAPSMANY2 3] (3]
(3] Netinstall Utility For installation from network &l =]
] Changelog z z
z MD5
2
x86 PC / X86, RB230 series
pPpc RB3xx series, RB600 series, RB800 series, RB1lxxx series

mips.l'e RB1xx series, RB5xx series, RB Crossroads
tile CCR series

smips  hAP lite

N3obpaxkenue 55 — CkaunMBaHKE TOMOTHUTEIBHBIX TAKETOB.
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http://www.mikrotik.com/download

PacnakoBpiBaeM CKadaHHBIM apXWB, OTKPBIBAEM €r0 M HAXOJIWM HUHTEPECYHOLIUN
Hac ¢aii — «multicast-6.29.1-mipsbe.npk». Ha wMapmipyruszarope OTKpbIBaeM
pazmen «Files» w meperackuBaem Ham (aiin B OTKpBIBIIEECS OKHO Ha
MapuIpyTH3aTope, n300pakeHue S56.

(€] user1@192.168.88.1 (MikroTik) - WinBox v6.29.1 on RB2011UIASLLEIN & | B=

©arn InasHan Mogenuteca Bua

e, E] X hreomecomss Koo 2 [ 5 Bewams
 Interfaces - 2 2 S5 CHaTe BEge
’ Konmposate BCrasnTs & LE KonuposaTe 5+ =T MepeumeHoBaTs C::ﬁgb Caolccraa F 8 ospamimee
Bydep obmena ¥nopagounTe Co3pate OTKpHITE Boigenwn
1 | » all_packages-mipsbe-6.29.1 vl ¢ | | Nouce
File List % VsSpantioe (=) Wma . Jata usmenenna Tun
E‘ & 3arpysen || advanced-tools-6.29.1-mipsbe.npk 01.06.2075 14:33 Darin "NPK"
| File Nams |size ’ ‘5l Heaaenue mecta || cales-6.29.1-mipsbe.npk 01.06.2015 14:33 Paiin "NPK"
S:;Zf;::;::‘;mp bk B PaGoumii cron __] dhcp-6.29.1-mipshe.npk 01.06.2015 14:33 Daiin "NPK"
[skins directory || gps-6.28.1-mipsbe.npk 01.06.2015 14:33 Daitn "NPK"
ﬁ Jowmawnes rpynnz || hotspot-6.29.1-mipsbe.npk 01.06.2015 14:33 Daiin "NPK"
|| ipv6-6.29.1-mipsbe.npk 01.06.2075 14:33 Darin "NPK"
18 3707 KOMNEIOTER || led-6.29.1-mipsbe.npk 01.06.2015 14:33 ®aiin "NPK"
m Angpeii (andrew- 1 m) Is-6.29.1-mipsbe.npk 01.06.2015 14:33 Dain "NPK"
= H Bugeo I || multicast-6.29.1-mipsbe.npk 01.06.2015 14:33 Maiin "NPK"
A Tools - [ Howymerten T ntp-6.29.11 Ty Darin K" 5.2015 14:33 Daiin "NPK"
B New Teminal 18 3arpyzen (7] openflow-6| Pasnep: 76,0 KB 620151433 Daiin "NPK"
= CD E Viobpaxenns D) prp-6.20.1-LA0Ts domeners: 01062015 14833 | o oo PR
&3 Mai=ROUTER 0 Myseica | routing-6.29.1-mipsbe.npk 01.06.2015 14:33 Daiitn "NPK"
& Parttion A e BT Tl @ Pabounii cron | security-6.20.1-mipsbe.npk 01.06.2015 14:33 Daiin "NPK"
= Make Supout it £, Nokanensiii gnck || system-6.29.1-mipsbe.npk 01.06.2015 14:33 Daiin "NPK"
& CD-ancrosop (E: ] ups-6.28.1-mipsbe.npk 01.06.2015 14:33 Daiin "NPK"
v || user-manager-6.29.1-mipsbe.npk 01.06.2015 14:33 Maitn "NPK"

dnemenTos: 19 BeiBpan 1 anement: 76,0 KB

N3o6paxenue 56 — JlobaBnenus nakera IGMP Proxy Ha mapmipyTtuzarop.
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[Tocne sToro mpon3BOAUM Mepe3arpy3Ky MaplipyTU3aTopa JJisl yCTaHOBKHU IMaKeTa.
Jlnist aToro HaxxumaeM Ha «Systemy — «Rebooty, nzobpaxenue 57.

Hide Passwords [l (&)

A5 Guick Set
i Irtefaces
- Wireless
gi Bridge
=% PPP
== Switch
'3 Mesh =3
a5 IP P Do A | Backup || Restore | Find
.~ MPLS r + | Type |Size Creation Time [+
: ) Drivers up backup 0T KE  Jun/20/201517:10:44
# Routing g p— backup backup 351KB  Jun/23/2015 14:34.08
- hipsbe.nple package 76.1KB  Jun/26/2015 12:29:41
Histary directory Jan/01/15970 03.00.03
Queues e
. Files LEDs
(%) Log License
,'ﬁ. Radius s Logging
=, Tools Packages
B Mew Teminal Password
=
= LCD Parts
:_:u MetaROUTER I Reboot
Partition
- .
TT— aeeE o — 165 MiB of 128.0 MiB used
L £ Resources
s Routerboard
l = SNTP Client
Scheduler
Scripts
Shutdown

. Sy

Nzobpaxenue 57 — [lepezarpys3ka MapiipyTusaropa.
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[locne mepe3arpy3ku MapuipyTu3aTopa IMOAKIIOYaeMCd K HEMY 3aHOBO C
nomoineo WINBOX u mpoBepsieM, YTO Halll MaKeT YCIENIHO ycTaHOBWJCS. Jlis
3TOTO TMEePeXoauM B paszel «Systemy — «Packagesy, nzodpaxenue 58.

X

[ Hide Passwords [ (T

®L MetaROUTER
# Parition
5 Make Supout if
& Manual

B Ext

N3obpaxkenue 58 — [lepexon k pa3eny yCTaHOBJICHHBIX MTAKETOR.
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31ech BUAMM, YTO HAIll TAKET YCIENTHO YCTAaHOBHWIICS, U300pakeHue 59.

Safe Mode Hide Passwords [ (5

4 Quick Set
8 Intefaces

. Wireless

gi Bridae

=% PPP

“* Swich ol

%2 Mesh | Check For Updates | | Enable || Dissble | | Uninstal || Unschedue || Downgrade | | Check Instaliatio

=s [P Mame + | Version |Build Time | Scheduled |
. MPLS mutticast 6.25.1 Jun/01/2015 13:30:35 |

routeros-mipsbe 6291 Jun /0172015 13:30:35

#* Routing S advanced4... 6291 Jun/01/2015 13:30:35
L System & dhcp 6291 Jun/01/2015 13:30:35

& hotspot 6.29.1 Jun/01/2015 13:30:35
! Queues ipve 6.29.1 Jun/01/2015 13:30:35
| Files S mpls 6.29.1 Jun/01/2015 13:30:35
Sppp 6.29.1 Jun/01/2015 13:30:35
= Leg & routing 6.25.1 Jun/01/2015 13:30:35
m Radius & securty 6.29.1 Jun/01/72015 13:30:35
& system 6291 Jun/01/2015 13:30:35
A, Tools B wireless 5291 Jun/01/2015 13:30:35
B Mew Teminal Swirelessfp 6291 Jun/01/2015 13:30:35

= | CD

L MetaROUTER
'.-‘ Partition

_:I, Make Supout rf
& Manual

[l Bt

N3o0pakenne 59 — YcTaHOBICHHBIN MAKET.
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Jlanee nHeooxoaumo npoBectr HacTporky IGMP Proxy. Jlyis sToro nmepexoanm B
pazzaen «Routing» — «lIGMP Proxy», nzoopaxenue 60.

X

v Hide Passwords B ()

P4 MetaROUTER
# Partition
| & Make Supout rif
& Manual

B et

N3o6paxenne 60 — [lepexon k nactpoiikam IGMP Proxy.
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B oTkpbIBIIIEMCS] OKHE HA)KUMaeM Ha KHOIIKY «Settings», cTaBuM Tajouky psjioM ¢

«Quick Leavey. Haxxumaem Ha «OK» 117151 cOXpaHeHUsT HACTPOEK, H300pakeHne
61.

& =

Hide Passwords [ (5}

Ay Quick Set
i Intefaces
= Wireless
gi Bridge

=Z PPP Interface |MR: |

e #][=] e

|Interface ¢ |Threshold [ Attemative Subnets |Upstream |Fx Packets | Tx Packets |+

a5 |P
" MPLS
# Routing Settings
‘5 System
8 Gueuss Query Interval: |00:02:05
IS Files Query Response Interval: |00:00:10
El Log
ﬂ Radius
=, Tools

B New Teminal
B | CD

P4 MetaROUTER
"‘ Partition

_:, Make Supout.rif
& Manual

E &

N3ob6paxkenue 61 — HacTpoiika Gpynkimu Quick Leave.
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Jlanee HeoOxoauMo Bo Bkiajike «Interface» naxates Ha «+». «Interface» BeiOupaem
Hamt WAN-mopt — «kETH5-WAN 1 », «Alternative Subnets» —0.0.0.0/0 u ctaBum

rajouky pszom ¢ «Upstreamy, nzodpaxenue 62.

As Quick Set
 Irtedfaces

- Wireless

gi Bridge

=% PPP

= Switch

“a Mesh

s |p

< MPLS

#° Routing

o System

& Queues

I Files

o Leg

m Radius

_a, Tools

B New Teminal
= (CD

5 MetaROUTER
¥ Partition

1_:, Make Supout rf
& Manual

[ Ext

N3o6paxenne 62 — Hactpoiika Upstream-unrepdeiica.

Interfface | MFC |

[+]=] [V][=

nenrace

[ interface: [ETHEWANT [ ] |

oK

Interface

Threshold: |1 Cancel

INtemati\re Subnets: |0.0.0.0/0 I¢

[ Querier

Source IP Address: (0.0.0.0

R Btes:

Fx Packets: 0
T Bytes:
TxPackets: [0 |

enabled

|ina-:ti'-;-3

61

x

Hide Passwords [ (5}




Haxxumaewm emg pa3 Ha «+», «Interface» Beioupaem Ham moct — «Bridge-Localy,

nzo0paxenue 63.

Ay Guick Set
i nterfaces
= Wirgless
Eﬁ Bridge
=E PPP

= Switch
“2 Mesh

a5 [P

2 MPLS
#° Routing
o System
* Queues
. Files

o Leg

A Radus
=, Tools

B New Teminal
= CD

5 MetaROUTER
"- Partition

,_:i- Make Supout rif
& Manual

B E

Altemative Subnets:

Source IP Address

R Bytes:
Rx Packets:
Tx Bytes:
Tx Pachets:

X

Hide Passwords [l (5

(=]
-

Find

=

g

Cancel
| ooty |
Remowve

enabled

|ina-:ti'-;-3

|Tx Packets ||v

1]

0

N3o6paxenne 63 — Hactpoiika Downstream-untepdeca.
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Jlanee nepeiinem k Hactpoiikam Firewall st paspemenus IGMP-3anpocos.
Iepexoaum B pazmen «IP» — «Firewally, nzoopaxenus 64.

»

[v| Hide Passwords [ (5

=L MetaROUTER

#% Partition
5 Make Supout sif
& Manual

B Ext

Nzobpaxenue 64 — Iepexon k pazaeny Firewall.
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Bo Bruazike «Filter Rulesy» naxxumaem Ha «+». B oOTKpbIBIIIEMCs1 OKHE BBIOMpaeM
«Chainy — «inputy, «Protocol» — «igmp». Bo Bkiagke «Action» B moie «Actiony
BBICTaBJIsIeM «accept», nzodpaxkenue 65 u 66.

x

Hide Passwords B [5)

o

A5 Quick Set New Firewall Rule (=] E:

" Interfaces General ‘Mvanced Edra | Action | Statistics

. Wireless
i, Bridge
=% PPP
= Switch
“ 2 Mesh
s |p
< MPLS
#* Routing
o System
e Queues
. Files
Log
‘@. Radius
=, Tools
B Mew Teminal
M | CD
®5 MetaROUTER

¥ Partition

o Make Supout rf

& Manual

[ Ext

h’IEIiHZ

Cancel

Src. Address:
Dst. Address:

Ppply

IF‘rotocoI:

Comment

Src. Port:
Dst. Port:
Ary. Part:
P2P:

In. Interface:

Out. Interface:

Packet Mark:
Connection Mark:
Routing Mark:
Routing Table:

Connection Type:

Connection State:

Copy

Remove

N3o06pakenue 65 — Hactpoiika npasuia Firewall.
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\E‘ =

Hide Passwords [ (=)

A Cuick Set Mew Firewall Rule
## Interfaces General Advanced Edra Action ‘Statistics
= Wireless

., Bridge
=% PPP ?
S
“ 2 Mesh
55 P

< MPLS
4 Routing

o
& Queves Fases Al Coumdens

2 Files
Log

‘ﬁ. Radius

=, Tools

& Mew Teminal
B | CD
F5 MetaROUTER
"u“ Partition

o Make Supout rf
& Manual

[ e

N3o0pakenue 66 — Hactpoiika npasuia Firewall.
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s Gonee xauyectBeHHOM paboThl IPTV mo GecnpoBomaHOM ceTn HEOOXOIUMO
caenatb ciuenyromee. Ilepexomum B pasmen «Wirelessy u oTkpbIBaeM HaI
unrepdeiic. [lepexomumo Bo Briaaky «Wirelessy u nHaxknmaem Ha «Advance
Modey». Jlanee B camom Husy mosie «Multicast Helper» BreicraBisiem B «fully,
nu3zobpaxenue 67 u 68.

@ New Teminal
= |CD

PS5 MetaROUTER
#5 Parition

3 Make Supout rf
& Manual

B Edt

Interfaces |N§lune Dual | Access List

[+-1[=] [+][%] [a] [¥] [5

Mame + | Type

+

1item out of 13 (1 selected)

van1:
General | Wircess || HT | HT MCS | WDS | Nareme |

Mode: |ap bridge || ¥ |

Band: |[2GHz-B/G/N [#]
Channel Width: [20/40MHz HT Above [#]

Frequency: |2412 [ #] MHz

S5ID: | MikroTik | &

Scan List: |defaut [#]a

Protocol: |802.11

Security Profile: |default

Freq. Usage...

Bridge Mode: |enab|ed

Align....

Defout AP TxRate: | v o
Defout Cient TRate: | |v bos

Defautt Autherticate
Default Forward
[ Hide SSID

Sniff...
Snooper...
Reset Configuration

Advanced Mode

x

Hide Passwords [ (5

N3o6paxkenne 67 — Hactpoiika IPTV Ha 6ecripoBoaHOI ceTH.
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A Quick Set
i Interfaces
& Wireless
32 Bridge
=% FFP

= Switch
“2 Mesh
25l |P

<~ MPLS
#° Routing
o System
& Queuss
& Files

E] Log

A Radius
., Tools
B New Teminal
= 1 cD

®5 MetaROUTER
f.‘ Partition

_; Make Supout fif
& Manual

B Bt

Nzo6paxenue 68 — Hactpoiika IPTV Ha 6ecripoBoHOM ceTu.

v | v | v

Wireless Tables
Interfaces |Nmne[)ud | Access List |

[+-1[=] [+][%] [a] [¥] [s

)l

I 1=

Genersl Wircless | Data Rates Advanced HT

Mode: [ M & |

Hide Passwords B ()

Cancel

1item out of 13 (1 selected)

Band: |2GHzB/G/N [#] Aoply
Channel Wicth: [20/40MHz HT Above [#]
Frequency: |2412 || * | MHz
S5ID: | MikroTik |
Radio Name: |4CSEOCECTSD4 | Torch
Scan List: |default [#]=
Wireless Protocol: [802.11 [+ | Freq. Usage.. |
Securiy Profile: |defaut =] | Ao |
Sniff ..
Frequency Mode: |regu|atory—domain || ¥
Country: [russia [=
Antenna Gain: |D |dBi
DFS Mode: [none [=]
Proprietary Extensions: |post-2.9.25 ||3|
WMM Support: |enabled [=]
Bridge Mode: |enab|ed || ¥ |
Default AP Tx Rate: l:l ¥ bps
Defoult Cliert TcRate: | | = bps
Default Authenticate
Default Forward
[] Hide 551D
| Muticast Helper: [ful [=1]
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Hactpoiika VPN-coequnenusn

[lepeitnem k Hactpoiikam VPN-coenuHenus. 31ech ecTb HeOobIIas mpobdieMa B
TOM, YTO MapuIpyTu3atop mnoxanaep:xkuBaer Toiapko PPTP, a B cetu POWERNET
ucnois3yercs noakmoucHue thma PPTP Dual Access. Iis atoro HeoOX0auMO
OyZAeT MPOU3BECTH JOMOIHUTEIbHbIE HACTPOIKH.

Jliia Havana nepexoaum B pasaen «IP» — «DHCP Clienty, otkpsiBaem nam WAN-
untepdeiic u B noje «Default Route Distance» BeicTaBisieM 3HaYCHHE, K TIPUMEDY,
«20». D10 memaercs IS TOTO, YTOOBI HAIl MapUIPYT Mpu noakiIoueHun no DHCP
obL1 3amacHoi. To ecth ecnu VPN mepectaer paboraTh, BCE HauMHAET pabOTaTh
no HactpoiikaMm DHCP, ecnmu VPN mogaumaercs, Bcé HaunHaeT paboTaTh depes
VPN, n3obpaxenue 69.

Hide Passwords [ (5}
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DHCP Ciiert | DHCP Giert Opions
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oud [+][=] []x] [a] [7]

pl| DHCP Cliert 7 [Use P... [Add D... |IP Address

T DHCP Relay
| DHCP Server ) <ETH5-WAN1>
I DNS DHCP | Status

Frewal
e Interface: [ETHS-WANT | % |
== Use Peer DNS

IPsec Use Peer NTF
Neighbors

Packing DHCP Options: [hostrame | % | &
B NewTemival  Pool entd [[¥]4

=4 Routes
D Add Default Route: |yes Ii'

P MetaROUTER ~ SMB
& poii ST Titem (1 se [Defautt Route Distance: [20 |
¥ Partition

. Make Supoutrf  Services
& Manual Settings

l Exit Socks
TETP

Nzo6paxenne 69 — Hactpoiika DHCP-knuenra.
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Jlanee mepexogum B pasnen «PPP» m Haxumaem Ha «+», BbeiOMpaem «PPTP
Clienty, uzoopaxenue 70.

x

Safe Mode Hide Passwords B (&)

ey— [2MTU [T [TxPacket (p/s)  |RxPacketp/s) | |+
PPP Client

PPTP Server Binding
PPTP Client

SS5TP Server Binding
S5TP Client

L2TP Server Binding
L2TP Client

OVPM Server Binding
OVPN Client

B New Terminal PPPOE Server Binding

= Lo PPPGE Client
#4 MetaROUTER

#5 Partition

;; Make Supout rif
& Manual

B &

Oitems out of 13

Nzo6paxenue 70 — Co3zganue PPTP-kinuenTa.
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Bo Bkmamke «General» BBOAMM HMs HaIIero MOAKIIOYCHUS, K MPUMEPY,
«VPNPOWERNET _PPTP». Bo Bxmaake «Dial Out» BBoauMm [gaHHBIE IS
noaxroueHus. «Connect To» — «static.powernet.com.ru», «User» u «Passwordy —
user-uomep u mapoib. CtaBuM ramouku HarmpotuB «Dial On Demand» u «Add
Default Route», «Default Route Distance» Beioupaem «1», nzodpaxenue 71 u 72.

Hide Passwords B (&)

Interface |PPPnESum Secrets
EE @ E IFme: [VENPOWERNET_PPTP Q| PPPoE Sean | [7170
[Name 7 [ Type Type: |PPTF Client o) [FxPocketos) | |~
L2MTU: |
Max MTU: [1450

Max MRU: [1450

MRRU: [1600

B New Teminal
= | CD

®5 MetaROUTER
#5 Partition

o Make Supout rif
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B Bt

0items out of 13

Nzo6paxkenue 71 — Hactpoiika PPTP-knuenra.

Hide Passwords [ (51

As Cuick Set
8 Interfaces
41 Wireless
gi Bridge

ﬂ!

=& PPP Inteface | PPFOE Servers | S4

= =] P[]

| Name £ |Type

General |Dial Out |ﬂdus Traffic

e

Facket p/s) | Rx Packet (p/s)

g
g

Connect Ta: |static.poweme¢.com.n.| |

= P

MPLS User: |user)0000( |

4 Routing Password: |~ re

i System Profile: |default-encryption [#]

g
3
4

& Queves Keepalivs Timeout: a

| Fies

g

II
%3

Dial On Demand
Add Default Route
Default Route Distance: |1

- Leg
m Radius
., Tools

B New Teminal - Allow
= LCD pap chap
. mschap 1 mschap?

5 MetaROUTER
l} Partition

o Make Supout rf
& Manual

B ot

Ditems out of 13

3nementos: 79 Beibpad 1 anement: 65,1 KB
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N3o6paxenue 72 — Hactpoiika PPTP-knuenra.

Hanee mnepexomum k HactporikaM NAT mgns nwamero VPN-coenunenus.
[Tepexomumo B pazmen «IP» — «Firewall», Bo Bkinagke «NAT» HaxxumaeM Ha «+».
Bo Bxmanke «General» B mosne «Chainy» BeiOupaem «srcnaty, «Out Interface»
BbIOMpaeM Hamie VPN-coenunenune, B qanaoM ciaydae « VPNPOWERNET_PPTPy,
n3oopakenue 73.

Hide Passwords [ ()

A5 Quick Set
8 Interfaces
4 Wireless Advanced BEdra Action Statistics oK
) ARP 1
gf Hide Chain: |m—"i|l Canc
% PPP Accounting
- Fitter Fules] NAT |1 S Addess: [ s 2o
w2 Sitch Addresses
-
©.8 Mesh Cloud (= @ Dst. Address: | | - -
I # Acti CH
& IP ] DHCP Cliert ] |,_.|| :_:;5 |5r( Protocol: | | - Comm
MPLS T DHCP Relay
: DHCP S Src. Port: | | - Co
Routi li Srver
- DNS Dst. Port: | |~ Remo
i System 2
& Queues Firewall Any. Port: | | - Reset Co
1 Fles FEE In. Interface: | ER iy
Log aec Out. Interface: ||| VPNPOWERNET PPTP [=] AI
'@ Radius Meighbors
« Tools ;. Packing Packet Mark: | |~
B New Terminal Fool Connection Mark: | | -
= 1CD Routes Routing Mark: | | o
SMB
- [TERRUIES ‘l Routing Table: | | -
"m Partition SNMP 1item
= Make Supout rif o=z Connection Type: | |+
& Manual etis
E Bt Socks
TETR

Nzo6pakenne 73 — Hactpoiika NAT s VPN-coennnenus.
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Bo Bxiagke «Action» B mone «Action» BeiOMpaeM «masqueradey», n3odpaxxeHue
74.

=
Hide Passwords B (=)

New NAT Rule

Action: [T A+ |
[ Log

| -

B New Terminal
= | CD

®5 MetaROUTER
#5 Partition

;; Make Supout rif
& Manual

B Bt

Nzo6paxkenune 74 — Hactpoiika NAT s VPN-coenvunenus.

[Tocite 3TOTO MapIIPyTH3ATOP BBIJACIUT HAITy HACTPONKY KPACHBIM — 3TO CBSI3aHO
n3-3a Toro, 4to VPN-coequHeHue emeé He 10 KOHIIa HAaCTPOSHO, N300paxeHue 75.

Hide Passwords B (&)

Firewall
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# | [Action [Chain |Src. Address |Dst. Address |Proto...[Src. Pt [Dst. Pot  |In. Inter...[Out. Inteface  |Bytes  |Pag™
=l mas... srcnat ETH5-WANT 149.4 KB
—VPNPOWERNET_PFTP not ready
1 = mas... srcnat VPNPOWERN... 608 B

B New Teminal
= | CD
®5 MetaROUTER

#5 Partition

;; Make Supout rf
& Manual

B &




N3o6paxenne 75 — Orobpaxenue HacTporkn NAT mis VPN-coenunenus.

Jairee He0OX0 MO CcO37aTh MApKUPOBKY Tpaduka. B atom xe pasaene «Firewally
nepexo UM Bo BKJIaIKy «Mangle» u Haxxumaem Ha «+». Bo Bkiagke «General» B
none «Chainy BeiOupaem «prerouting», «Src. Addressy - «192.168.88.2-
192.162.88.254», T0o ecTh MyJ HAIIMX aPECcOB, U300pakeHue 76.

x

Hide Passwords B (=)
A Quick Set New Mangle Rule =B
8 Interfaces |.Mva-1ced Exdra Action Statistics
= Wireless
32 Bridge
=% FFP
= Switch
©2 Mesh
25l |P

" MPLS

Chain: |premuting

Sro. Address: [ ][152.168.88 2-192.168.88 254

Dst. Address: |

Protocal: |

Src. Port: |

: Remove
£ Routing Dst. Port: |

6 S o |
& Queves poP: | Reset All Counters

[ Files In. Interface: |
Log

A Radius

. Tools Packet Mark: |

Out. Interface: |

B New Teminal Connection Mark: |
= LD

P45 MetaROUTER
#5 Partition

Routing Mark: |

Routing Table: |

- Make Supout rif Connection Type: |

& Manual Connection State: |

[ =0 BN

N3o6paxkenue 76 — Hactpoiika MapkupoBku Tpaduka.
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Bo Briagke «Action» B mosre «Actiony Beiompaem «mark routing», B mosre «New
Routing Mark» mnpumymeiBaem Ha3Banme, k npumepy, «VPNPOWERNETY,
CTaBMM rajiouky psaom ¢ «Passthroughy, nzodpaxenue 77.
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Hide Passwords [ (5
= E3

A Quick Set New Mangle Rule
i Interfaces
o Wireless
gf Bridge
w2 PR Fiter Rules | NAT Mangle | [ Log

= o ElEElE) -

@2 Mesh # Action Chain
Sho | | | New Routing Mark: | HailEel IS

255, |P
= Passthrough Dy
" MPLS

# Routing
% System Reset Counters

I Action: |mark routing

Remove

e Reset Al Courters
2 Files

Log

A Radius
=, Tools
B New Teminal
M | CD
®5 MetaROUTER
"“ Partition

= Make Supout if
& Manual
B Bt

N3o6pakenne 77 — HacTpoiika MapKUpPOBKHU Tpaduka.
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Teneps HeoOxoauMo co3nathk cratudecku MapuipyT 10 VPN-cepsepa. [lepexonum
B pazgen «IP» — «Routes», Bo Bkiagke «Routes» HaxumaeM Ha «+». B
OTKpHIBIIIEMCST OKHe BO BKjanke «Generaly B mome «Dst. Address» BruceiBaeM
anpec VPN-cepBepa, ¢ namem ciydae — «10.200.200.9». B mnone «Gateway»
HeoOXxoIMMo yka3aTh 1uiro3. B mosne «Routing Marky BeiOupaeM umsi, KOTOPOe MbI
npugymManud g MapkupoBku  Tpaduka, To ectb  «VPNPOWERNETY,
n3zoopaxenue 78.

@

A5 Quick Set
8 Interfaces
L Wireless

Hide Passwords [ (5

gf Eridge ARP ot
=% PPP Accounting i = |Nex1hop5 Rules VRF
=) o =6

Cloud
DHCP Client
DHCF Relay

| Dst. Address / |Gateway | Distance | F{outing| h
DAC P 10.137.132.0/23 ETH5-WAN1 reachable
DAC - 152.168.88.0/24 Bridge-Local reachable 0

B
New Route
4 Routing I DHCP Server
. System r DN
& Queues ewl Dst. Address: [10.200.200.9 | —
| Files Hotspot Gateway: |10.137.132.1 =11 s —
Lag IPsec
o Radiss Neighbors Check Gateway: | |~ ,m‘
=, Tools p. Packing Type: |unicast =] Comment
@ Mew Terminal Fool T | | .
. MetaROUTER ~ OMB Scope: (30 | | Remove |
.} E— SNMP Target Scope: [10 |
- Make Supoutsf  SoNVSS | Routing Mark: |VPNFOWERNET T5]4]
€ Manual Seings Pref. Source: | | -
= Socks
[ g=
TFTP

N3o6pakenne 78 — JlobaBieHne MapuipyTa.
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JIONOTHUTETPHO HEOOX0AMMO co31aTh npaBuiio. [lepexonum Bo Bkiaaky «Rulesy,
HaXMMaeM Ha «+». B oTkpeiBieMcs okHe HampotuB «Dst. Addressy ykasbiBaem
«10.200.200.9» (anpec VPN-cepBepa), «Actiony Beibupaem «lookupy», «Tabley —
«VPNPOWERNET» (umst 1u1s MapKHpOBKH Tpaduka), u3oopaxenue 79.
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Hide Passwords [ (5

-] [“][=] [=] [v]

[Src Address  [Dst. Address  [Routing Mark [Interface | Action [Table

uting Rule

Action: |Iookup

B New Teminal
Table: |VPNPOWERN
= Lo | el

P45 MetaROUTER
f: Partition

‘_; Make Supout if
& Manual

B Edt

N3obpaxkenune 79 — Hactpoiika mpaBuia Ijis MapIipyTa.
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Jlnst mpoBepku paboTOCTIOCOOHOCTH mepexonuM B pasnen «PPPy», ¢ momorisio
3HAYKa «KpecT» MOXXHO BpeMeHHO oTkiIro4uTh Hame VPN-coenunenus. Ilocne
OTKJIFOUCHHSI aBTOMATHYECKH HaYMHaeT paboTaTh HTEpHET C TOMOIIBIO HACTPOCK
DHCP. Haxxumaem Ha «rainouky» — VPN-coenunenne Bkimodaercsa. Haxxumaem Ha
Hero 2 pasa W TEepexoJuM BO BKIAAKy «Status». 3mech BHUIUM, 4YTO HaIle
COCIMHEHHUE YCIIENTHO ycTaHoBUIoCh, «Local Addressy — Hamr BHEIIHWH aapec B

Wurepuere, «Remote Address» — Baemuwmid anpec VPN-cepBepa, nzob0paxkenus 80
u 81.

x

Hide Passwords B (=)

|m5ffECE|PPPoESm Secrets  Profles  Active Connections

EEI@. . | PP? Scanner || PPTP Server || SSTP Server || L2TP Server || OVPN Server || PPPOE Scan | m

Rx Packet (p/s)

B New Teminal
M \.CD

¥4 MetaROUTER
#5 Patition 1item out of 14 (1 selected)
o Make Supout i

& Manual

B e

Mzobpaxenne 80 — [Tpoepka padorocnocooHocTt VPN-coenuaenus.
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i *®

Hide Passwords [ (51

Interface: |PPP0ESu'm Sed

IE“E‘ Izl [ Last Link Down Time: |Jun1‘3ﬂ]f2€]1502:232 @

MName + | Type Rx Packet (p/s)

Last Link Up Time: |Jun1‘3ﬂ]f2€]15 02:23.25

Link Downs: |3

Uptime: ||ZI]:|]3:‘|7‘I
Encoding: |MPPE128

MTU: [1400
MRU: [1450

Local Address: |91.202.205.162
Remote Address: |31.202.205.200

B New Teminal
= |CD

5 MetaROUTER
#% Partition 1item out of 14 (1 selected)
;; Make Supout rif

& Manual

! Exit |enabled |mnning slave |Siatus: connected

Nzobpaxenne 81 — IIpoepka padotocnocooHoctn VPN-coenuuenus.

MoskeT BO3HUKHYTH mpobiema, uto VPN-coenunenue paboTaeT, HO HEKOTOpPbHIE
CTpaHMIIBl HE OTKpbIBalOTCS. [l »TOoro Heob6xogumo B Hactpoiikax PPTP-
KJIMeHTa, n3o0pakenne 71, momensaTs 3HaueHUs «Max MTU» u «Max MRUy,
pUMEPY, BBICTaBUTH B «1400».
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